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Introduction

This Technical Specification has been produced by the 3GPP TSG SA to allow for the standardization in the area of lawful interception of telecommunications. A requirement to fulfil the lawful interception is provided in two steps. First, a network should intercept telecommunications. Next, the intercepted data should be handed over to law enforcement agency. This document addresses the handover interfaces for lawful interception of Packet-Data Services, Circuit Switched Services, and Multimedia Services within the Universal Mobile Telecommunication System (UMTS). The specification defines the handover interfaces for delivery of lawful interception Intercept Related Information (IRI) and Content of Communication (CC) to the Law Enforcement Monitoring Facility.

Laws of individual nations and regional institutions (e.g. European Union), and sometimes licensing and operating conditions define a need to intercept telecommunications traffic and related information in modern telecommunications systems. It has to be noted that lawful interception shall always be done in accordance with the applicable national or regional laws and technical regulations.

 This specification should be used in conjunction with 3GPP TS 33.106 and 33.107 in the same release. This specification may also be used with earlier releases of 33.106 and 33.107, as well as for earlier releases of UMTS and GPRS.


3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

access provider: access provider provides a user of some network with access from the user's terminal to that network.

NOTE 1:
This definition applies specifically for the present document. In a particular case, the access provider and network operator may be a common commercial entity.
(to) buffer: temporary storing of information in case the necessary telecommunication connection to transport information to the LEMF is temporarily unavailable.

communication: Information transfer according to agreed conventions.
content of communication: information exchanged between two or more users of a telecommunications service, excluding intercept related information. This includes information which may, as part of some telecommunications service, be stored by one user for subsequent retrieval by another.
delivery device: equipment, which realizes the delivery function. Delivery device sends the data directly to LEMF, or optionally via a mediation device.

delivery function: point within a network or network element at which the content of communication and the intercept related information are made available in the formats, defined by this specification. 
handover interface: physical and logical interface across which the interception measures are requested from network operator / access provider / service provider, and the results of interception are delivered from a network operator / access provider / service provider to a law enforcement monitoring facility.

identity: technical label which may represent the origin or destination of any telecommunications traffic, as a rule clearly identified by a physical telecommunications identity number (such as a telephone number) or the logical or virtual telecommunications identity number (such as a personal number) which the subscriber can assign to a physical access on a case-by-case basis.
interception: action (based on the law), performed by an network operator / access provider / service provider, of making available certain information and providing that information to a law enforcement monitoring facility.

NOTE 2:
In the present document the term interception is not used to describe the action of observing communications by a law enforcement agency.



interception measure: technical measure which facilitates the interception of telecommunications traffic pursuant to the relevant national laws and regulations.

intercept related information: collection of information or data associated with telecommunication services involving the target identity, specifically communication associated information or data (e.g. unsuccessful communication attempts), service associated information or data (e.g. service profile management by subscriber) and location information.

interception subject: person or persons, specified in a lawful authorization, whose telecommunications are to be intercepted.



invocation and operation: describes the action and conditions under which the service is brought into operation; in the case of a lawful interception this may only be on a particular communication. It should be noted that when lawful interception is activated, it shall be invoked on all communications (Invocation takes place either subsequent to or simultaneously with activation.). Operation is the procedure which occurs once a service has been invoked.

NOTE 3:
The definition is based on [8], but has been adapted for the special application of lawful interception, instead of supplementary services.
law enforcement agency: organization authorized by a lawful authorization based on a national law to request interception measures and to receive the results of telecommunications interceptions.

law enforcement monitoring facility: law enforcement facility designated as the transmission destination for the results of interception relating to a particular interception subject.

lawful authorization: permission granted to a LEA under certain conditions to intercept specified telecommunications and requiring co-operation from a network operator / access provider / service provider. Typically this refers to a warrant or order issued by a lawfully authorized body.

lawful interception: see interception.

lawful interception identifier:  identifier for a particular interception.

location information: information relating to the geographic, physical or logical location of an identity relating to an interception subject.

mediation device: an optional equipment, which realizes the mediation function.

mediation function: an optional mechanism which passes information between a network operator, an access provider or service provider and a handover interface, and information between the internal network interface and the handover interface.

network element: component of the network structure, such as a local exchange, higher order switch or service control processor.

network element identifier:  uniquely identifies the relevant network element carrying out the lawful interception.

network identifier:  internationally unique identifier that includes a unique identification of the network operator, access provider, or service provider and, optionally, the network element identifier.

network operator: operator of a public telecommunications infrastructure which permits the conveyance of signals between defined network termination points by wire, by microwave, by optical means or by other electromagnetic means.

quality of service: quality specification of a telecommunications channel, system, virtual channel, computer-telecommunications session, etc. Quality of service may be measured, for example, in terms of signal-to-noise ratio, bit error rate, message throughput rate or call blocking probability.

reliability: probability that a system or service will perform in a satisfactory manner for a given period of time when used under specific operating conditions.

result of interception: information relating to a target service, including the content of communication and intercept related information, which is passed by a network operator, an access provider or a service provider to a law enforcement agency. Intercept related information shall be provided whether or not call activity is taking place.

service information: information used by the telecommunications infrastructure in the establishment and operation of a network related service or services. The information may be established by a network operator, an access provider, a service provider or a network user.

service provider: natural or legal person providing one or more public telecommunications services whose provision consists wholly or partly in the transmission and routing of signals on a telecommunications network. A service provider needs not necessarily run his own network.

SMS: Short Message Service gives the ability to send character messages to phones. SMS messages can be MO (mobile originate) or MT(mobile terminate).

target identity: technical identity (e.g. the interception's subject directory number), which uniquely identifies a target of interception. One target may have one or several target identities.

target service: telecommunications service associated with an interception subject and usually specified in a lawful authorization for interception.

NOTE 4:
There may be more than one target service associated with a single interception subject.

telecommunications: any transfer of signs, signals, writing images, sounds, data or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic, photoelectronic or photo-optical system.

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AP
Access Provider

ASN.1
Abstract Syntax Notation, Version 1

ASE
Application Service Element

BER
Basic Encoding Rules

CC
Content of Communication

CSCF
Call Session Control Function
DD
Delivery Device
DF
Delivery Function

FTP
File Transfer Protocol

GGSN
Gateway GPRS Support Node


GPRS
General Packet Radio Service

GSM
Global System for Mobile communications

GSN
GPRS Support Node (SGSN or GGSN)

GTP
GPRS Tunnelling Protocol

HI
Handover Interface

HI1
Handover Interface Port 1 (for Administrative Information)

HI2
Handover Interface Port 2 (for Intercept Related Information)

HI3
Handover Interface Port 3 (for Content of Communication)

HLC
High Layer Compatibility

IA
Interception Area

IA5
International Alphabet No. 5

IAP
Interception Access Point

ICI
Interception Configuration Information

IE
Information Element


IMEI
International Mobile station Equipment Identity

IMS
IP Multimedia Core Network Subsystem

IMSI
International Mobile Subscriber Identity


IP
Internet Protocol

IPS
Internet Protocol Stack

IRI
Intercept Related Information

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

LI
Lawful Interception

LIID
Lawful Interception Identifier

LLC
Lower layer compatibility

LSB
Least significant bit

MAP
Mobile Application Part
MD
Mediation Device
MF
Mediation Function

MS
Mobile Station

MSB
Most significant bit

MSISDN
Mobile Subscriber ISDN Number

MSN
Multiple Subscriber Number

NEID
Network Element Identifier

NID
Network Identifier

NWO
Network Operator

OA&M
Operation, Administration & Maintenance

P-CSCF
Proxy Call Session Control Function

PDP
Packet Data Protocol

PLMN
Public land mobile network

PSTN
Public Switched Telephone Network

ROSE
Remote Operation Service Element

Rx
Receive direction

S-CSCF
Serving Call Session Control Function 

SGSN
Serving GPRS Support Node

SMAF
Service Management Agent Function

SMF
Service Management Function

SMS
Short Message Service

SvP
Service Provider

TCP
Transmission Control Protocol

TI
Target identity

TP
Terminal Portability

T-PDU

tunneled PDU

Tx
Transmit direction 

UI
User Interaction
ULIC
UMTS LI Correlation
UMTS
Universal Mobile Telecommunication System

VPN
Virtual Private Network


4.4
Overview of handover interface 

The generic handover interface adopts a three port structure such that administrative information (HI1), intercept related information (HI2), and the content of communication (HI3) are logically separated.

Figure 4.1 shows a block diagram with the relevant entities for Lawful Interception.


.
The lawful interception specification [19] defines that the lawful interception is performed by UMTS network elements. Intercepting nodes send the relevant data across the X-interfaces to the delivery functions (DF).

This specification defines the handover interfaces. Handover interfaces define further steps of handling the data received from UMTS network. Firstly, the received data shall be formatted to produce the Intercept Related Information (IRI) and the Content of Communication (CC). Next, handover interface defines transport mechanisms to deliver the IRI and the CC to a Law Enforcement Monitoring Facility (LEMF).

Delivery function (DF) provide for receiving data from intercepting node, and sending the IRI and CC to LEMF. DF shall use a presentation layer encoding of information elements (parameters) defined in the normative part of this specification. DF shall send the IRI and the CC to LEMF by using transport mechanisms that are defined in this specification.

Mediation function (MF) is an optional function. MF may be used for providing a customized representation of the standardized handover interfaces at the NWO/AP/SvP domain boundary. 

In addition to DF, a MF may be implemented in a delivery device (DD). Similarly, in addition to MF, a DF may be implemented in a mediation device (MD). In such cases obviously DD and MD would be identical.
In some countries handover interfaces may be defined by a national law in a way that is different from the handover interfaces defined in the mandatory part of this specification. Such a case may be illustrated in a country specific annex of this specification.

When a national law or national regulations on handover interfaces impose different requirement on DF than this specifications does (this may be illustrated in country specific annex of this specification as well), then the LEAs of that country shall provide NWO/AP/SvP with mediation devices, which implement MF only, in order to fulfil the national requirements.

Besides, MF should be used in the following case. NWO/AP/SvP may provide users by secure communications. In such a case, as a national option, a LEA may request NWO/AP/SvP to remove the encryption provided by NWO/AP/SvP. 

Note: 
Removing the encryption from intercepted data may not always be possible even if the encryption has been applied by NWO/AP/SvP. 

Only in case when NWO/AP/SvP is able to remove the encryption provided by NWO/AP/SvP, the mediation function shall provide for decryption of intercepted data. Otherwise, if the encryption was applied by NWO/AP/SvP, then NWO/AP/SvP shall communicate LEMF what kind of encryption algorithm was used, and provide with encryption keys.
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Figure 4-1: Functional block diagram showing handover interface HI

NOTE 1:
Figure 4.1 shows only a reference configuration, with a logical representation of the entities involved in lawful interception and does not mandate separate physical entities.

NOTE 2:
The mediation functions are optional, and therefore may be transparent.
4.4.1
Handover interface port 2 (HI2)

The handover interface port 2 shall transport the IRI from the NWO/AP/SvP's IIF to the LEMF.

The delivery shall be performed via data communication methods which are suitable for the network infrastructure and for the kind and volume of data to be transmitted.

The delivery can in principle be made via different types of lower communication layers, which should be standard or widely used data communication protocols. 

The individual IRI parameters shall be coded using ASN.1 and the basic encoding rules (BER). The format of the parameter's information content shall be based on existing telecommunication standards, where possible.

The individual IRI parameters have to be sent to the LEMF at least once (if available).

The IRI records shall contain information available from normal network or service operating procedures. In addition the IRI records shall include information for identification and control purposes as specifically required by the HI2 port. 

The IIF is not required to make any attempt to request explicitly extra information which has not already been supplied by a signalling system.

4.4.2
Handover interface port 3 (HI3)

The port HI3 shall transport the content of the communication (CC) of the intercepted telecommunication service to the LEMF. If possible, the content of communication shall be presented as a transparent en-clair copy of the information flow during an established, frequently bi-directional, communication of the interception subject. . Otherwise, as a national option, and only in case NWO/AP/SvP has the encryption keys available, NWO/AP/SvP may either send encrypted CC and respective keys to LEMF, or decrypt the message at MF and send en-clair copy of the information to LEMF.
As the appropriate form of  HI3 depends upon the service being intercepted, HI3 is described in relevant annexes

The HI2 and HI3 are logically different interfaces, even though in some installations the HI2 and HI3 packet streams might also be delivered via a common transmission path from a DF/MF to a LEMF. It is possible to correlate HI2 and HI3 packet streams by having common (referencing) data fields embedded in the IRI and the CC packet streams. 


4.5.1
Data transmission protocols

The protocol used by the "LI application" for the encoding and the sending of data between the DF/MF and the LEMF is based on already standardized data transmission protocols like ROSE or FTP. 

The specified data communication methods provide a general means of data communication between the LEA and the NWO/AP/SvP's delivery/mediation function. They are used for the delivery of: 
-
HI2 type of information (IRI records);

-
Certain types of content of communication (e.g., SMS).

The present document specifies the use of the two possible methods for delivery: ROSE or FTP on the application layer and the BER on the presentation layer. The lower layers for data communication may be chosen in agreement with the NWO/AP/SvP and the LEA.

The delivery to the LEMF should use the internet protocol stack.

4.5.2
Application for IRI (HI2 information)

The handover interface port 2 shall transport the intercept related information (IRI) from the NWO/AP/SvP's DF/MF to the LEMF.

The individual IRI parameters shall be coded using ASN.1 and the basic encoding rules (BER). Where possible, the format of the information content shall be taken over from existing telecommunication standards, which are used for these parameters with the network already (e.g., IP). Within the ASN.1 coding for IRI, such standard parameters are typically defined as octet strings.

6.5
IRI for packet domain

Intercept related information will in principle be available in the following phases of a data transmission:

1.
At connection attempt when the target identity becomes active, at which time packet transmission may or may not occur (set up of a data context, target may be the originating or terminating party).

2.
At the end of a connection, when the target identity becomes inactive (removal of a data context).

3.
At certain times when relevant information are available.

In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.

The intercept related information (IRI) may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information).

2.
Basic data context information, for standard data transmission between two parties.

The events defined in ref [11] are used to generate records for the delivery via HI2.

There are eight different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF. 

Table 6-1: Mapping between UMTS Data Events and HI2 records type
	Event
	IRI Record Type

	GPRS attach
	REPORT

	GPRS detach
	REPORT

	PDP context activation (successful)
	BEGIN

	PDP context modification
	CONTINUE

	PDP context activation (unsuccessful)
	REPORT

	Start of intercept with PDP context active
	BEGIN

	PDP context deactivation
	END

	Location update
	REPORT 

	SMS
	REPORT

	ServingSystem
	REPORT


A set of information is used to generate the records. The records used transmit the information from delivery/mediation function to LEMF. This set of information can be extended in the GSN or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records. 

7
Multi-media domain

This clause deals with IRI reporting in the IMS. See Annexes C and G  for CC interception at the SGSN/GGSN.

According to TS 33.107 [19], interception has to be supported in P-CSCF and S-CSCF. For the identification of the intercepted traffic only the SIP-URL is available. In the intercepting nodes (CSCF’s) the relevant SIP-Messages are duplicated and forwarded to the DF/MF HI2.

For clarification see following Figure 7.1.. If P-CSCF and S-CSCF are in the same network the events are sent twice to the LEMF.


7.2
IRI for IMS

In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.

The intercept related information (IRI) may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information).

2.
Basic data context information, for standard data transmission between two parties (e.g. SIP-message).

For each event, a Record is sent to the LEMF, if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table 7-1:  Mapping between IMS Events and HI2 Records Type

	Event
	IRI Record Type

	SIP-Message
	REPORT


A set of information is used to generate the record. The records used transmit the information from delivery/mediation function to LEMF. This set of information can be extended in the CSCF or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.


A.1.2.3
Data link management 

This function is used to establish or release a data link between two peer LI_Applications entities (DF/MF and LEMF).

Depending on a per destination address configuration data, the data link establishment may be required either by the LEMF LI_Application or by the DF/MF LI_Application.


A.2
FTP
A.2.1
Introduction

At HI2 interface FTP is used over internet protocol stack for the delivery of the IRI. The FTP is defined in ref [13]. The IP is defined in ref [15]. The TCP is defined in ref [16].

FTP supports reliable delivery of data. The data may be temporarily buffered in the delivery/mediation function (DF/MF) in case of link failure. FTP is independent of the payload data it carries.

A.2.2
Usage of the FTP 

The DF/MF acts as the FTP client and the LEMF acts as the FTP server . The client pushes the data to the server.

The receiving node LEMF stores the received data as files. The DF/MF may buffer files.

Several records may be gathered into bigger packages prior to sending, to increase bandwidth efficiency.

The following configurable intercept data collection (= transfer package closing / file change) threshold parameters should be supported:

-
frequency of transfer, based on send timeout, e.g. X ms

-
frequency of transfer, based on volume trigger, e.g. X octets

Every file shall contain only complete IRI records. The single IRI record shall not be divided into several files.

There are two possible ways as to how the interception data may be sent from the DF/MF to the LEMF. One way is to produce files that contain interception data only for one observed target (ref: "File naming method A)"). The other way is to multiplex all the intercepted data that DF/MF receives to the same sequence of general purpose interception files sent by the DF/MF (ref: "File naming method B)").

File naming:

The names for the files transferred to a LEA are formed according to one of the 2 available formats, depending on the delivery file strategy chosen (e.g. due to national convention or operator preference). 

Either each file contains data of only one observed target (as in method A) or several targets' data is put to files common to all observed target traffic through DF/MF (as in method B).

The maximum set of allowed characters in interception file names are "a"…"z", "A"…"Z", "-", "_", ".", and decimals "0"…"9".
File naming method A):


<LIID>_<seq>.<ext>

LIID = 
See clause 7.1.

seq = 
integer ranging between [0..2^64-1], in ASCII form (not exceeding 20 ASCII digits), identifying the sequence number for file transfer from this node per a specific target. 

ext = 
ASCII integer ranging between ["1".."7".]  (in hex: 31H…37H), identifying the file type. The possible file type coding for IRI is shown in table A.1.

Table A-1: Possible file types

	File types that the LEA may get
	Intercepted data types

	"1"   (in binary: 0011 0001)
	IRI


This alternative A is used when each target's IRI is gathered per observed target to dedicated delivery files. This method provides the result of interception in a very refined form to the LEAs, but requires somewhat more resources in the DF/MF than alternative B. With this method, the data sorting and interpretation tasks of the LEMF are considerably easier to facilitate in near real time than in alternative B.

File naming method B):

The other choice is to use monolithic fixed format file names (with no trailing file type part in the file name):


<filenamestring>   (e.g. ABXY00041014084400001)

where:

ABXY = Source node identifier part, used for all files by the mobile network operator "AB" from this DF/ MF node named "XY". 

00 
= year 2000

04 
= month April

10
= day 10 

14 
= hour

08 
= minutes

44 
= seconds

0000 
= extension 

1 
= file type.  The type "1" is reserved for IRI data files. (Codings "2" = CC(MO), "4" = CC(MT), "6" = CC(MO&MT) are reserved for HI3).

This alternative B is used when several targets' intercepted data is gathered to common delivery files. This method does not provide the result of interception in as refined form to the LEAs as the alternative A, but it is faster in performance for the DF/MF point of view. With this method, the DF/MF does not need to keep many files open like in alternative A.

A.2.3
Profiles (informative)

As there are several ways (usage profiles) how data transfer can be arranged by using the FTP, this chapter contains practical considerations how the communications can be set up.  Guidance is given for client-server arrangements, session establishments, time outs, the handling of the files (in RAM or disk). Example batch file is described for the case that the sending FTP client uses files. If instead (logical) files are sent directly from the client’s RAM memory, then the procedure can be in principle similar though no script file would then be needed.

At the LEMF side, FTP server process is run, and at DF/MF, FTP client. No FTP server (which could be accessed from outside the operator network) shall run in the DF/MF. The FTP client can be implemented in many ways, and here the FTP usage is presented with an example only. The FTP client can be implemented by a batch file or a file sender program that uses FTP via an API. The login needs to occur only once per e.g. <destaddr> & <leauser> -pair. Once the login is done, the files can then be transferred just by repeating 'mput' command and checking the transfer status (e.g. from the API routine return value). To prevent inactivity timer triggering, a dummy command (e.g. 'pwd') can be sent every T seconds (T should be less than L, the actual idle time limit). If the number of FTP connections is wanted to be as minimised as possible, the FTP file transfer method "B" is to be preferred to the method A (though the method A helps more the LEMF by pre-sorting the data sent). 

Simple example of a batch file extract:

FTP commands usage scenario for transferring a list of files:
To prevent FTP cmd line buffer overflow the best way is to use wildcarded file names, and let the FTP implementation do the file name expansion (instead of shell). The number of files for one mput is not limited this way:
ftp <flags> <destaddr>

  user <leauser> <leapasswd>

  cd <destpath>

  lcd <srcpath>

  bin

  mput <files>

  nlist <lastfile> <checkfile>

  close

EOF

This set of commands opens an FTP connection to a LEA site, logs in with a given account (auto-login is disabled), transfers a list of files in binary mode, and checks the transfer status in a simplified way.

Brief descriptions for the FTP commands used in the example:

user <user-name> <password>
Identify the client to the remote FTP server.

cd <remote-directory>          
Change the working directory on the remote machine to remote-directory.

lcd <directory>                
Change the working directory on the local machine.  

bin                            
Set the file transfer type to support binary image transfer

mput <local-files>   
Expand wild cards in the list of local files given as arguments and do a put for each file in the resulting list. Store each local file on the remote machine.

nlist <remote-directory> <local-file>
Print a list of the files in a directory on the remote machine. Send the output to local-file.

close                           
Terminate the FTP session with the remote server, and return to the command interpreter.  Any defined macros are erased.
The parameters are as follows:

<flags> 
contains the FTP command options, e.g. "-i -n -V -p" which equals to 'interactive prompting off', 'auto-login disabled', 'verbose mode disabled', and 'passive mode enabled'. (These are dependent on the used ftp- version.) 

<destaddr>
contains the IP address or DNS address of the destination (LEA).

<leauser>
contains the receiving (LEA) username.

<leapasswd>
contains the receiving (LEA) user's password.

<destpath>
contains the destination path.

<srcpath>
contains the source path.

<files>
wildcarded file specification (matching the files to be transferred)

<lastfile>
the name of the last file to be transferred 

<checkfile>
is a (local) file to be checked upon transfer completion; if it exists then the transfer is considered successful. 

The FTP application should to do the following things if the checkfile is not found:

-
keep the failed files.

-
raise 'file transfer failure' error condition (i.e. send alarm to the corresponding LEA).

-
the data can be buffered for a time that the buffer size allows. If that would finally be exhausted, DF would start dropping the corresponding target's data until the transfer failure is fixed.

-
the transmission of the failed files is retried until the transfer eventually succeeds. Then the DF would again start collecting the data.

-
upon successful file transfer the sent files are deleted from the DF.

The FTP server at LEMF shall not allow anonymous login of an FTP client.

A.2.4
File content

The file content is in method A relating to only one intercepted target.

In the file transfer method B, the file content may relate to any intercepted targets whose intercept records are sent to the particular LEMF address.

Individual IRI records shall not be fragmented into separate files at the FTP layer.

A.2.5
Exceptional procedures

Overflow at the receiving end (LEMF) is avoided due to the nature of the protocol.

In case the transit network or receiving end system (LEMF) is down for a reasonably short time period, the local buffering at the DF/MF will be sufficient as a delivery reliability backup procedure.

In case the transit network or receiving end system (LEMF) is down for a very long period, the local buffering at the DF/MF may have to be terminated. Then the following intercepted data coming from the intercepting nodes to the DF/MF would be discarded, until the transit network or LEMF is up and running again.

A.2.6
Other considerations

The FTP protocol mode parameters used:

Transmission Mode:
stream

Format:
non-print

Structure:
file-structure

Type:
binary

The FTP client (=user -FTP process at the DF/MF) uses e.g. the default standard FTP ports 20 (for data connection) and 21 (for control connection), 'passive' mode is supported. The data transfer process listens the data port for a connection from a server-FTP process.
For the file transfer from the DF/MF to the LEMF(s) e.g. the following data transfer parameters are provided for the FTP client (at the DF/MF):
-
transfer destination (IP) address, e.g. "194.89.205.4"

-
transfer destination username, e.g. "LEA1"

-
transfer destination directory path, e.g. "/usr/local/LEA1/1234-8291"

-
transfer destination password

-
interception file type, "1" (this is needed only if the file naming method A is used)
LEMF may use various kind directory structures for the reception of interception files. It is strongly recommended that at the LEMF machine the structure and  access and modification rights of the storage directories are adjusted to prevent unwanted directory operations by a FTP client.

Timing considerations for the HI2 FTP transmission 

The DF/MF and LEMF sides control the timers to ensure reliable, near-real time data transfer. The transmission related timers are defined within the lower layers of the used protocol and are out of scope of this document.

The following timers may be used within the LI application:

Table A-2: Timing considerations

	Name
	Controlled by
	Units
	Description

	T1 inactivity timer
	LEMF
	Seconds
	Triggered by no activity within the FTP session (no new files).  The FTP session is torn down when the T1 expires. To send another file the new connection will be established. The timer avoids the FTP session overflow at the LEMF side.

	T2 send file trigger
	DF/MF
	Milliseconds
	Forces the file to be transmitted to the LEMF (even if the size limit has not been reached yet in case of volume trigger active). If the timer is set to 0 the only trigger to send the file is the file size parameter (Ref. C.2.2).



C.1.4
Exceptional procedure

With ULIC over UDP: the delivering node doesn’t take care about any problems at LEMF.

With ULIC over TCP: TCP tries to establish a connection to LEMF and resending (buffering in the sending node) of packets is also supported by TCP.

In both cases it might happen that content of communication gets lost (in case the LEMF or the transit network between DF/MF and LEMF is down for a long time).


C.2.1
Introduction

At HI3 interface FTP is used over the internet protocol stack for the delivery of the result of interception. FTP is defined in ref [13]. The IP is defined in ref [15]. The TCP is defined in ref [16].

FTP supports reliable delivery of data. The data may be temporarily buffered in the sending node (DF/MF) in case of link failure. FTP is independent of the payload data it carries.

C.2.2
Usage of the FTP

In the packet data LI the DF/MF acts as the FTP client and the receiving node (LEMF) acts as the FTP server . The client pushes the data to the server.

The receiving node LEMF stores the received data as files. The sending entity (DF/MF) may buffer files.

Several smaller intercepted data units may be gathered to bigger packages prior to sending, to increase bandwidth efficiency.

The following configurable intercept dta collection (= transfer package closing / file change) threshold parameters should be supported:

-
frequency of transfer, based on send timeout, e.g. X ms

-
frequency of transfer, based on volume trigger, e.g. X octets

There are two possible ways how the interception data may be sent from the DF/MF to the LEMF. One way is to produce files that contain interception data only for one observed target (ref: "File naming method A)"). The other way is to multiplex all the intercepted data that DF/MF receives to the same sequence of general purpose interception files sent by the DF/MF (ref: "File naming method B)" ).

The HI2 and HI3 are logically different interfaces, even though in some installations the HI2 and HI3 packet streams might also be delivered via a common transmission path from a DF/MF to a LEMF. It is possible to correlate HI2 and HI3 packet streams by having common (referencing) data fields embedded in the IRI and the CC packet streams. 

File naming:

The names for the files transferred to a LEA are formed according to one of the 2 available formats, depending on the delivery file strategy chosen (e.g. due to national convention or operator preference). 

Either each file contains data of only one observed target (as in method A) or several targets' data is put to files common to all observed target traffic through a particular DF/MF node (as in method B).

The maximum set of allowed characters in interception file names are "a"…"z", "A"…"Z", "-", "_", ".", and decimals "0"…"9".
File naming method A):


<LIID>_<seq>.<ext>

LIID = See clause 7.1.

Seq = integer ranging between [0..2^64-1], in ASCII form (not exceeding 20 ASCII digits), identifying the sequence number for file transfer from this node per a specific target. 

Ext = ASCII integer ranging between ["1".."7".]  (in hex: 31H…37H), identifying the file type. The possible file type codings for intercepted data are shown in table C.1. But for the HI3 interface, only the types "2", "4", and "6" are possible. 

Table C-1: Possible file types

	File types that the LEA may get
	Intercepted data types

	"2"   (in binary: 0011 0010)
	CC(MO)

	"4"   (in binary: 0011 0100)
	CC(MT)

	"6"   (in binary: 0011 0110)
	CC(MO&MT)


(The least significant bit that is ‘1’ in file type 1, is reserved for indicating IRI data.) The bit 2 of the ext tells whether the Mobile Originated (MO) Content of Communication (CC) is included to the intercepted data. 

The bit 2 of the ext tells whether the Mobile Originated (MO) Content of Communication (CC) is included to the intercepted data. 

The bit 3 of the ext tells whether the Mobile Terminated (MT) Content of Communication (CC) is included to the intercepted data.

Thus, for Mobile Originated Content of Communication data, the file type is "2", for MT CC data "4" and for MO&MT CC data "6".

This alternative A is used when each target's intercepted data is gathered per observed target to dedicated delivery files. This method provides the result of interception in a very refined form to the LEAs, but requires somewhat more resources in the sending node than alternative B. With this method, the data sorting and interpretation tasks of the LEMF are considerably easier to facilitate in near real time than in alternative B.

File naming method B):

The other choice is to use monolithic fixed format file names (with no trailing file type part in the file name):

           <filenamestring>   (e.g. ABXY00041014084400006)

where:

ABXY = Source node identifier part, used for all files by the mobile network operator "AB" from this MF node named "XY". 

00 
= year 2000

04
= month April

10
= day 10

14 
= hour

08 
= minutes

44
= seconds

0000 = extension.

6 
= file type. Coding: "2" = CC(MO), "4" = CC(MT), "6" = CC(MO&MT). (The type "1" is reserved for IRI data files).

This alternative B is used when several targets' intercepted data is gathered to common delivery files. This method does not provide the result of interception in as refined form to the LEAs as the alternative A, but it is faster in performance for the DF/MF point of view. With this method, the DF/MF does not need to keep many files open like in alternative A.

C.2.3
Exceptional procedures

Overflow at the receiving end (LEMF) is avoided due to the nature of the protocol.

In case the transit network or receiving end system (LEMF) is down for a reasonably short time period, the local buffering at the DF/MF will be sufficient as a delivery reliability backup procedure.

In case the transit network or receiving end system (LEMF) is down for a very long period, the local buffering at the DF/MF may have to be terminated. Then the following intercepted data coming from the intercepting nodes towards the DF/MF would be discarded, until the transit network or LEMF is up and running again.


C.2.5
Other considerations

The FTP protocol mode parameters used:

Transmission Mode:
stream

Format:
non-print

Structure:
file-structure

Type:
binary

The FTP service command to define the file system function at the server side: STORE mode for data transmission.

The FTP client– (=user -FTP process at the DF/MF) uses e.g. the default standard FTP ports 20 (for data connection) and 21 (for control connection), 'passive' mode is supported. The data transfer process listens the data port for a connection from a server-FTP process.

For the file transfer from the DF/MF to the LEMF(s) e.g. the following data transfer parameters are provided for the FTP client (at the DF/MF):

-
transfer destination (IP) address, e.g. "194.89.205.4";

-
transfer destination username, e.g. "LEA1";

-
transfer destination directory path, e.g. "/usr/local/LEA1/1234-8291";

-
transfer destination password;

-
interception file type, e.g. "2" (this is needed only if the file naming method A is used).

LEMF may use various kind directory structures for the reception of interception files. It is strongly recommended that at the LEMF machine the structure and access and modification rights of the storage directories are adjusted to prevent unwanted directory operations by a FTP client.

The use of IPSec services for this interface is recommended.

Timing considerations for the FTP transmission

The DF/MF and LEMF sides control the timers to ensure reliable, near-real time data transfer. The transmission related timers are defined within the lower layers of the used protocol and are out of scope of this document.

The following timers may be used within the LI application:

Table C-4: Timing considerations

	Name
	Controlled by
	Units
	Description

	T1 inactivity timer
	LEMF
	Seconds
	Triggered by no activity within the FTP session (no new files).  The FTP session is torn down when the T1 expires. To send another file the new connection will be established. The timer avoids the FTP session overflow at the LEMF side.

	T2 send file trigger
	DF/MF
	Milliseconds
	Forces the file to be transmitted to the LEMF (even if the size limit has not been reached yet in case of volume trigger active). If the timer is set to 0 the only trigger to send the file is the file size parameter (Ref. C.2.2).
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