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Introduction

According our WI for TS 33.108 for Rel.5 the part for IMS is still missing. This contribution is intended to fix this missing part.

Chapter 7 is new. Chapter 3.2 and Chapter B.3 are extended. All underlined text is new.

3.2 Abbreviations

P-CSCF

Proxy-Call Session Control Function

S-CSCF

Serving-Call Session Control Function
IMS


IP Multimedia Core Network Subsystem
7
Multi-media domain

According TS 33.107 [19] interception has to be supported in P-CSCF and S-CSCF. For the identification of the intercepted traffic only the SIP-URL is available. In the intercepting nodes (CSCF’s) the relevant SIP-Messages are duplicated and forwarded to the MF HI2.

For clarification see following Fig.; if P-CSCF and S-CSCF are in the same network the events are sent twice to the LEMF.
[Editing note:  remove black lines between SGSN-GGSN-P-CSCF-S-CSCF]
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This clause deals with IRI reporting in the IMS. See clause x.x.x for CC interception at the SGSN/GGSN.
7.1
Identifiers

Specific identifiers are necessary to identify a target for interception uniquely and to correlate between the data, which is conveyed over the different handover interfaces (HI2 and HI3). The identifiers are defined in the subsections below.

For the delivery of CC and IRI the SGSN, GGSN and CSCF’s provide correlation numbers and target identities to the HI2 and HI3. The correlation number is unique per PDP context and is used to correlate CC with IRI and the different IRI’s of one PDP context.

 [editor note: need to review correlating SIP messages with its corresponding media stream in the contexts].
7.1.1
Lawful interception identifier 

For each target identity related to an interception measure, the authorized NWO/AP/SvP operator shall assign a special Lawful Interception Identifier (LIID), which has been agreed between the LEA and the NWO/AP/SvP.

Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific interception target limited within the authorized NWO/AP/SvP operators and the handling agents at the LEA.

The LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized NWO/AP/SvP shall either enter a unique LIID for each target identity of the interception subject or a single LIID for multiple target identities all pertaining to the same interception subject.

If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned relating to each LEA.

7.1.2
Network identifier 

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following two identifiers.

1)
NWO/AP/SvP- identifier (mandatory):
Unique identification of network operator, access provider or service provider.

2)
Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an IP address or other identifier. 

7.1.3
Correlation number

The Correlation Number is unique per PDP context and used for the following purposes:

· correlate CC with IRI,

· correlate different IRI records within one PDP context.

As an example, in the UMTS system, the Correlation Number may be the combination of GGSN address and charging ID.
[editor note: need to review correlating SIP messages with its corresponding media stream in the contexts].

7.2 IRI for IMS

In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.

The intercept related information (IRI) may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information).

2.
Basic data context information, for standard data transmission between two parties (e.g. SIP-message).

For each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table 1: Mapping between IMS Data Events and HI2 records type
Event
IRI Record Type

SIP-Message
REPORT

A set of information is used to generate the record. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the CSCF or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.

Table 2: Mapping between IMS Events information and IRI information

parameter
description
HI2 ASN.1 parameter

Observed SIP URL
Observed SIP URL
Sipurl

Event type
IMS Event
imsevent

Event date
Date of the event generation in the CSCF
timeStamp

Event time
Time of the event generation in the CSCF


Network identifier
Unique number of the intercepting CSCF
Network-Identifier

Correlation number
Unique number for each PDP context delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context and the IRI. 
gPRSCorrelationNumber

Lawful interception identifier
Unique number for each lawful authorization.
lawfulInterceptionIdentifier

SIP message
Whole SIP message
sIPMessage

NOTE:
LIID parameter must be present in each record sent to the LEMF.

7.2.1
Events and information 

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 1 Mapping between IMS Events and HI2 records type and Annex B.3 Intercept related information (HI2) [1]. IRI is described in terms of a ‘causing event’ and information associated with that event. Within each IRI Record there is a set of events and associated information elements to support the particular service.

The communication events described in Table 1: Mapping between the IMS Event and HI2 record type and Table 2: Mapping between IMS Events information and IRI information convey the basic information for reporting the disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M)
- required for the record,

conditional (C)
- required in situations where a condition is met (the condition is given in the Description), or

optional (O)
- provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.

Table 6-1: SIP-Message REPORT Record

Parameter
MOC
Description/Conditions

Observed SIP-URL
M
SIP-URL of the interception target

event type
M
Provide IMS- event type.

event date
M
Provide the date and time the event is detected.

event time



Network identifier
M
Shall be provided.

lawful intercept identifier
M
Shall be provided.

Correlation number
C
If available and not included in the SIP-message

SIP-Message
M
The relevant SIP-message

B.3
Intercept related information (HI2)

Declaration of ROSE operation sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery mechanism, data IRI-content must be considered.

ASN.1 description of IRI (HI2 interface)

IRI-Parameters

::= SEQUENCE 

{


iRIversion





[23] ENUMERATED


{



version2(2),



…

} OPTIONAL,



-- if not present, it means version 1 is handled


lawfulInterceptionIdentifier
[1] LawfulInterceptionIdentifier,



-- This identifier is associated to the target.


timeStamp



[3] TimeStamp, 



-- date and time of the event triggering the report.) 


initiator 



[4] ENUMERATED 


{



not-Available

(0),



originating-Target
(1),




-- in case of GPRS, this indicates that the PDP context activation 




-- or deactivation is MS requested



terminating-Target
(2),




-- in case of GPRS, this indicates that the PDP context activation or




-- deactivation is network initiated


...


} OPTIONAL,


locationOfTheTarget

[8] Location OPTIONAL,



-- location of the target subscriber


partyInformation 

[9] SET SIZE (1..10) OF PartyInformation OPTIONAL, 



-- This parameter provides the concerned party (Originating, Terminating or



-- forwarded party), the identiy(ies) of the party and all the information provided



-- by the party. 


serviceCenterAddress
[13] PartyInformation OPTIONAL,



-- e.g. in case of SMS message this parameter provides the address of  the relevant 



-- server within the calling (if server is originating) or called (if server is



-- terminating) party address parameters


sMS





[14] SMS-report OPTIONAL,



-- this parameter provides the SMS content and associated information


national-Parameters

[16] National-Parameters OPTIONAL,


gPRSCorrelationNumber
[18] GPRSCorrelationNumber OPTIONAL,


gPRSevent 



[20] GPRSEvent OPTIONAL,



-- This information is used to provide particular action of the target



-- such as attach/detach


sgsnAddress 


[21] DataNodeAddress OPTIONAL,


gPRSOperationErrorCode 
[22] GPRSOperationErrorCode OPTIONAL,


ggsnAddress 


[24] DataNodeAddress OPTIONAL,


qOS





[25] Qos OPTIONAL,


networkIdentifier

[26] Network-Identifier OPTIONAL,


sMSOriginatingAddress 
[27] DataNodeAddress OPTIONAL,


sMSTerminatingAddress 
[28] DataNodeAddress OPTIONAL,


iMSevent



[29] IMSEvent OPTIONAL,


sIPMessage



[29] OCTET STRING  OPTIONAL,


...

}

-- PARAMETERS FORMATS

PartyInformation 


::= SEQUENCE 

{


party-Qualifier 
[0]  ENUMERATED 


{



gPRS-Target(3),



...


},


partyIdentity 

[1] SEQUENCE 


{



imei




[1] OCTET STRING (SIZE (8)) OPTIONAL,




-- See MAP format [4]



imsi




[3] OCTET STRING (SIZE (3..8)) OPTIONAL,




-- See MAP format [4] International Mobile 




-- Station Identity E.212 number beginning with Mobile Country Code



msISDN




[6] OCTET STRING (SIZE (1..9)) OPTIONAL,




-- MSISDN of the target, encoded in the same format as the AddressString




-- parameters defined in MAP format document ref [4], § 14.7.8



e164-Format



[7] OCTET STRING    (SIZE (1 .. 25)) OPTIONAL,




-- E164 address of the node in international format. Coded in the same      format as 




-- the calling party number  parameter of the ISUP (parameter part:[5])



sip-url




[8] OCTET STRING OPTIONAL,




-- See RFC 2543



...


},


services-Data-Information 
[4] Services-Data-Information OPTIONAL,



-- This parameter is used to transmit all the information concerning the



-- complementary information associated to the basic data call


...

}

IMSevent ::= ENUMERATED 

{


sIPmessage 




(1),


...

}

END -- OF HI2Operations
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