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A. Introduction

This contribution contains proposed additions and changes to 3GPP TS 33.108 (Version 0.1.0). The additions address Packet Domain event triggers and information associated with each even reported to law enforcement. The proposed changes address areas where corrections and enhancements appear to be needed to reconcile inconsistencies or to address omissions. 

The recommendations in this contribution have been developed by the T1P1.SAH group on Lawful Intercept for 3GPP GPRS/UMTS and are a consensus opinion of that group. 

B. Discussion

The triggers for each Packet Domain event to be reported to law enforcement along with the information to be reported with each event needs to be more specifically defined to insure a common understanding and consistent presentation of HI2 information to law enforcement. The proposed additions seek to provide that clarity and specificity and is also intended to be consistent with what is currently defined in 33.108.

Other proposed changes address areas where corrections and enhancements appear to be needed to reconcile inconsistencies or to address omissions that are required to provide the capabilities.

C. Recommendations

Approve the proposed additions and changes.

I.
Event Triggers and Event Reporting

The following event triggers and event information tables are proposed additions to Clause 6.5 in TS 33.108.

6.5
IRI packet domain

6.5.1
Events and information

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES).   The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 1 Mapping between GPRS Events and HI2 records type and Annex B.4 Intercept related information (HI2) [1]. IRI is described in terms of a ‘causing event’ and information associated with that event.  Within each IRI Record there is a set of events and associated information elements to support the particular service.

The communication events described in Table 1: Mapping between GPRS Events and HI2 record type and Table 2: Mapping between Events information and IRI information convey the basic information for reporting the disposition of a communication.  This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M)
- required for the record,

conditional (C)
- required in situations where a condition is met (the condition is given in the Description), or

optional (O)
- provided at the discretion of the implementation.

The information to be carried by each parameter is identified.  Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions.  The Stage 2 inclusion takes precedence over Stage 3 syntax.

6.5.1.1
REPORT record information

The REPORT record is used to report non-communication related subscriber actions (events) and for reporting unsuccessful packet-mode communication attempts.

The REPORT record shall be triggered when:

· the intercept subject’s mobile station performs a GPRS attach procedure (successful or unsuccessful);

· the intercept subject’s mobile station performs a GPRS detach procedure; 

· the intercept subject’s mobile station is unsuccessful at performing a PDP context activation procedure;

· the intercept subject’s mobile station performs a cell, routing area, or combined cell and routing area update, if no PDP context is active;

· the intercept subject’s mobile station sends an SMS-Mobile Originated (MO) communication. Dependent on national requirements, the triggering event shall occur either when the 3G SGSN receives the SMS from the target MS or, when the 3G SGSN receives notification that the SMS-Centre successfully received the SMS.

For GSM and UMTS systems deployed in the U.S., a REPORT record shall be triggered when the 3G SGSN receives an SMS-MO communication from the intercept subject’s mobile station.

· the intercept subject’s mobile station receives a SMS Mobile-Terminated (MT) communication.  Dependent on national requirements, the triggering event shall occur either when the 3G SGSN receives the SMS from the SMS-Centre or, when the 3G SGSN receives notification that the target MS successfully received the SMS.

For GSM and UMTS systems deployed in the U.S., a REPORT record shall be triggered when the 3G SGSN receives an SMS-MT communication from the SMS-Centre destined for the intercept subject’s mobile station.

Table 6-1: GPRS Attach REPORT Record

Parameter
MOC
Description/Conditions

observed MSISDN
C
Provide at least one and others when available.

observed IMSI



observed IMEI



event type
C
Provide GPRS Attach event type.

event date
M
Provide the date and time the event is detected.

event time



communication identifier
M
Provide network identifier. Communication identity number is not used. For GSM and UMTS systems deployed in the U.S., the network element identifier is also required.

lawful intercept identifier
M
Shall be provided.

location information
C
Provide, when authorized, to identify location information for the intercept subject’s MS.

failed attach reason
C
Provide information about the reason for failed attach attempts of the target subscriber.

Table 6-2: GPRS Detach REPORT Record

Parameter
MOC
Description/Conditions

observed MSISDN
C
Provide at least one and others when available.

observed IMSI



observed IMEI



event type
C
Provide GPRS Detach event type.

event date
M
Provide the date and time the event is detected.

event time



communication identifier
M
Provide network identifier. Communication identity number is not used. For GSM and UMTS systems deployed in the U.S., the network element identifier is also required.

lawful intercept identifier
M
Shall be provided.

location information
C
Provide, when authorized, to identify location information for the intercept subject’s MS.

Table 6-3:  PDP Context Activation (unsuccessful) REPORT Record

Parameter
MOC
Description/Conditions

observed MSISDN
C
Provide at least one and others when available.

observed IMSI



observed IMEI



observed PDP address
C
Provide to identify either the:

· static address requested by the intercept subject’s MS in association with a subject-initiated PDP context activation request for unsuccessful PDP context activation requests; or 

· address offered by the network in association with a network-initiated PDP context activation request when the intercept subject’s MS rejects the network-initiated PDP context activation.

event type
C
Provide PDP Context Activation event type.

event date
M
Provide the date and time the event is detected.

event time



Access Point Name
C
Provide to identify either the:

· packet data network to which the intercept subject requested to be connected when the intercept subject’s mobile station is unsuccessful at performing a PDP context activation procedure (MS to Network); or

· access point of the packet data network that requested to be connected to the MS when the intercept subject’s mobile station rejects a network-initiated PDP context activation (Network to MS).

PDP type
C
Provide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

communication direction
C
Provide to indicate whether the PDP context activation is network-initiated, intercept-subject-initiated, or not available.

communication identifier
M
Provide network identifier. Communication identity number is not used. For GSM and UMTS systems deployed in the U.S., the network element identifier is also required.

lawful intercept identifier
M
Shall be provided.

location information
C
Provide, when authorized, to identify location information for the intercept subject’s MS.

failed context activation reason
C
Provide information about the reason for failed context activation attempts of the target subscriber.

QOS
C
Provide to identify the QOS parameters.

Table 6-4: Location Information Update (with No PDP Context Active) REPORT Record

Parameter
MOC
Description/Conditions

observed MSISDN
C
Provide at least one and others when available.

observed IMSI



observed IMEI



event type
C
Provide Location Information Update
 event type.

event date
M
Provide the date and time the event is detected.

event time



communication identifier
M
Provide network identifier. Communication identity number is not used. For GSM and UMTS systems deployed in the U.S., the network element identifier is also required.

lawful intercept identifier
M
Shall be provided.

location information
C
Provide, when authorized, to identify location information for the intercept subject’s MS.

Table 6-5: SMS-MO and SMS-MT Communication REPORT Record

Parameter
MOC
Description/Conditions

observed MSISDN
C
Provide at least one and others when available.

observed IMSI



observed IMEI



event type
C
Provide SMS event type.

event date
M
Provide the date and time the event is detected.

event time



communication identifier
M
Provide network identifier. For GSM and UMTS systems deployed in the U.S., the network element identifier is required.

lawful intercept identifier
M
Shall be provided.

SMS Originating Address
C
Provide to identify the originating and destination address of the SMS message.

SMS Destination Address



location information
C
Provide, when authorized, to identify location information for the intercept subject’s MS.

SMS
C
Provide to deliver SMS content, including header which is sent with the SMS-service.

Server Service center address
C
Provide to identify the address of the relevant SMS-C server.

6.5.1.2
BEGIN record information

The BEGIN record is used to convey the first event of  packet-data communication interception. 

The BEGIN record shall be triggered when:

· successful PDP context activation;

· the interception of a subject’s communications is started and at least one PDP context is active. If more than one PDP context is active, a BEGIN record shall be generated for each PDP context that is active.

Table 6-6:  PDP Context Activation (successful) BEGIN Record

Parameter
MOC
Description/Conditions

observed MSISDN
C
Provide at least one and others when available.

observed IMSI



observed IMEI



observed PDP address
C
Provide to identify one of the following:

· static address requested by the intercept subject’s MS, and allocated by the Network for a successful PDP context activation; 

· address allocated dynamically by the network to the intercept subject MS in association with a PDP context activation (i.e., address is sent by the Network in an Activate PDP Context Accept) for a successful PDP context activation procedure when the PDP Context activation request does not contain a static PDP address; or

· address offered by the network in association with a network-initiated PDP context activation request when the intercept subject’s MS accepts the network-initiated PDP context activation request.

event type
C
Provide PDP Context Activation event type.

event date
M
Provide the date and time the event is detected.

event time



Access Point Name
C
Provide to identify the:

· packet data network to which the intercept subject requested to be connected when the intercept subject’s MS is successful at performing a PDP context activation procedure (MS to Network).

· access point of the packet data network that requested to be connected to the MS when the intercept subject’s MS accepts a network-initiated PDP context activation (Network to MS).

PDP type
C
Provide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

communication direction
C
Provide to indicate whether the PDP context activation is network-initiated, intercept-subject-initiated, or not available.

communication identifier
M
Provide network identifier. For GSM and UMTS systems deployed in the U.S., the network element identifier is required.

CID

(gPRSCorrelationNumber)
C
Provide to uniquely identify the PDP context delivered to the LEMF used to correlate IRI records with CC.

lawful intercept identifier
M
Shall be provided.

location information
C
Provide, when authorized, to identify location information for the intercept subject’s MS.

QOS
C
Provide to identify the QOS parameters.

Table 6-7: Start Of Interception (with PDP Context Active) BEGIN Record

Parameter
MOC
Description/Conditions

observed MSISDN
C
Provide at least one and others when available.

observed IMSI



observed IMEI



observed PDP address
C
Provide to identify the:

· static address requested by the intercept subject’s MS, and allocated by the Network for a successful PDP context activation.

· address allocated dynamically by the network to the intercept subject MS in association with a PDP context activation (i.e., address is sent by the Network in an Activate PDP Context Accept) for a successful PDP context activation procedure when the PDP Context activation request does not contain a static PDP address.

· address offered by the network in association with a network-initiated PDP context activation request when the intercept subject’s MS accepts the network-initiated PDP context activation request.

event type
C
Provide Start Of Interception With PDP Context Active event type.

event date
M
Provide the date and time the event is detected.

event time



Access Point Name
C
Provide to identify the:

· packet data network to which the intercept subject requested to be connected when the intercept subject’s MS is successful at performing a PDP context activation procedure (MS to Network).

· access point of the packet data network that requested to be connected to the MS when the intercept subject’s MS accepts a network-initiated PDP context activation (Network to MS).

PDP type
C
Provide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

communication direction
C
Provide to indicate whether the PDP context activation is network-initiated, intercept-subject-initiated, or not available.

communication identifier
M
Provide network identifier. For GSM and UMTS systems deployed in the U.S., the network element identifier is required.

CID

(gPRSCorrelationNumber)
C
Provide to uniquely identify the PDP context delivered to the LEMF used to correlate IRI records with CC.

lawful intercept identifier
M
Shall be provided.

location information
C
Provide, when authorized, to identify location information for the intercept subject’s MS.

QOS
C
Provide to identify the QOS parameters.

6.5.1.3
CONTINUE record information

The CONTINUE record is used to convey location update information.

The CONTINUE record shall be triggered when:

· a cell, routing area, or combined cell and routing area update occurs and at least one PDP context is active.

[Contribution Note: Why not delete this record and report with the REPORT Recor? There does not appear to be any need to associate location update with PDP Contexts. See 33.107.]

Table 6-8: Location Information Update (with PDP Context Active) CONTINUE Record Event

Parameter
MOC
Description/Conditions

observed MSISDN
C
Provide at least one and others when available.

observed IMSI



observed IMEI



event type
C
Provide Location Information Update
 event type.

event date
M
Provide the date and time the event is detected.

event time



communication identifier
M
Provide network identifier. Communication identity number is not used. For GSM and UMTS systems deployed in the U.S., the network element identifier is also required

**CID

(gPRSCorrelationNumber)


C
Provide to uniquely identify the PDP context delivered to the LEMF. Used to correlate IRI records with CC.

[**Contribution Note: This parameter has been included to differentiate between the REPORT and CONTINUE Records, but it is not supported by TS 33.107. Requires review.]

lawful intercept identifier
M
Shall be provided.

location information
M
Provide, when authorized, to identify location information for the intercept subject’s MS.

6.5.1.4
END record information

The END record is used to convey the last event of packet-data communication interception. 

The END record shall be triggered when:

· PDP context deactivation.

Table 6-9: PDP Context Deactivation END Record

Parameter
MOC
Description/Conditions

observed MSISDN
C
Provide at least one and others when available.

observed IMSI



observed IMEI



observed PDP address
C
Provide to identify the PDP address assigned to the intercept subject, if available. 

event type
C
Provide PDP Context Deactivation event type.

event date
M
Provide the date and time the event is detected.

event time



Access Point Name
C
Provide to identify the packet data network to which the intercept subject is connected.

PDP type
C
Provide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

communication direction
C
Provide to indicate whether the PDP context deactivation is network-initiated, intercept-subject-initiated, or not available.

communication identifier
M
Provide network identifier. For GSM and UMTS systems deployed in the U.S., the network element identifier is required. 

CID

(gPRSCorrelationNumber)
C
Provide to uniquely identify the PDP context delivered to the LEMF. Used to correlate IRI records with CC.

lawful intercept identifier
M
Shall be provided.

location information
C
Provide, when authorized, to identify location information for the intercept subject’s MS.

context deactivation reason
C
Provide to indicate reason for deactivation.

II.
Changes and Enhancements

The following changes and enhancements to TS 33.108 are recommended:

Table 2: Mapping between Events information and IRI information

parameter
description
HI2 ASN.1 parameter

observed MSISDN
Target Identifier with the MSISDN of the target subscriber (monitored subscriber).
partyInformation or msISDN

observed IMSI
Target Identifier with the IMSI of the target subscriber (monitored subscriber).
partyInformation or imsi

observed IMEI 
Target Identifier with the IMEI of the target subscriber (monitored subscriber)
partyInformation or imei

observed PDP address
PDP address used by the  target..
partyInformation or pDP-address-allocated-to-the-target

event type
Description of which type of event is delivered: PDP Context Activation, PDP Context Deactivation,GPRS Attach, etc.
gPRSevent

event date
Date of the event generation in the xGSN
timeStamp

event time
Time of the event generation in the xGSN


Access Point Name
The APN of the access point
partyInformation or aPN

PDP type
This field describes the PDP type as defined in TS GSM 09.60, TS GSM 04.08, TS GSM 09.02
partyInformation or pDP-type

communication direction 

[Editor note: FFS]
This field indicates whether the PDP context activation or deactivation is MS directed or network initiated.
intercepted-Call-Direct

communication identifier
This field is used to uniquely identify  an intercepted communication. 
communicationIdentifier

CID
Unique number for each PDP context delivered to the LEMF, to help the LEA, to have a correlation between each  PDP Context and the IRI. 
gPRSCorrelationNumber

lawful interception identifier
Unique number for each lawful authorization.

lawfulInterceptionIdentifier

location information
This field provides the service area identity, RAI and/or location area identity that is present at the SGSN at the time of event record production.
locationOfTheTarget









SMS
The SMS content with header which is sent with the SMS-service.
sMS

failed context activation reason
This field gives a reason for a failed attach attempt.
gPRSOperationErrorCode

failed attach reason
This field gives information about the reason(s) for failed attach attempts of the target subscriber.
gPRSOperationErrorCode

SGSN Address
This field provides the address (IP or X.25) of the SGSN containing the IAP.
sgsnAddress

GGSN Address
This field provides the address (IP or X.25) of the GGSN containing the IAP.
ggsnAddress

Server center address
This field identifies the address of the relevant server within the calling (if server is originating) or called (if server is terminating) party address parameters for SMS-MO or SMS-MT.
serverCenterAddress

QoS
This field indicates the Quality of Service associated with the PDP Context procedure.
qOS

Context Deactivation Reason
This field gives information about the reason for context deactivation of the target subscriber.
gPRSOperationErrorCode

Clarifications in Definition of Communication Identifier 

The definition, use and encoding of the CommunicationIdentifier and the GPRSCorrelationNumber parameters are inconsistently applied in TS 33.108.  The definitions in Section 6.2.1 are not aligned with the ASN.1 and the content of Table 2 is not aligned with Section 6.2.1.

This contribution proposes implementing following changes to address the above concerns:

(1) remove interchangeable references between CommunicationIdentifier and CID, 

(2) use CID as an acronym for the Correlation Number parameter only, 

(3) describe the Correlation Number parameter in a separate section (level 3 heading) in Clause 6 in TS 33.108, and 

(4) align the definition of the Network-Identifier (NID) parameter included in Clause 6.1.2.1 and the ASN.1 encoding provided in Clause B.4. Currently the text in Clause 6.1.2.1 indicates that the inclusion of the NID parameter in the CommunicationIdentifier parameter is mandatory, but the NID can consists of one or both of the allowed identifiers (operator-Identifier and network-Element-Identifier). The text in Clause 6.1.2.1 also states that it is mandatory that one of them be used. 

The following changes are required to Clause 6.1 of TS 33.108 to remove interchangeable references between CommunicationIdentifier and CID, use CID as an acronym for the Correlation Number parameter only, and to describe the Correlation Number parameter in a separate section (level 3 heading) in Clause 6.1 in TS 33.108.

6.1.2
Communication identifier (CID)
For each communication or other activity relating to a target identity a CID communication identifier is generated by the relevant network element. The communication identifier CID consists of the following two identifiers:

-
 Network identifier (NID);

-
Communication Identity Number (CIN).

NOTE:
If interception has been activated for both parties of the packet data communication both CC and IRI will be delivered for each party as separate intercept activity.

6.1.2.1
Network identifier (NID)

The network identifier is a mandatory parameter; it should be internationally unique. It consists in one or both of the following two identifiers. It is mandatory that one of them is used.

1)
NWO/AP/SvP- identifier (optional):
Unique identification of network operator, access provider or service provider.

2)
Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an IP address or other identifier.
6.1.2.2
Communication identity number (CIN) 

The communication identity number is a temporary identifier of an intercepted communication relating to a specific target identity.

6.1.3
Correlation Number (CID) 

The Correlation Number (CID) in the UMTS system is a combination of GGSN address and charging ID. The CID in the ASN.1 is named GPRSCorrelationNumber.
The following changes are required to Clause B.4 of TS 33.108 to align the definition of the Network-Identifier parameter included in Clause 6.1.2.1 and the ASN.1 encoding provided in Clause B.4. These changes assume the text in Clause 6.1.2.1 is correct and the ASN.1 included in Clause B.4 for the Network-Identifier parameter is not. Currently the text in Clause 6.1.2.1 indicates that the inclusion of the NID parameter in the CommunicationIdentifier parameter is mandatory, but the NID can consists of one or both of the allowed identifiers (operator-Identifier and network-Element-Identifier). The text in Clause 6.1.2.1 also states that it is mandatory that one of them be used.

Network-Identifier

::= SEQUENCE

{



operator-Identifier


[0] OCTET STRING (SIZE (1 .. 5))
OPTIONAL,



--it's a notification of the NWO/AP/SvP in ASCII- characters.


--the parameter is mandatory.


network-Element-Identifier
[1] Network-Element-Identifier OPTIONAL,

...

}

III.
Other issues and recommendations

The following additional issues and recommendations are noted:

Changes to Network-Element-Identifier Parameter ASN.1 Encoding

The encoding of the Network-Element-Identifier parameter needs to be changed to properly identify Internet Protocol (IP) addresses such as explicit identifying whether the IP address is an ipv4 vs. ipv6 address and whether it should be reported in a binary or text format.
This contribution proposes to change the encoding of the Network-Element-Identifier parameter from OCTET STRING to DataNodeAddress type.

Network-Element-Identifier
::= CHOICE 

{


e164-Format


[1] OCTET STRING    (SIZE (1 .. 25)),



--E164 address of the node in international format. Coded in the same format as the



--calling party number  parameter of the ISUP (parameter part : [5])


x25-Format


[2] OCTET STRING    (SIZE (1 .. 25)),



--X25 address


iP-Format


[3] OCTET STRING    (SIZE (1 .. 25)),DataNodeAddress,



--IP address


dNS-Format


[4] OCTET STRING    (SIZE (1 .. 25)),




--DNS address


...

}

Changes to Export sending-of-IRI Operation 

Remove unnecessary lines in the Exports sending-of-IRI operation in Clause B.4 of TS 33.108. Both the Supplementary-Services and the CC-Link-Identifier parameters are not defined and are not used in this specification.

This contribution proposes the deletion of the lines referencing the Supplementary-Services and the CC-Link-Identifier parameters.  

EXPORTS
sending-of-IRI, 


CommunicationIdentifier, 


TimeStamp, 


OperationErrors, 


SMS-report,

 
LawfulInterceptionIdentifier,; 

Supplementary-Services, 

 
CC-Link-Identifier;
Changes to Server Center Address Parameter ASN.1 Encoding

The Server center (SMS-C) address parameter uses the partyInformation parameter encoding which does not provide for appropriate means to encode the SMS-C address. The SMS-C is addressed from the mobile station by an E.164 number in the numbering plan of the PLMN (Public Land Mobile Network) to which the SMS-C is connected. This E.164 number shall uniquely identify the SMS-C to that PLMN since SMS was initially designed to use SS7 transport.  Even with GPRS, at some point the short message has to get from the SGSN to SMS-GMSC (Gateway Mobile Switching Center)/SMS-IWMSC (Interworking MSC), which is a circuit switched network element connected to the SGSN via SS7 interface.  The interface between the SMS-C and SMS-GMSC/SMS-IWMSC is not standardized in GSM. 
Currently the partyInformation parameter encoding only provides for reporting either IP or X.25 addresses and not E.164 addresses. 

This contribution proposes adding encoding material to allow the reporting of the SMS-C address as an E.164 address.  The Server center address parameter can be encoded with the Network-Element-Identifier parameter type if the codepoint for E.164 number format is undeleted fro the Network-Element-Identifier parameter definition. In addition, the serverCenterAddress parameter will have to be changed from partyInformation type to Network-Element-Identifier type.

Network-Element-Identifier
::= CHOICE 

{


e164-Format


[1] OCTET STRING    (SIZE (1 .. 25)),



--E164 address of the node in international format. Coded in the same format as the



--calling party number  parameter of the ISUP (parameter part : [5])

x25-Format


[2] OCTET STRING    (SIZE (1 .. 25)),



--X25 address


iP-Format


[3] OCTET STRING    (SIZE (1 .. 25)),



--IP address


dNS-Format


[4] OCTET STRING    (SIZE (1 .. 25)),



--DNS address


...

}


serverCenterAddress

[13] PartyInformationNetwork-Element-Identifier OPTIONAL,



--e.g. in case of SMS message this parameter provides the address of  the relevant 



--server within the calling (if server is originating) or called (if server is terminating)



-- party address parameters

Changes to GPRSEvent Parameter ASN.1 Encoding

The ASN.1 encoding for GPRSEvent currently has a codepoint for cellOrRAUpdate but in Release 5 the event is referred to as a Location Information Update.  

This contribution proposes to rename the cellOrRAUpdate codepoint to locationInfoUpdate.
GPRSEvent ::= ENUMERATED 

{


pDPContextActivation(1),


startOfInterceptionWithPDPContextActive(2),


pDPContextDeactivation(4),


gPRSAttach (5),


gPRSDetach (6),


cellOrRAUpdatelocationInfoUpdate (10),

sMS (11),


...

}

-- see ref [10]

Changes to SMS-report Parameter ASN.1 Encoding

The definition and encoding currently supported by TS 33.108 for the SMS-report parameter presents the following challenges:

a. The SMS-report parameter contains the communicationIdentifier parameter which is redundant with the current ASN.1 encoding which indicates the communicationIdentifier parameter is mandatory for all IRI records.

b. The SMS-report parameter contains the timeStamp parameter which is redundant with the current ASN.1 encoding which indicates the timeStamp parameter is mandatory for all IRI records.

SMS-report

::= SEQUENCE 

{


communicationIdentifier



[1] CommunicationIdentifier,



-- used to uniquely identify an intercepted call : the same used for the



-- relevant IRI



-- called CallIdentifier in Ed.1 of the document


timeStamp



[2] TimeStamp,



--date and time of the report. The format is  



--the one defined in case a) of the ASN1 recommendation [5].



--(year month day hour minutes seconds) 


sMS-Contents


[3] SEQUENCE 


{



initiator



[1] ENUMERATED 



{




--party which sent the  SMS




target(0),




server(1), 




undefined-party(2),




...



},



transfer-status

[2] ENUMERATED 



{




succeed-transfer(0), --the transfer of the SMS message succeeds




not-succeed-transfer(1), 




undefined(2),




... 



} OPTIONAL,



other-message

[3] ENUMERATED 



{




--in case of terminating call, indicates if the server will send




--other SMS




yes(0),




no(1), 




undefined(2),




... 



} OPTIONAL,



content


[4] OCTET STRING (SIZE (1 .. 270)) OPTIONAL,





--Encoded in the format defined for the SMS mobile 



... 


}

}

GGSN Address Parameter Definition

TS 33.108 currently supports the ability to report the SGSN address.  TS 33.108 currently does NOT support the ability to report GGSN addresses.  In order to support GGSN interceptions, a parameter needs to be added to report the GGSN address.

This contribution proposes adding material to allow the reporting of the GGSN address.


ggsnAddress 


[23] DataNodeAddress OPTIONAL,
IP Address Assignment Type Enhancements

The need to identify the IP address assignment method for the PDP address associated with the target MS has been identified as a requirement by Law Enforcement.  The required enhancement will allow the explicit identification of static or dynamic assignment with the PDP address either requested or offered to the MS under surveillance.

This contribution proposes to enhance the ASN.1 associated with the IPAddress parameter.  The following ASN.1 encoding changes are proposed.

IPAddress ::= SEQUENCE 

{


iP-type [1] ENUMERATED 


{



iPV4(0),



iPV6(1),



...


},


iP-value [2] IP-value,


iP-assignment
[3] ENUMERATED


{



static(1),




-- The static coding shall be used to report a static address 




-- requested by a MS or offered by the network in association 




-- with a PDP context activation procedure.



dynamic(2),




-- The dynamic coding shall be used to report a dynamically allocated




-- address by the network in association with a PDP context activation.


notApplicable (3),




-- The notApplicable coding shall be used to report IP addresses not 




-- associated with a MS as a result of a PDP Context Activation 




-- procedure (i.e., network-element IP address).



...


},

...

}

Quality Of Service (QoS) Reporting Enhancements

The need to report the QoS characteristics of a PDP context has been identified as a requirement by Law Enforcement. QoS includes information in terms of reliability class, delay class, precedence class, peak throughput, and mean throughput. 

This contribution proposes to add a new QoS parameter to report the QoS associated with a PDP context.  The following ASN.1 encoding is proposed.

qOS ::= OCTET STRING (SIZE(3)) OPTIONAL

-- The Quality Of Service parameter is coded in accordance with the § 10.5.6.5 of

-- document ref [9] without the Quality of service IEI and Length of 

-- quality of service IE (only the last 3 octets are used).  This parameter

-- is used to report reliability class, delay class, precedence class, peak 

-- throughput, and mean throughput.
� Contribution Note: the recommendation is to change the name of the event from ‘cellOrRAUpdate” to “locationInfoUpdate”


� Contribution Note: the recommendation is to change the name of the event from ‘cellOrRAUpdate” to “locationInfoUpdate”






