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Correlation of HI2 & HI3 for PO at TS 33.108

Introduction:

At our last meeting in Munich we had discussion about correlation at PO. At the first part you find copies out of TS 33.108 / ES 201 671 v 2.1.1. At the second part IPv4/ IPv6 with updates of the GLIC-header and the HI2 part are shown.

Copies out of TS 33.108 / ES 201 671 v 2.1.1

6
Specific identifiers for LI

Specific identifiers are necessary to identify a target for interception uniquely and to correlate between the data, which is conveyed over the different handover interfaces (HI1, HI2 and HI3). The identifiers, which apply to all communication technologies, are defined in the subsections below. Additional technology specific identifiers are defined in related annexes.

6.1
Lawful interception identifier (LIID)

For each target identity related to an interception measure, the authorized NWO/AP/SvP operator shall assign a special lawful interception identifier (LIID), which has been agreed between the LEA and the NWO/AP/SvP. It is used within parameters of all HI interface ports.

Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific interception target limited within the authorized NWO/AP/SvP operators and the handling agents at the LEA.

The lawful interception identifier LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a warrant reference number, and the date, when the warrant was issued.

The authorized NWO/AP/SvP shall enter for each target identity of the interception subject a unique LIID.

Example:
The interception subject has an ISDN access with three MSNs. The NWO/AP/SvP enters for each MSN an own LIID.

If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned, relating to each LEA.

6.2
Communication identifier (CID)

Note: was called Call Identifier in Edition 1. It is renamed because of new technologies.

For each activity relating to a target identity a CID is generated by the relevant network element. The CID consists of the following two identifiers: 

· Network identifier (NID);

· Communication Identity Number (CIN) – optional.

Note:

For all non CC related records like SMS, SCI etc.  no correlation to a CC could be made.

The CID distinguishes between the different activities of the target identity. It is also used for correlation between IRI records and CC connections. It is used at the interface ports HI2 and HI3.

The communication identifier is specified in the subsections below. For ASN.1 coding details, see Annex D.

6.2.1
Network identifier (NID)

The network identifier is a mandatory parameter; it should be internationally unique. It consists in one or both of  the following two identifiers. It is mandatory that one of them is used.

1) NWO/AP/SvP- identifier (optional):
Unique identification of network operator, access provider or service provider.

2) Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be:

· an E.164 international node number in the case of circuit switched networks, such as ISDN, PSTN, GSM;

· a X.25 address;

· an IP address.

6.2.2 Communication identity number (CIN) - optional

Note: was called Call Identity Number in Edition 1. It is renamed because of new technologies.

This parameter is mandatory for IRI in case of reporting events for connection-oriented types of communication (e.g. circuit switched calls).

The communication identity number is a temporary identifier of an intercepted communication, relating to a specific target identity.

B.5.2
Correlation

B.5.2.1 Correlation of ES 201 671 ID’s to GSM ID‘s

The ID Lawful interception identifier (LIID) out of ES 201 671 is supported at the IIF (GSM) with Warrant reference number.

Parameters from ES201 671 see chapter 6.2:

Communication identifier (CID)

For each communication or other activity relating to a target identity a CID is generated by the relevant network element. The CID consists of the following two identifiers: 

· Network identifier (NID);

· Communication Identity Number (CIN).

For the communication identifier (CID) in the GPRS system we use e.g. the combination of GGSN address and charging ID. 

NOTE:
If interception has been activated for both parties of the packet data communication both CC and IRI will be delivered for each party as separate intercept activity.

B.5.2.2
GPRS LI correlation between CC and IRI

For the delivery of CC and IRI, the SGSN or GGSN provides correlation numbers and target identities to the HI2 and HI3. The correlation number is unique per PDP context and is used to correlate CC with IRI and the different IRI’s of one PDP context.

B.5.3
HI2 (Delivery of IRI)

The events defined in ref [43] are used to generate records for the delivery via HI2

There are eight different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table give the mapping between event type received at DF2 level and record type sent to the LEMF. 
Table B.5.2 Mapping between GPRS Events and HI2 records type
Event
IRI Record Type

GPRS attach
REPORT

GPRS detach
REPORT

PDP context activation (successful)
BEGIN

PDP context activation (unsuccessful)
REPORT

Start of intercept with PDP context active
BEGIN

PDP context deactivation
END

Cell and /or RA update
REPORT if no PDP context is active

CONTINUE if, at least, one PDP context is active

SMS
REPORT

A set of information is used to generate the records. The records used transmit the information from mediation function to LEMF. This set of information can be extended in xGSN or DF2P/MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.

Table B.5.3 Mapping between Events information and IRI information

parameter
description
HI2 ASN.1 parameter

observed MSISDN
Target Identifier with the MSISDN of the target subscriber (monitored subscriber).
PartyInformation/msISDN

observed IMSI
Target Identifier with the IMSI of the target subscriber (monitored subscriber).
PartyInformation/imsi

observed IMEI 
Target Identifier with the IMEI of the target subscriber (monitored subscriber)
PartyInformation/imei

observed PDP address
PDP address used by the  target..
pDP-address-allocated-to-the-target

event type
Description which type of event is delivered: PDP Context Activation, PDP Context Deactivation,GPRS Attach, etc.
gPRSevent

event date
Date of the event generation in the xGSN
timestamp

event time
Time of the event generation in the xGSN


Access Point Name
The APN of the access point
aPN

PDP type
This field describes the PDP type as defined in TS GSM 09.60, TS GSM 04.08, TS GSM 09.02
pDP-type

CID
Unique number for each PDP context delivered to the LEMF , to help the LEA, to have a correlation between each  PDP Context and the IRI. 
gPRSCorrelationNumber

lawful interception identifier
Unique number for each lawful authorization.
LawfulInterceptionIdentifier

CGI (Cell Global ID)
Cell number of the target; for the location information
locationOfTheTarget/globalCellId

routing area code
Routing-area-code of the target defines the Routing Area in a GPRS-PLMN
locationOfTheTarget/rAId

SMS
The SMS content with header which is sent with the SMS-service
sMS

failed context activation reason
This field gives information about the reason(s) for failed context(s) activation of the target subscriber.
gPRSOperationErrorCode

failed attach reason
This field gives information about the reason(s) for failed attach attempts of the target subscriber.
gPRSOperationErrorCode





NOTE : LIID parameter must be present in each record sent to the LEMF.

IPv4 / IPv6

According the discussions about IPv4 and IPv6 at the last TC Sec LI meeting in Helsinki a few hints. 

For GLIC in the current version of ES 201 671 V.2.1.1 only IPv4 is mentioned. For FTP both option are mentioned. But for the parameters in the records (IRI) only IPv4 was considered!

IPv4:

F.3.1 GPRS LI Correlation Header

F.3.1.1 Introduction

The header and the payload of the communication between the intercepted subscriber and the other party (later called: Information Element) is duplicated. A new header (later called: GLIC-Header, see Table 1) is added (see Table 3) before it is sent to LEMF.

Data packets with the GLIC header shall be sent to the LEA  via UDP or TCP/IP.

F.3.1.2 Definition of GLIC Header

GLIC header contains the following attributes:

· Correlation Number

· Message Type (a value of 255 is used for HI3-PDU’s).

· Direction

· Sequence Number

· Length

T-PDU contains the intercepted information

Table 1: Outline of GLIC header 



Bits

Octets

8
7
6
5
4
3
2
1

1

Version (‘0 0 0’)
‘1’
Spare ‘1 1‘
DIR
‘0’

2

Message Type (value 255)

3-4

Length

5-6

Sequence Number

7-8

not used (value 0)

9

not used (value 255)

10

not used (value 255)

11

not used (value 255)

12

not used (value 255)

13-20

correlation number

· For interception tunneling  the GLIC header shall be used as follows:

· Version shall be set to 0 to indicate the first version of  GLIC header.

· DIR indicates the direction of the T-PDU: 

· "1" indicating uplink (from observed mobile user) and 

· "0" indicating downlink (to observed mobile user).

· Message Type shall be set to 255 (the unique value that is used for T-PDU within GTP [45]).

· Length shall be the length, in octets, of the signaling message excluding the GLIC header. Bit 8 of 
octet 3 is the most significant bit and bit 1 of octet 4 is the least significant bit of the length field.

· Sequence Number is an increasing sequence number for tunneled T-PDUs. Bit 8 of octet 5 is the 
most significant bit and bit 1 of octet 6 is the least significant bit of the sequence number field.

· Correlation Number consists of two parts:-
GGSN-ID identifies the GGSN which creates the Charging-ID 

Charging-ID is defined in [45] and assigned uniquely to each PDP context activation on that GGSN (4 octets).

The correlation number consist of 8 octets and guarantees a unique identification of the tunnel to the LEA over a long time. The requirements for this identification are similar to that defined for charging in [45], chapter 5.4. Therefore it is proposed to use the Charging-ID,  defined in [45] , chapter 5.4 as part of correlation number. The Charging-ID is signaled to the new SGSN in case of SGSN-change so the tunnel identifier could be used “seamlessly” for the HI3 interface.

Table 2: Outline of correlation number

0









1









2









3



0
1
2
3
4
5
6
7
8
9
0
1
2
3
4
5
6
7
8
9
0
1
2
3
4
5
6
7
8
9
0
1


Charging –ID
Octet 1
Charging –ID
Octet 2
Charging –ID
Octet 3
Charging –ID
Octet 4
Octet 13-16

GGSN-ID 
Octet 17-20

IPv6 (update of GLIC- Header):

F.3.1.2 Definition of GLIC Header for IPv6 (Version 1 of GLIC)

GLIC header contains the following attributes:

· Correlation Number

· Message Type (value of 255 is used for HI3-PDU’s).

· Direction

· Sequence Number

· Length
· ID Type (only version 1)

· Time Stamp

Table 2: Outline of GLIC header version 1


Bits

Octets

8
7
6
5
4
3
2
1

1

Version (‘0 0 1’)
ID Type
DIR
‘0’

2

Message Type (value 255)

3-4

Length

5-6

Sequence Number

7

hh

8

hm

9

ss

10

YY

11

MM

12

DD

13-32

correlation number

33-58

LIID (optional)

· For interception tunneling  the GLIC header shall be used as follows:

· Version shall be set to 1 to indicate a new version of GLIC and to ensure compatibility with already existing implementations.

· ID Type is an indicator for the identity used:

‘000’
IP Address
‘001’
E.164 Number/MSISDN
‘010’
IMSI
‘011’
IMEI
‘100’ –
‘110’
reserved for further extensions
‘111’
function not used

· hh 
hour (H’00 – H’23)
mm
minute (H’00 – H’59)
ss
second (H’00 – H’59)
YY
year (H’00 – H’99)
MM
month (H’01 – H’12)
DD
day (H’01 – H’31)
The value H’FF in these octets indicates that there is no time stamp in use.

· DIR indicates the direction of the T-PDU: 

· "1" indicating uplink (from observed mobile user) and 

· "0" indicating downlink (to observed mobile user).

· Message Type shall be set to 255 (the unique value that is used for T-PDU within GTP [45]).

· Length shall be the length, in octets, of the signaling message excluding the GLIC- header. Bit 8 of 
octet 3 is the most significant bit and bit 1 of octet 4 is the least significant bit of the length field.

· Sequence Number is an increasing sequence number for tunneled T-PDUs. Bit 8 of octet 5 is the 
most significant bit and bit 1 of octet 6 is the least significant bit of the sequence number field.

· Correlation Number consists of two parts:-
GGSN-ID identifies the GGSN which creates the Charging-ID 

Charging-ID is defined in [45] and assigned unique to each PDP context activation on that GGSN (4 octets).

The correlation number consists of 20 octets and guarantees a unique identification of the tunnel to the LEA over a long time. The requirements for this identification are similar to that defined for charging in [45], chapter 5.4. Therefore it is proposed to use the Charging-ID, defined in [45], chapter 5.4 as part of correlation number. The Charging-ID is signaled to the new SGSN in case of SGSN-change so the tunnel identifier could be used “seamless” for the HI3 interface.

Table 4: Outline of correlation number for version 1
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0
1
2
3
4
5
6
7
8
9
0
1
2
3
4
5
6
7
8
9
0
1
2
3
4
5
6
7
8
9
0
1


Charging –ID
Octet 1
Charging –ID
Octet 2
Charging –ID
Octet 3
Charging –ID
Octet 4
Octet 13-16

GGSN-ID 
Octet 17-32

F.3.2 FTP

F.3.2.1 Introduction

At HI3 interface FTP protocol is used over TCP/IP stack for the delivery of the result of interception. The FTP protocol is defined in the IETF standard STD 09 "File Transfer Protocol" (RFC 0959). The TCP is defined in the STD 07 "Transmission Control Protocol". The IP is defined in the STD 05 "Internet Protocol".

FTP supports reliable delivery of data. The data may be temporarily buffered in the sending node (MF) in case of link failure. FTP protocol is independent of the payload data it carries.

F.3.2.4.1 Fields

The logical contents of the CC-header is described here. 

CC-header = (Version, HeaderLength, PayloadLength, PayloadType, PayloadTimeStamp, PayloadDirection,  CCSeqNumber, CorrelationNumber, LIID, PrivateExtension)

The Information Element CorrelationNumber forms the means to correlate the IRI and CC of the communication session intercepted.

The first column indicates whether the Information Element referred is Mandatory, Conditional or Optional.

The second column is the Type in decimal.

The third column is the length of the Value in octets.
Table 8: Information elements in the CC header

Mode
Type
Length
Value

M
130
2
Version = the version number of the format version to be used. This field has a decimal value, this enables version changes to the format version. The values are allocated according to national conventions.

O
131
2
HeaderLength = Length of the CC-header up to the start of the payload. Length: 2 octets.

O
132
2
PayloadLength = Length of the payload following the CC-header.

M
133
1
PayloadType  =  Type of the payload, indicating the type of the CC. Type of the payload. This field has a decimal value. The possible PDP Type values can be found in the standards, e.g. 3G TS 29.060 [50]. The value 255 is reserved for future PDP Types and means: "Other".

O
134
4
PayloadTimeStamp = Payload timestamp according to intercepting node. (Precision: 1 second, timezone: UTC). Format: Seconds since 1970-01-01 as in e.g. Unix (length: 4 octets).

C
137
1
PayloadDirection = Direction of the payload data. This field has a decimal value 0 if the payload data is going towards the target (ie. downstream), or 1 if the payload data is being sent from the target (ie. upstream). If this information is transferred otherwise, e.g. in the protocol header, this field is not required as mandatory. If the direction information is not available otherwise, it is mandatory to include it here in the CC header.

O
141
4
CCSeqNumber = Identifies the sequence number of each CC packet during interception of the target. This field has a 32-bit value. 

M
144
8 or 20
CorrelationNumber. Identifies an intercepted session of the observed target. This can be implemented by using e.g. the Charging Id (4 octets, see TS 3GPP 32.015 [49]) with the (4-octet/16-octet) Ipv4/Ipv6 address of the PDP context maintaining GGSN node attached after the first 4 octets.




<Possible future parameters are to be allocated between 145 and 253.>

O
254
1-25
LIID = Field indicating the LIID as defined in this document. This field has a character string value, e.g. "ABCD123456".

O
255
1-N
PrivateExtension = An optional field. The optional Private Extension contains vendor or LEA or operator specific information. It is described in the document 3G TS 29.060 [50].

Update of ASN.1 at HI2

GPRSCorrelationNumber ::= OCTET STRING (SIZE(8 .. 20))

