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Introduction 

The ETSI TC SEC WG LI is in the process of editing the draft ES 201 671 Ed2 document. For the GPRSHI3 description part, 3GPP S3 LI provided the consultancy work that was submitted for TC SEC WG LI as input and for decision. Since here are some minor amendments for that text, is here suggested that S3 LI would review this and decide if it could submit the amendment proposal as S3 LI input towards the TC SEC WG LI for adoption. (Base file that was used here: 26wglitd010r1_ES201671_E2_d13.doc.)

A note: The TR 101 876 V1.1.1 (2001-01) Technical Report "Telecommunications security; Lawful Interception (LI); Description of GPRS HI3" is not here proposed to be amended, just the evolution document draft ES 201 671 Ed2 that has been under a major revision process.

Grounding for the amendment

The grounding for the proposal to omit the HeaderLength and PayloadLength IE from the FTP based delivery method for GPRS HI3 is that this information can be obtained also from the Length part of the TLV elements “Header” and “Payload”. The only difference is that in TLV the Length is the net length (without 2 + 2 octets for Type and Length).

This can be considered a quite minimal amendment, since: 1) no new octets are proposed to be transferred, 2) no new CC Header or Payload information elements are required, 3) less processor commands are needed at the sending entity (DF/MF) and 4) less processor work at the receiving entity (LEMF) is needed.
The reason why the HeaderLength and PayloadLength were originally considered useful to have was that there would be an easy way to carry information about the Header and Payload lengths also then if in some network links the encapsulation format would change during the Lawful Interception information delivery towards the LEMF. Then there would be a length information IE that is independent of the encapsulation method used. (Each intercepted packet package  transferred over FTP in GPRS HI3 contains a Main Element IE. Each Main Element IE consists of one or more Header IE, Payload IE pairs. Each Header IE contains the IEs listed in the table below. Each Payload IE contains the Payload in the Value part of its TLV element.)

Anyhow, a similar functionality is available by utilizing the Length part of the Header and Payload TLV elements already. The only difference is that there the Length is the net length, instead of the total length of the IE where the length of the Type (2 octets) and Length (2 octets) is included to the value. Since the difference would be easy to calculate (by adding or subtracting 4) octets, the proposed 2 IE removals would provide better performance, without sacrificing any information content. Since the transfer rates for packet transfer are constantly increasing, it would be a benefit for the operator that they get more performance without losing any functionality with this change, and it would also be beneficial for the LEAs owning the LEMFs, since they would get less IEs to be decoded per each intercepted packet, without losing any information content. (Instead of the 3 IE removals, they could alternatively be marked as “Optional” but removal is even a simpler way. Finally, a title is added for the Information Element table in the 201 671 subchapter “F.3.2.4.1 Fields”.

Proposed change to the evolution document Draft 201 671 Ed2:

F.3.2.4 CC Contents for FTP

F.3.2.4.1 Fields

The logical contents of the CC-header is described here. 

CC-header = (Version, PayloadType, PayloadTimeStamp, PayloadDirection, CCSeqNumber, CorrelationNumber, LIID, PrivateExtension).

The Information Element CorrelationNumberforms the means to correlate the IRI and CC of the communication session intercepted.

The first column indicates whether the Information Element referred is Mandatory, Conditional or Optional.

The second column is the Type in decimal.

The third column is the length of the Value in octets.

Table 5: Information elements in the CC header
M
130
2
Version = the version number of the format version to be used. This field has a decimal value, this enables version changes to the format version. The values are allocated according to national conventions.











M
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1
PayloadType = Type of the payload, indicating the type of the CC. Type of the payload. This field has a decimal value. The possible PDP Type values can be found in the standards, e.g. 3G TS 29.060 [ 50 ]. The value 255 is reserved for future PDP Types and means: "Other".

O
134
4
PayloadTimeStamp = Payload timestamp according to intercepting node. (Precision: 1 second, timezone: UTC). Format: Seconds since 1970-01-01 as in e.g. Unix (length: 4 octets).






C
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1
PayloadDirection = Direction of the payload data. This field has a decimal value 0 if the payload data is going towards the target (i.e. downstream), or 1 if the payload data is being sent from the target (i.e. upstream). If this information is transferred otherwise, e.g. in the protocol header, this field is not required as mandatory. If the direction information is not available otherwise, it is mandatory to include it here in the CC header.






O
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CCSeqNumber = Identifies the sequence number of each CC packet during interception of the target. This field has a 32-bit value. 

M
144
8 or 20
CorrelationNumber. Identifies an intercepted session of the observed target. This can be implemented by using e.g. the Charging Id (4 octets, see TS 3GPP 32.015 [ 49 ]) with the (4-octet/16-octet) Ipv4/Ipv6 address of the PDP context maintaining GGSN node attached after the first 4 octets.




<Possible future parameters are to be allocated between 145 and 253.>

O
254
1-20
LIID = Field indicating the LIID as defined in this document. This field has a character string value, e.g. "ABCD123456".

O
255
1-N
PrivateExtension = An optional field. The optional Private Extension contains vendor or LEA or operator specific information. It is described in the document 3G TS 29.060 [ 50 ].
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