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Introduction
At the S3 LI meeting in Dallas in August 2000 Ericsson took on the action item to make a proposal about quality of service requirements for the ‘LEA Network’, ie for the network and nodes from the delivery point of a telecom network node or mediation function to and including LEMF equipment. The following are excerpts from the draft architecture specification for LI DEG/SEC 003008 rev 1.0.5b, which was presented at the WG LI meeting in Brussels Nov 21-22.

Network entities

The following base model illustrates how these network entities relate to each other:
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Aspects of QoS

The general rule is that QoS in the LEA network must be at least as good as the QoS for the intercepted traffic. If for instance a high-speed data channel is being intercepted, it will not do to try to send that to an LEA network built for interception of voice traffic at narrowband speeds. Likewise the LEA network needs to provide a high degree of reliability in order to minimize the risk of losing interception products. It is however also necessary to consider QoS aspects of higher protocol layers.

Survey of QoS related to different layers in the OSI model.

OSI level
QoS Considerations

1 and 2: Physical/link
The transmission capacity for the LEA network must be sufficient to handle the intercepted traffic. Occasional bursts may be compensated for through buffering. The adequate security provisions are to be made, according to requirements (for instance separate physical connections and/or encryption at link level).

3 and 4: Network/transport
The LEA network must be able to connect to the delivery function or there must be a bridge to transform between protocols. The adequate security provisions are to be made, according to requirements (for instance encryption at network level).

5: Session
The delivery function must be able to establish a session with the LEMF(s) and with adequate security in terms of data integrity and authentication of endpoints.

6: Presentation
The LEMF must be capable of interpreting the presentation format of the delivery function.

7: Application
The LEMF must be capable of running an application to assemble and process the interception products (IRI and CC),
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