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Topic: US Requirements on Interception in Roaming scenarios

Nortel had an action item to determine if it was legal in the U.S. to intercept and report 'communication' from an intercept subject roaming outside the U.S. (i.e., the intercept point is in equipment in the U.S. and the communication is from a subject who is roaming outside the U.S. [e.g. Mexico]). This would apply to all technologies including wireless, wireless IP, wireless data, and VHE services.
The answer according to the legal expert I asked is YES. His legal input and opinion, not mine. 

Although it is legal, it may however not necessarily be achievable (e.g., a trunk side intercept on a circuit mode call) or required due to cost and complexity. Assuming this interception could be achieved, there is no current or foreseeable requirement to detect when the subject is outside the country and then inhibit the 'communication' interception. Thus requiring location information be provided for this purpose is not required. 
If the location information is available, it can be reported pending a valid warrant. There is some legal/legislative maneuvering in the U.S. on location information and when it can be reported - privacy and search-seizure constitutional issues (Fourth Amendment). Currently in the J-STD-025 standard it is restricted to when a circuit-mode "call" is originated and terminated, but not in between (e.g., the subject is using a wireless phone and moving between cells). The current required/agreed to resolution for wireless location is cell site.
Thus the gating factor will be if the "communication" falls under CALEA (e.g., a public service), not excluded by CALEA (e.g., ISP equipment), and subject to being reasonably doable (e.g. cost).
My recommendation is to pursue the technical aspects and let the legal experts sort out the rest. 

Ron Ryan 

