Co3axaiTe CBOH COOCTBEHHBIN
cepBep ooHoBIeHNU FreeBSD

VHCTPYKITUU B 3TOU CTaThe OTHOCATCA K 6oJiee cTapoi Bepcuu FreeBSD 1 MoryT
He paboTaTh KOPPeKTHO B IlocjaegHUX Bepcusx OC. B cB4I3U C IIOIBJIeHHUEM

A pkgbase, yrtunurta freebsd-update 1iaHupyeTcsa K ypajeHuro u3 FreeBSD B
6ynyieM. Korzma sTo IpoU30ueT, cTaThs OyeT IM60 06HOBJIEHA C yUYeTOM HOBBIX
IIPOIleyp, TU60 II0JIHOCTHIO yaleHa.

AHHOTAITUA

B aToli cTaThe ONUCHIBAETCS CO3JaHHE BHYTPEeHHEro cepBepa 00HOBJeHUU FreeBSD. freebsd-
update-server HammcaH Colin Percival <cperciva@FreeBSD.org>, IIOYeTHBIM pPYKOBOAUTEJIEM
6esonacHocTH FreeBSD. /ly1g mosib3oBaTesiel, KOTOPHIM yI0O0HO OOHOBJIATE CBOM CUCTEMBI 4yepes
opuUITHaIbHBIN CepBep OOHOBJIEHUM, CO3[laHMe COOCTBEHHOro cepBepa 0OHOBIeHUU FreeBSD
MOXKeT  IIOMOYb  PacClIUPUTh ero OYHKIIMOHAIBHOCTL,  IIOJJep>KUBasi  BPYYHYIO
MOAUOUIIMPOBaHHbIE BBIITYCKU FreeBSD wiM IpemocTaBiisig JIOKaJbHOE 3epKasio, KOTOpOe
II03BOJIUT YCKOPUTHL OOHOBJIEHHU /IJI1 MHOXKECTBA MaIllUH.
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1. bs1arogapHoCcTH

JTa cTaThs ObljIa BIIOCIEICTBUU OIIyOJIMKOBaHa B OHJIAWH U3faHUU BSD Magazine.

2. BBegeHHue

OnbITHBIE TI0JIB30BaTeJIU WM afMHHUCTPATOPBI YaCTO OTBEYAIOT 38 HECKOJIbKO MAIIlUH WJIN
OKpy>XeHU!. OHU IIOHUMAalOT CJIOKHbIEe TpeOOBaHUS U BBI3OBBI, CBSI3aHHBIE C IIOep KaHUEM
TaKOM HHQPaCTPYKTYpHl. 3aIllyCK cepBepa 00HOBJIeHUU FreeBSD ympolaeT pasBepThIBaHUeE
HUCIIpaBJIeHUU 6€30I1aCHOCTH U IIPOTPaMMHOI0 06eclieueHUsl Ha BEIOPAaHHBIX TECTOBBIX MalllMHAaX
Iepes UX BHeApeHHEM B pabouyro cpefy. ITO TakyKe O3HA4UaeT, UTO MHOKeCTBO CHUCTEM MOIYT
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OBITH OOHOBJIEHBI K3 JIOKAJHHOM CeTH, a He uepe3 IMOTEHITHAJIbHO MeJJIeHHOe HHTEepPHEeT-
coelMHeHHe. B 3TOM cTaTbe OMMCAHBI I1ard, He0O6XOAUMEIe I CO3MaHUsI BHYTPEeHHEro cepBepa
o6HOBJIeHUH FreeBSD.

3. IlpeaBapuTe/IbHBIE TPEOOBAHUS

JI151 co3maHusd BHYTpPeHHero cepBepa 06HOBIeHUM FreeBSD He06X0IMMO BBHIIIOJTHUTH HEKOTOPBIE
Tpe6oBaHU4.

» Paboraromasg cucrtema FreeBSD.

o MuHHuManbHOe TpeboBaHUe i1 0OHOBJIEHUNM — cO0pKa Ha Bepcuu FreeBSD,
KOTOpasi He MeHbIIIe ITeJIeBOM BEPCHUH I PaCIpOCTPaHeHU .

o Ilosb30BaTeJIbCKasl YUETHAs 3alMCh ¢ KaK MUHUMYM 4 ['B cBO60HOTO MecTa. ITO IT03BOJIUT
co3/laBaThb 06HOBJIEHU /111 Bepcuit 7.1 1 7.2, HO TOUHBIe TPe6G0BaHUS K MeCTy MOTYT MeHSIThCS
OT BEPCHU K BEPCHH.

* VueTHasd 3anuchk ssh(l) Ha yaIeHHOM MallliHe I 3aIPy3KHU paclipe/ie/IeHHBIX 00HOBJIEHUM.

* Beb-cepBep, HanpuMep Apache, ¢ 60ee yeM II0JIOBUHOM IIPOCTPaHCTBa, HEOOXOAUMOIO JIJIs
coopku. Hampumep, TeCcTOBBIe COOPKU 19 Bepcrui 7.1 U 7.2 3aHUMalOT B 001N CJI0’KHOCTH 4
I'B, a IpoCTpaHCTBO Beb-cepBepa, HEOOXOAUMOE i1 PACIIPOCTPAHEHUS 3TUX OOHOBJIEHUM,
cocrasiser 2.6 I'b.

* ba3oBble 3HAHUS HAIIMCaHUS CKPUIITOB 11 060/104KH Bourne shell, sh(1).

4. KoHpurypamus: ycTaHOBKa MU HaCTPOHKa

3arpysuTe mporpaMMHoe obecreueHue freebsd-update-server, ycTaHOBUB IIaKeThl devel/git u
security/ca_root_nss, U BBIIIOJTHUTE:

% git clone https://github.com/freebsd/freebsd-update-build.git freebsd-update-server

OGHOBUTE COOTBETCTBYIOIUM o6pasom ¢amn scripts/build.conf. OH wucrosb3yeTcs BO BCexX
oIrepanysax COOpPKHU.

Bor craHzapTHeIM Dbuild.conf, XoTOpel¥i ciefyeT HM3MeHUTbL B COOTBETCTBUM C BalllkM
OKpPY>KeHUEM.

# Main configuration file for FreeBSD Update builds. The
# release-specific confiqguration data is lower down in
# the scripts tree.

# Location from which to fetch releases
export FTP=ftp://ftp2.freebsd.org/pub/FreeBSD/releases M

# Host platform
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export HOSTPLATFORM="uname -m'

# Host name to use inside jails
export BUILDHOSTNAME=${HOSTPLATFORM}-builder.daemonology.net @

# Location of SSH key
export SSHKEY=/root/.ssh/id_dsa ®

# SSH account into which files are uploaded
MASTERACCT=builder@wadham.daemonology.net @

# Directory into which files are uploaded
MASTERDIR=update-master.freebsd.org ®

YuTHUTe BO3SMOKHBIE BapHUaHTHI CIIeYIOIINX HACTPOeK:

@ 9To MecTo, OTKy/Ia 3arpy>karoTcst 06pasbl ISO (¢ MOMOIIIbIo IIOAIIporpaMMEI fetchiso() us dpaiira
scripts/build.subr). HacTpoeHHoe pacmosiokeHue He orpaHuuuBaerca URI FTP. /lo/DKHBI
paboraTts Jsr06ble cxemMbl URI, 1mopmepsKuBaeMmble CcTaHgapTHOM yruuTon fetch(l).
[Tosib30BaTe/IbCKUEe H3MeHeHUs1 Koja fetchiso() MOXHO yCTaHOBUTBH, CKOIIMPOBAaB CKPHUIIT
build.subr 1o ymos4aHuio B 06J1aCTh, CIIEITUGUUHYIO JISI BBIITYCKA U apXUTEKTYPhl, IO IIyTH
scripts/PEJIN3/APXUTEKTYPA/build.subr, ¥ mprMeHUB JIOKaJIbHbIE U3MEHEHUS.

@ UwMms xocTa It cO0pKHU. ITa MHPopMAaIus 6yZeT 0ToOpakaThCs Ha OOHOBJIEHHBIX CHCTEMAax
IIPY BBIIIOJTHEHUU KOMaH/IbI:

% uname -V

® Kirou SSH it 3arpy3ku $aiyioB Ha cepBep OGHOBJIeHWi. [lapy KJIHOUedl MOXKHO CO3[aTh,
BBIIIOJIHUB KOMaHZy ssh-keygen -t dsa. 3TOT mapameTp Heobs3aTesleH; CTaHAAPTHAs
ayTeHTUQUKAIY 110 I1IapoJiio OyAeT MCII0JIb30BaThbCd B KauyeCTBe pe3epBHOI0 MeTO/a, eC/Id
SSHKEY He ompepesiéH. Bosiee moapobHY0 MHGOpMAIIUI0 0 SSH M COOTBETCTBYIOIIUX I1arax I10
CO3JaHUI0 U UCII0JIb30BAHUIO KJIKUEeU MOKHO HAaUTH Ha ssh-keygen(1).

@ YueTHasl 3aIIHCh /IS 3aTPY3KU QpaiiioB Ha cepBep 06HOBIEHUH.

® Karasor Ha cepBepe 0GHOBJIEHUM, B KOTOPBIH 3arpy’KaroTcs GamiIbl.

B crangaptHOoM ¢artiie build.conf, mocraBiasiemoM ¢ ucxogHukamu freebsd-update-server, sagaHa
cbopka pesmn3oB FreeBSD g apxuTeKTyphl 1386. B KauecTBe IIpuMepa HaCTPOMKHU cepBepa

O0OHOBJIEHHUH I NPYTUX apXUTEKTyp HIDKe IIPHUBeEHBI IIIard ¢ He0OXO0AUMBIMUA U3MeHEeHUIMU
KOHUTryparuu 1y amd64:

1. CospmaiiTe cpeny cOOpKHU A1 amd64:
%

¢ mkdir -p /usr/local/freebsd-update-server/scripts/7.2-RELEASE/amd64

2. VcranoBuTe ¢arii build.conf B TOZIBKO UTO CO3ZaHHBIM KaTajor cO0pKU. [lapaMeTpsl
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KoH¢urypanmuu cbopku 1y FreeBSD 7.2-RELEASE Ha amd64 0/DKHBI OBITH IPUMEPHO
TaKUMHU:

# SHA256 hash of RELEASE discl1.iso image.
export RELH=1ealf6f652d7c5f5eab7ef9f8edbed50cb664b08ed761850f95f48e86cc71efs M
# Components of the world, source, and kernels
export WORLDPARTS="base catpages dict doc games info manpages proflibs 1ib32"
export SOURCEPARTS="base bin contrib crypto etc games gnu include krb5 \

1ib libexec release rescue sbin secure share sys tools \

ubin usbin cddl"
export KERNELPARTS="generic"

# EOL date
export EOL=1275289200 @

® Xemr-xkirou sha256(1) [y >KelaeMOTro BEIITyCKa OITYGJMKOBAH B COOTBETCTBYIOIIEM
aHOHCe BBIITyCKa.

@ s monydenus HoMepa "End of Life" must gpatina build.conf o6patuTeck k "Estimated
EOL" Ha cante FreeBSD Security Website. 3HaueHue EOL MO>KHO BBIBECTU U3 [aThl,
yKa3aHHOM Ha BeO-cauTe, UCII0Ib3ys YTHINUTY date(1), HaripuMep:

N%S' '20090401-000000' '+%s'

o

% date -j -f '%Y%m%d-%H

5. COopka Kozta 00OHOBJIEHUS

[IepBBIM IIIAarOM gBJIETCA 3aIyCK scripts/make.sh. 3To IpuUBesET K COOPKe HEKOTOPBIX OMHAPHBIX
$alisIoB, CO3JaHUI0 KaTajJoroB M TreHepaluud RSA-KIOYa IIOAIMCH, HCIIOJIB3YeMOIO [l
IIOATBEP KAeHUsT CcO60pokK. Ha 93TOM 9JTame I0oTpebyeTcd BBeCTH IIapoJIBHYH ¢pasy g
OKOHYaTeJIbHOI'O CO3/laHMsA KJI04a ITOAIIKICH.

# sh scripts/make.sh

cc -02 -fno-strict-aliasing -pipe findstamps.c -o findstamps

findstamps.c: In function 'usage':

findstamps.c:45: warning: incompatible implicit declaration of built-in function
"exit'

cc -02 -fno-strict-aliasing -pipe unstamp.c -o unstamp

install findstamps ../bin

install unstamp ../bin

rm -f findstamps unstamp

Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

Public key fingerprint:
27ef53e48dc869eeabc3136091cc6Hab85891967559824779e855d58a2294de9e
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Encrypting signing key for root
enter aes-256-cbc encryption password:
Verifying - enter aes-256-cbc encryption password:

o CoxpaHUTe CreHEepUPOBAHHBIM OTIIEYaTOK KJIOUa. ITO 3HaueHHe TpebyeTcd B
[etc/freebsd-update.conf gy 6MHapHBIX 00HOBJIEHUH.

Ha 3ToM 3Talle MbI TOTOBBI K IIOATOTOBKE COOPKH.

# cd /usr/local/freebsd-update-server
# sh scripts/init.sh amd64 7.2-RELEASE

Hruoke IIpUBeiEH IIPUMeDP Nep8oHava/1bHOU COOPKH.

# sh scripts/init.sh amd64 7.2-RELEASE

Mon Aug 24 16:04:36 PDT 2009 Starting fetch for FreeBSD/amd64 7.2-RELEASE
/usr/local/freebsd-update-server/work/7.2-RELE100 of 588 MB 359 kBps 00m00s

Mon Aug 24 16:32:38 PDT 2009 Verifying disc1 hash for FreeBSD/amd64 7.2-RELEASE
Mon Aug 24 16:32:44 PDT 2009 Extracting components for FreeBSD/amd64 7.2-RELEASE
Mon Aug 24 16:34:05 PDT 2009 Constructing world+src image for FreeBSD/amd64 7.2-
RELEASE

Mon Aug 24 16:35:57 PDT 2009 Extracting world+src for FreeBSD/amd64 7.2-RELEASE
Mon Aug 24 23:36:24 UTC 2009 Building world for FreeBSD/amd64 7.2-RELEASE

Tue Aug 25 00:31:29 UTC 2009 Distributing world for FreeBSD/amd64 7.2-RELEASE

Tue Aug 25 00:32:36 UTC 2009 Building and distributing kernels for FreeBSD/amd64 7.2-
RELEASE

Tue Aug 25 00:44:44 UTC 2009 Constructing world components for FreeBSD/amd64 7.2-
RELEASE

Tue Aug 25 00:44:56 UTC 2009 Distributing source for FreeBSD/amd64 7.2-RELEASE

Mon Aug 24 17:46:18 PDT 2009 Moving components into staging area for FreeBSD/amd64
7.2-RELEASE

Mon Aug 24 17:46:33 PDT 2009 Identifying extra documentation for FreeBSD/amd64 7.2-
RELEASE

Mon Aug 24 17:47:13 PDT 2009 Extracting extra docs for FreeBSD/amd64 7.2-RELEASE
Mon Aug 24 17:47:18 PDT 2009 Indexing release for FreeBSD/amd64 7.2-RELEASE

Mon Aug 24 17:50:44 PDT 2009 Indexing world@ for FreeBSD/amd64 7.2-RELEASE

Files built but not released:

Files released but not built:

Files which differ by more than contents:
Files which differ between release and build:
kernel|generic|/GENERIC/hptrr.ko
kernel|generic|/GENERIC/kernel
src|sys|/sys/conf/newvers.sh
world|base|/boot/1loader
world|base|/boot/pxeboot
world|base|/etc/mail/freebsd.cf



world|base|/etc/mail/freebsd.submit.cf
world|base|/etc/mail/sendmail.cf
world|base|/etc/mail/submit.cf
world|base|/1ib/1libcrypto.so.5
world|base|/usr/bin/ntpq
world|base|/usr/1ib/1libalias.a
world|base|/usr/1lib/libalias_cuseeme.a
world|base|/usr/1ib/1ibalias_dummy.a
world|base|/usr/lib/1ibalias_ftp.a

3aTeM BrITIOTHSIeTCS c60pka world ¢ mpuMeHeHneM natdeit world. bBosiee rogpo6Hoe 06 bsICHEHHE
MO>KHO HaWTH B scripts/build.subr.

B TeueHHe 3TOr0 BTOPOrO IIMKJIA COOPKHU JAEMOH IIPOTOKOJIA CETeBOI'O0 BpeMeHHU,
ntpd(8), orkiroueH. ITo ciioBam Colin Percival <cperciva@FreeBSD.org>, I04eTHOTO
odpuniepa 6esomacHocTu FreeBSD, "kop cbopku freebsd-update-server moJoKeH

A UAeHTUOUIIMPOBAaTL BPeMeHHBle METKH, XpaHdlyecd B ¢aiyaX, 4ToObl HX
MO’KHO OBLJI0O UTHOPUPOBAThH IIPU CpPaBHEHUU COOPOK [JIsI OIpeJesieHUs TOTO,
Kakye GQalabl HYXAAKTCA B OOHOBJIEHUU. IJTOT IIOUCK BpeMEHHBIX METOK
paboTaeT IyTeM BBIIIOJIHEHUS [ABYX COOPOK C HHTepBasoM B 400 1nHell u
CpaBHEHHU pe3yIbTaToB."

Mon Aug 24 17:54:07 PDT 2009 Extracting world+src for FreeBSD/amd64 7.2-RELEASE
Wed Sep 29 00:54:34 UTC 2010 Building world for FreeBSD/amd64 7.2-RELEASE

Wed Sep 29 01:49:42 UTC 2010 Distributing world for FreeBSD/amd64 7.2-RELEASE

Wed Sep 29 01:50:50 UTC 2010 Building and distributing kernels for FreeBSD/amd64 7.2-
RELEASE

Wed Sep 29 02:02:56 UTC 2010 Constructing world components for FreeBSD/amd64 7.2-
RELEASE

Wed Sep 29 02:03:08 UTC 2010 Distributing source for FreeBSD/amd64 7.2-RELEASE

Tue Sep 28 19:04:31 PDT 2010 Moving components into staging area for FreeBSD/amd64
7.2-RELEASE

Mon Aug 24 19:04:46 PDT 2009 Extracting extra docs for FreeBSD/amd64 7.2-RELEASE
Mon Aug 24 19:04:51 PDT 2009 Indexing world1 for FreeBSD/amd64 7.2-RELEASE

Mon Aug 24 19:08:04 PDT 2009 Locating build stamps for FreeBSD/amd64 7.2-RELEASE
Mon Aug 24 19:10:19 PDT 2009 Cleaning staging area for FreeBSD/amd64 7.2-RELEASE
Mon Aug 24 19:10:19 PDT 2009 Preparing to copy files into staging area for
FreeBSD/amd64 7.2-RELEASE

Mon Aug 24 19:10:20 PDT 2009 Copying data files into staging area for FreeBSD/amd64
7.2-RELEASE

Mon Aug 24 12:16:57 PDT 2009 Copying metadata files into staging area for
FreeBSD/amd64 7.2-RELEASE

Mon Aug 24 12:16:59 PDT 2009 Constructing metadata index and tag for FreeBSD/amd64
7.2-RELEASE

Files found which include build stamps:
kernel|generic|/GENERIC/hptrr.ko
kernel|generic|/GENERIC/kernel
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world|base|/boot/loader
world|base|/boot/pxeboot
world|base|/etc/mail/freebsd.cf
world|base|/etc/mail/freebsd.submit.cf
world|base|/etc/mail/sendmail.cf
world|base|/etc/mail/submit.cf
world|base|/1ib/1ibcrypto.so.5
world|base|/usr/bin/ntpg
world|base|/usr/include/osreldate.h
world|base|/usr/1ib/1ibalias.a
world|base|/usr/lib/1ibalias_cuseeme.a
world|base|/usr/1ib/1libalias_dummy.a
world|base|/usr/1ib/1libalias_ftp.a

HaxkoHerI1, cbopKa 3aBepIlieHa.

Values of build stamps, excluding library archive headers:

v1.2 (Aug 25 2009 00:40:36)

v1.2 (Aug 25 2009 00:38:22)

@()FreeBSD 7.2-RELEASE @: Tue Aug 25 00:38:29 UTC 2009

FreeBSD 7.2-RELEASE 0: Tue Aug 25 00:38:29 UTC 2009

root@server.myhost.com:/usr/obj/usr/src/sys/GENERIC

7.2-RELEASE

Mon Aug 24 23:55:25 UTC 2009

Mon Aug 24 23:55:25 UTC 2009
built by root@server.myhost.com on Tue Aug 25 00:16:15 UTC 2009
built by root@server.myhost.com on Tue Aug 25 00:16:15 UTC 2009
built by root@server.myhost.com on Tue Aug 25 00:16:15 UTC 2009
built by root@server.myhost.com on Tue Aug 25 00:16:15 UTC 2009

Mon Aug 24 23:46:47 UTC 2009

ntpq 4.2.4p5-a Mon Aug 24 23:55:53 UTC 2009 (1)

* Copyright (c) 1992-2009 The FreeBSD Project.

Mon Aug 24 23:46:47 UTC 2009

Mon Aug 24 23:55:40 UTC 2009

Aug 25 2009

ntpd 4.2.4p5-a Mon Aug 24 23:55:52 UTC 2009 (1)

ntpdate 4.2.4p5-a Mon Aug 24 23:55:53 UTC 2009 (1)

ntpdc 4.2.4p5-a Mon Aug 24 23:55:53 UTC 2009 (1)

Tue Aug 25 00:21:21 UTC 2009

Tue Aug 25 00:21:21 UTC 2009

Tue Aug 25 00:21:21 UTC 2009

Mon Aug 24 23:46:47 UTC 2009

FreeBSD/amd64 7.2-RELEASE initialization build complete. Please
review the list of build stamps printed above to confirm that
they look sensible, then run

sh -e approve.sh amd64 7.2-RELEASE

to sign the release.



Opo6puTe COOpPKY, eciau BCE IIPaBUWIBHO. /IOIOJHUTE/JbHYI0 HHGOpPMAaIMI0 O TOM, KaK 3TO
OIIpefleIUTh, MOYKHO HaUTHU B pacIpefieIEHHOM UCXOMHOM ¢aiie ¢ uMmeHeM USAGE. BeiriosiHuTe
scripts/approve.sh, kKak ykKa3aHO. IJTO IOAIIMUINET pejru3 U IIepeMecTUT KOMIIOHEHTHl B
IIPOMEKYTOUHYI0 00JIaCTh, IIOAXOAAIIYIO /I 3aTPY3KHU.

# cd /usr/local/freebsd-update-server
# sh scripts/mountkey.sh

# sh -e scripts/approve.sh amd64 7.2-RELEASE

Wed Aug 26 12:50:06 PDT 2009 Signing build for FreeBSD/amd64 7.2-RELEASE

Wed Aug 26 12:50:06 PDT 2009 Copying files to patch source directories for
FreeBSD/amd64 7.2-RELEASE

Wed Aug 26 12:50:06 PDT 2009 Copying files to upload staging area for FreeBSD/amd64
7.2-RELEASE

Wed Aug 26 12:50:07 PDT 2009 Updating databases for FreeBSD/amd64 7.2-RELEASE

Wed Aug 26 12:50:07 PDT 2009 Cleaning staging area for FreeBSD/amd64 7.2-RELEASE

I[Tocste 3aBepIIIeHMS IIPOIiecca YTBeP K/eHHUS MOYKHO HadyaTh IIPOTIeTypy 3arpy3KH.

# cd /usr/local/freebsd-update-server
# sh scripts/upload.sh amd64 7.2-RELEASE

B ciydyae Heo6XOAMMOCTH IIOBTOPHOM 3arpy3Ky Koja OOHOBJIEHHS, 3TO MOKHO
CllesiaTh, Iepeiia B IyOJTUUHBIN KaTasIoT AUCTPUOYTUBOB /I I1eJIEBOT0 BBIITyCKa
1 00HOBUB aTpUOYTHI ¢paiiia uploaded.

# cd /usr/local/freebsd-update-server/pub/7.2-RELEASE/amd64
# touch -t 200801010101.01 uploaded

3arpy>keHHble O¢aiyibl [O/DKHBI HaxXOLUTHCI B KOpPHEBOM KaTajlore BeG-cepBepa, YTOOBI
OOHOBJIEHUSI MOIJIM pacrupocTpaHAThbcd. TouHasd KoHoUryparusa OyAeT 3aBUCETb OT
UCII0JIb3yeMOT0o Beb-cepBepa. /[lyia BebG-cepBepa Apache obGpaTtuTech K pasfeny HacTporika
cepBepoB Apache B PyKoBOJICTBe.

O6HoBuUTe KeyPrint u ServerName xirieHTa B /etc/freebsd-update.conf 1 BeImoOsIHUTE 0OGHOBJIEHUS,
Kak yKasaHoO B pasfiesie O6HoBIeHNe FreeBSD PykoBojCTBa.

JlJI1 KOppeKTHOM paboThl cepBepa 00HOBJeHUU FreeBSD Update Heo6xoaumo
cobupaTh 0OHOBJIEHUS KaK JJI1 TEKYIIero pesinsa, TaK U I pesnsa, Ha Komopblil

o naaHupyemcsi 06Hog/1ieHue. 3TO HeoOXOAVWMO [JIs OIlpefiesIeHUsl pPasIuyduil B
¢aiyax Mexay pesarsaMu. Harpumep, mpu o6HOBIeHWHU cucTeMsl FreeBSD ¢ 7.1-
RELEASE nmo 7.2-RELEASE moTpebyeTcd cobpaTh M 3arpysuTh Ha CepBep
pacipocTpaHeHUs: 00HOBJIEHU /IJIs1 00eUX BepCHU.
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JIJ1s1 cIpaBKH, IIOJIHBIN TEKCT BBIIIOJIHEHM init.sh mpuiaraeTcs.

6. IlocTpoeHue maTya

KEDK,/IBII‘/JI pas, Korga 00BIBIIETCS KOHCYJIBT&TI/IBHBIIZ OOKYMEHT IIO 6e30MacHOCTH HJIH
yBeOMJIEHHE O 6630HaCHOCTI/I, MOJKHO C06paTB 0OHOBJIEHHE C HCIIpaBJIEHHUEM.

JlJ1d aTOTO IIpUMepa OyeT UCII0Ib30BaThcd Bepcus 7.1-RELEASE.
HeCKoJIbKO IIpe/ilIoIoKeHUH CiesIaHo [T JPYTOM COOPKU BBIITyCKa:

» HacTpoiika IIpaBHJILHOM CTPYKTYPHI KaTaJIOr0B I IIepBOHAaYaIbHOU COOPKH.

* BBIOJIHUTE IIepBOHAaYaJIbHYH cO0pKYy A1 7.1-RELEASE.

Co3maiTe KaTajJor C IIaT4YaMH COOTBETCTBYIOIIErO0 BbIIIycKa B /usr/local/freebsd-update-
server/patches/.

mkdir -p /usr/local/freebsd-update-server/patches/7.1-RELEASE/
cd /usr/local/freebsd-update-server/patches/7.1-RELEASE

[
%
[

)

B kauyecTBe IIpuMepa BO3bMeM IaTy g named(8). IIpouyTuTe peKOMeHJAIlUU U 3arpys3uTe
HeoOxomuMbIN Qa1 ¢ FreeBSD Security Advisories. /[OIIOJTHUTeJIbHYI0 HHGOPMAIIUIO O TOM, KaK
HHTEePIIPeTUPOBATh PeKOMEHIAIUM, MOKHO HaUTHU B FreeBSD Handbook.

B xpaTkoMm 0630pe 0e30I1acHOCTHA 3TOT COBeT HasbIBaeTcsa SA-09:12.bind. ITocsie 3arpysku ¢aiiia
He0oOXOJMMO IlepeMMeHOBaTh ero B COOTBETCTBHMM C YpOBHeM MCIIpaBjieHHs. PeKOMeHJyeTcd
COXpaHATh 3TO B COOTBETCTBUHU C OQHUIIHMAJBbHBIMH YPOBHSIMH HCIIpaBjieHHUHA FreeBSD, HO mmda
MOXXeT OBITH BBIOpAaHO CBOOOAHO. /lj1a [aHHOM COOPKW JaBaiiTe IIOCiIefAyeM TeKyIlel
yCTaHOBJIEHHOU ITpakTHKe FreeBSD 1 HasoBeM ero p/. [leperMeHyTe Qaiii:

% cd /usr/local/freebsd-update-server/patches/7.1-RELEASE/; mv bind.patch 7-SA-
09:12.bind

IIpy BBHIIOJHEHWH COOPKK YPOBHA IIaTdya IIPeJI0JIaraeTcs, YTO IIpeAbIAyLHe
IaTYM y>Ke YCTAaHOBJIEeHEL IIpH samycke C60pKM IaTdya GyAyT BBIIIOJIHEHBI BCE
o [IaT4H, COoJieprKalliecs B KaTajlore IaTJuert.

B c60pKy MOTYT OBITH 06aBJIEHEI I10/Ib30BaTeJIbCKHE ITaTUYH. VICIIO/IB3yliTe HOJIb
WU JII060e Ipyroe YuCIIo.

g 3ajaua agMuHUCTpaTopa cepBepa FreeBSD Update —  nOpuHUMAaTh
COOTBETCTBYIOII[HE MePHI I IIPOBEPKHU MOAJIMHHOCTH KasK/[0ro IaTya.

Ha stowm 3rtame diff roToB K c6opke. IIporpaMMHOe o6eclieueHHe CHayasa IIpoBepseT, ObLI JIU
3amyIreH scripts/init.sh 111 COOTBeTCTBYIOIIETO BBIITyCKa Ilepe] BhIIToITHeHeM coopku diff.


../../source/articles/freebsd-update-server/init.txt
https://www.FreeBSD.org/security/advisories/
https://www.FreeBSD.org/security/notices/
https://man.freebsd.org/cgi/man.cgi?query=named&sektion=8&format=html
https://www.FreeBSD.org/security/advisories/
https://docs.freebsd.org/ru/books/handbook/security#security-advisories
https://security.freebsd.org/advisories/FreeBSD-SA-09:12.bind.asc

# cd /usr/local/freebsd-update-server
# sh scripts/diff.sh amd64 7.1-RELEASE 7

BoT mpuMep BBIIOJIHEHUS OugihepeHuuUabHoll COOPKHU.
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# sh -e scripts/diff.sh

Wed Aug 26
Wed Aug 26
Wed Aug 26
Wed Aug 26
RELEASE-p7
Wed Aug 26
RELEASE-p7
Wed Aug 26
Wed Aug 26

7.1-RELEASE-p7

Wed
Wed
Wed
Thu

Aug 26
Aug 26
Aug 26
Sep 30
Thu Sep 30
Thu Sep 30
RELEASE-p7
Thu Sep 30
RELEASE-p7
Thu Sep 30
Thu Sep 30

7.1-RELEASE-p7

Wed Aug 26 12:32:
Wed Aug 26 12:32:
Wed Aug 26 12:35:
Wed Aug 26 12:36:
7.1-RELEASE-p7

Wed Aug 26 12:37:
Wed Aug 26 12:37:

10:
17:
18:
18:

18:

18:
11:

11:
11:
11:
18:
19:
19:

19:

19:
12:

09:
10:
05:
06:

17:

18:
19:

19:
19:
23:
23:
18:
19:

30:

31

59
25
11
16

50

02
23

37
42
02
29
15
18

52

103
32:

25

39
43
54
58

14
14

PDT
utc
utc
utc

utc

utc
PDT

PDT
PDT
PDT
utc
utc
utc

utc

utc
PDT

PDT
PDT
PDT
PDT

PDT
PDT
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2009
2009
2009
2009

2009

2009
2009

2009
2009
2009
2010
2010
2010

2010

2010
2010

2009
2009
2009
2009

2009
2009

FreeBSD/amd64 7.1-RELEASE-p7
Wed Aug 26 12:37:15 PDT 2009

7.1-RELEASE-p7

Wed Aug 26 12:43:23 PDT 2009
FreeBSD/amd64 7.1-RELEASE-p7
Wed Aug 26 12:43:25 PDT 2009

7.1-RELEASE-p7

Extracting world+src for FreeBSD/amd64 7.1-RELEASE-p7
Building world for FreeBSD/amd64 7.1-RELEASE-p7
Distributing world for FreeBSD/amd64 7.1-RELEASE-p7
Building and distributing kernels for FreeBSD/amd64 7.1-

Constructing world components for FreeBSD/amd64 7.1-

Distributing source for FreeBSD/amd64 7.1-RELEASE-p7
Moving components into staging area for FreeBSD/amd64

Extracting extra docs for FreeBSD/amd64 7.1-RELEASE-p7
Indexing world® for FreeBSD/amd64 7.1-RELEASE-p7
Extracting world+src for FreeBSD/amd64 7.1-RELEASE-p7
Building world for FreeBSD/amd64 7.1-RELEASE-p7
Distributing world for FreeBSD/amd64 7.1-RELEASE-p7
Building and distributing kernels for FreeBSD/amd64 7.1-

Constructing world components for FreeBSD/amd64 7.1-

Distributing source for FreeBSD/amd64 7.1-RELEASE-p7
Moving components into staging area for FreeBSD/amd64

Extracting extra docs for FreeBSD/amd64 7.1-RELEASE-p7
Indexing world1 for FreeBSD/amd64 7.1-RELEASE-p7
Locating build stamps for FreeBSD/amd64 7.1-RELEASE-p7
Reverting changes due to build stamps for FreeBSD/amd64

Cleaning staging area for FreeBSD/amd64 7.1-RELEASE-p7
Preparing to copy files into staging area for

Copying data files into staging area for FreeBSD/amd64
Copying metadata files into staging area for

Constructing metadata index and tag for FreeBSD/amd64

Files found which include build stamps:
kernel|generic|/GENERIC/hptrr.ko
kernel|generic|/GENERIC/kernel
world|base|/boot/1loader

world|base|/boot/pxeboot

world|base|/etc/mail/freebsd.cf



world|base|/etc/mail/freebsd.submit.cf
world|base|/etc/mail/sendmail.cf
world|base|/etc/mail/submit.cf
world|base|/1ib/1libcrypto.so.5
world|base|/usr/bin/ntpq
world|base|/usr/include/osreldate.h
world|base|/usr/1lib/1libalias.a
world|base|/usr/1ib/1ibalias_cuseeme.a
world|base|/usr/lib/1ibalias_dummy.a
world|base|/usr/1ib/1libalias_ftp.a

Values of build stamps, excluding library archive headers:

v1.2 (Aug 26 2009 18:13:46)

v1.2 (Aug 26 2009 18:11:44)

@()FreeBSD 7.1-RELEASE-p7 @: Wed Aug 26 18:11:50 UTC 2009
FreeBSD 7.1-RELEASE-p7 0: Wed Aug 26 18:11:50 UTC 2009

root@server.myhost.com:/usr/obj/usr/src/sys/GENERIC

7.1-RELEASE-p7

Wed Aug 26 17:29:15 UTC 2009

Wed Aug 26 17:29:15 UTC 2009
built by root@server.myhost.com on Wed Aug 26 17:49:58 UTC 2009
built by root@server.myhost.com on Wed Aug 26 17:49:58 UTC 2009
built by root@server.myhost.com on Wed Aug 26 17:49:58 UTC 2009
built by root@server.myhost.com on Wed Aug 26 17:49:58 UTC 2009

Wed Aug 26 17:20:39 UTC 2009

ntpq 4.2.4p5-a Wed Aug 26 17:29:42 UTC 2009 (1)

* Copyright (c) 1992-2009 The FreeBSD Project.

Wed Aug 26 17:20:39 UTC 2009

Wed Aug 26 17:29:30 UTC 2009

Aug 26 2009

ntpd 4.2.4p5-a Wed Aug 26 17:29:41 UTC 2009 (1)

ntpdate 4.2.4p5-a Wed Aug 26 17:29:42 UTC 2009 (1)

ntpdc 4.2.4p5-a Wed Aug 26 17:29:42 UTC 2009 (1)

Wed Aug 26 17:55:02 UTC 2009

Wed Aug 26 17:55:02 UTC 2009

Wed Aug 26 17:55:02 UTC 2009

Wed Aug 26 17:20:39 UTC 2009

O6HOBJIIEHUST BBIBOIATCA Ha 3KPaH, X 3allpalliiBa€TCA IIOATBEPKAEHUE.

New updates:
kernel|generic|/GENERIC/kernel.symbols|f|@|0|0555|0|7c8dc176763f96cedda5b7fc@4e7c1b8d79
3f27e006dd13e0b499e1474ac47e10 |
kernel|generic|/GENERIC/kernel|f|0|@|0555|@|33197e8cf15bbbac263d17f39c153c9d489348c2c5
34f7ca1120a1183dec67b1]|

kernel|generic|/|d|0]|@|0755|0] |

src|base|/|d|@|0]|0755]|0] |

src|bin|/|d|@]|0]|0755]0] |

src|cddl|/|d|@|@|@755]|0] |
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src|contrib|/contrib/bind9/bin/named/update.c|f|0|10000|0644|0|4d434abf0983df9Ibc474356
70d3071a882ef4b348ed8ca90928d250f42ead757 |
src|contrib|/contrib/bind9/1ib/dns/openssldsa_link.c|f|0|10000|0644|0|c6805c39f3da2a06
dd3f163f26c314a4692d4cd9a2d929c@acc88d736324550 |
src|contrib|/contrib/bind9/1ib/dns/opensslrsa_link.c|f|0|10000|0644|0|fa0f7417ee9dad2c
c8d0fd96ad24e7a34125e05b5ae@75bd6e323811c022a712 |

FreeBSD/amd64 7.1-RELEASE update build complete. Please review
the list of build stamps printed above and the list of updated
files to confirm that they look sensible, then run

sh -e approve.sh amd64 7.1-RELEASE

to sign the build.

CiemyiTe TOM >Ke IIPOIIeype, UYTO U paHee, I IIOATBeP>KAeHUs CO0PKU:

# sh -e scripts/approve.sh amd64 7.1-RELEASE

Wed Aug 26 12:50:06 PDT 2009 Signing build for FreeBSD/amd64 7.71-RELEASE

Wed Aug 26 12:50:06 PDT 2009 Copying files to patch source directories for
FreeBSD/amd64 7.1-RELEASE

Wed Aug 26 12:50:06 PDT 2009 Copying files to upload staging area for FreeBSD/amd64
7.1-RELEASE

Wed Aug 26 12:50:07 PDT 2009 Updating databases for FreeBSD/amd64 7.1-RELEASE

Wed Aug 26 12:50:07 PDT 2009 Cleaning staging area for FreeBSD/amd64 7.1-RELEASE

The FreeBSD/amd64 7.1-RELEASE update build has been signed and is
ready to be uploaded. Remember to run

sh -e umountkey.sh

to unmount the decrypted key once you have finished signing all
the new builds.

ITocite YTBEPKOEHUS C60pKI/I 3arpysure 1mporpaMMHoOe obecrieueHUe:

# cd /usr/local/freebsd-update-server
# sh scripts/upload.sh amd64 7.71-RELEASE

JlJ14 cIIpaBKY, IIOJIHBIM 3aycK ckpuIrTa diff.sh mpuiaraercs.

7. CoBeThl

* Ecii moJsib30BaTesIbCKasd cOOpKa co3flaHa C KMCII0JIb30BaHHWEM CTaHAAapTHOM IIPOIleyphl make
release procedure, Koz freebsd-update-server 6ymeT pa6oTaTh C Ballleil c60pkoi. Hampumep,
coopka 6e3 IIOPTOB WM [JOKYMEHTAalluh MOXKeT OBITh CO3JaHa IIyTeM OTKJIHYeHUs
(YHKITMOHAJILHOCTH, OTHOCAIIENCcd K IOoAIIporpaMMaM JokKyMeHTaruu findextradocs (),
addextradocs (), m M3MeHeHUA MecTa 3arpy3ku B fetchiso () cOOTBeTCTBEHHO B Qaiisie
scripts/build.subr. B 3aBepiieHue wusmeHute Xxein sha256(1) B ¢aite build.conf s
COOTBETCTBYIOIIIEN COOPKU U apXUTEKTYPHI, II0CJIe Yero MOYKHO IIPUCTYIIaTh K cO0pKe Balllei
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../../source/articles/freebsd-update-server/diff.txt
https://docs.freebsd.org/ru/articles/releng/#release-build
https://man.freebsd.org/cgi/man.cgi?query=sha256&sektion=1&format=html

I10JIb30BaTeJIbCKOM BepCHH.

# Compare ${WORKDIR}/release and ${WORKDIR}/$1, identify which parts
# of the world|doc subcomponent are missing from the latter, and

# build a tarball out of them.

findextradocs () {

}
#f Add extra docs to ${WORKDIR}/$1

addextradocs () {
}

» JlobaBiieHue ¢uaroB -j YUCJ0 K messam buildworld u obj B ckpumre scripts/build.subr moxxeT
YCKOPUTL 06paboTKy B 3aBHCHUMOCTH OT MCIIOJIb3yeMOIO O00OpyZOBaHUSA, OJHAKO 3TO He
o6s13aTesIbHO. IcIIob30BaHue 3TUX (JIaroB B JAPYTUX IIeJIIX He peKOMeHyeTcs, TaK KakK 3TO
MO>KeT IIPUBECTU K HEeHa/IE>KHOCTH COOPKU.

# Build the world
log "Building world"
cd /usr/src &&
make -j 2 ${COMPATFLAGS} buildworld 2>&1
# Distribute the world
log "Distributing world"
cd /usr/src/release &&
make -j 2 obj &&
make ${COMPATFLAGS} release.1 release.2 2>&1

* CospariTe cooTBeTCTBYrOIIMU DNS SRV-3amuch A1 cepBepa OOHOBJIEHUNM U pasMeCcTUTe
oCTaJIbHBIE 38 HUM C IlepeMeHHBIMU BecaMU. M CII0/Ib30BaHHe 3TOM BO3MOKHOCTH 00eCIIeUUT
3epkajia [Jid OOHOBJIEHHM, OJHAKO [JaHHBIM COBET He 00s3aTesleH, eCIW BBl He XOTHUTe
IIPef0CTaBJIATh U30BITOYHBIN CEPBUC.

_http._tcp.update.myserver.com. IN SRV @ 2 80 hostl.myserver.com.
INSRV © 180 host2.myserver.com.
IN SRV 0 0 80 host3.myserver.com.
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https://docs.freebsd.org/ru/books/handbook/network-servers#network-dns
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