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The multifaceted inter-dependency of services and applications, in the way this is illustrated in the diagram above, constitutes an architecture for standardization in the area of Electronic Signatures.

In the carrying out of its work programme, EESSI has acted in an integrated way, creating a harmonised approach in order to be able to cover the directive's most urgent requirements.

The nature and timescales of the required deliverables have been identified in relation to specific work items and the required technical work has been entrusted jointly to CEN and ETSI.

The task description as detailed in the next pages gives an overview of the work items relevant to the current EESSI work programme.

More information can be found at: http://www.ict.etsi.org/eessi/eessi-homepage.htm

 



   http://www.etsi.org/sec/el-sign.htm





   http://www.cenorm.be/isss/workshop/e-sign

EESSI Deliverables Description

Title: Framework for EESSI Standards and Classes for Electronic Signatures
Purpose

Under the European Electronic Signature Standardisation Initiative it is planned to develop a number of technical, procedural and quality standards for electronic signature products and solutions compliant with the European Directive for electronic signatures.

Each of the standardisation areas covered by EESSI shall address a range of requirements including the requirements of Qualified Electronic Signatures as specified in article 5.1 in the directive. However, it shall also address general requirements of electronic signatures for business and electronic commerce which all fall into the category of article 5.2. Such variation in the requirements may be identified in the standard either as different levels or different options.

Since each standard addresses a range of requirements, as illustrated in the figure on the following page, it will be necessary to identify a set of standards and the use of each standard, “profiles”, to address a specific business need. Such a set of standards and their uses defines a class of electronic signature, as indicated in the Directive. One of the first classes to be defined is the qualified electronic signature, fulfilling the requirements of 5.1.

This work creates and will maintain the reference framework which describes the general architecture of the EESSI programme, and how the various deliverables from CEN/ISSS and ETSI SEC can be used to address a range of requirements for different “classes” of electronic signatures.

Relationship with the Directive's essential requirements 

Present Version of the Framework covers the initial profile definition for Qualified Electronic Signature. 

Type of Deliverable

Policy statement listing the identification of EESSI relevant standards and associated profiles description. This sets the overall context for the work programme and is available on the EESSI Web site. 

Delivery date of first stable draft

Not applicable.

Date of final approval

This document placed under the responsibility of the EESSI Steering group is a living document. It is permanently reviewed by the Steering group and updated accordingly. 

Relative Dependencies

None

Issues

None
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Title: Policies for Certification Service Providers (CSPs)

Purpose

This work item addresses the functional and quality standards for the operation and management of CSPs issuing certificates, to support electronic signatures that will have legal recognition across Europe.

Requirements on the functional components of the CSP infrastructure, in particular the Certification Authority, will be specified to the extent and detail level, which is sufficient to establish trust in the services as required and to give the necessary guidance for practical implementation and operation. Areas to be covered include management and technical requirements, obligations of the involved actors, etc., all based around a generic certificate policy against which CSPs may demonstrate conformance. 

The initial focus of this standard is to provide the requirements of CSPs issuing qualified certificates as identified in Annex II of the Directive. However, requirements of wide market segments, if different from those of Annex II, are to be covered by the standard as well.

Relationship with the Directive's essential requirements

Annex II of the directive provides the requirements of CSPs issuing qualified certificates. According to Article 5.2 of the directive electronic signatures are ensured legal effect, either they are based on qualified or other classes of certificates. 

Type of Deliverable

A standard requirements specification, in the form of an ETSI standard (ES) 201 456, providing specifications for selected trust levels for CSPs. 

Delivery date of first stable draft: June 2000

Availability for comments on the final draft: December 2000

Publication: April 2001

Relative Dependencies

This task is closely related to and co-ordinated with the work areas “Security requirements for trustworthy systems and products” and “Conformity assessment of products and services for electronic signatures”.

Issues 

None

Title: Security requirements for trustworthy systems and products

Purpose

CSPs issuing qualified certificates should ensure the trustworthiness of the systems and products they use in the certification process. This can be achieved through the use of products fulfilling specified security requirements.

The purpose of this work item is to develop a Common Criteria Protection Profile based on Common Criteria (as these have been developed into an international standard, ISO 15408) and to specify the security requirements and the appropriate security level for cryptographic modules. 

The security profile will target the CSPs issuing certificates for the use of advanced electronic signatures as priority. This does not exclude, however, that a set of these requirements could also be implemented in the form of recommendations for CSPs issuing other than the qualified certificates for the electronic signatures of art. 5 §2 of the directive.

The deliverable, which will be developed in this area, will be a combination of a Common Criteria Protection Profile and requirements for the cryptographic modules being used. 

Relationship with the Directive's essential requirements

The obligation for CSPs issuing qualified certificates to use trustworthy systems and products in the certification process is prescribed in Annex II, (f) of the directive. Moreover, the fulfilment of this legal requirement constitutes a pre-condition for the recognition of fully compliant to the Directive standards for electronic signature products, as laid down in art. 3 §4 of the directive. 

Type of Deliverable

A pre-standard in the form of a CEN/ISSS Workshop Agreement (CWA) with the tentative title: "Security requirements for trustworthy systems used in issuing qualified certificates for electronic signatures" will be delivered. 

Delivery date of first stable draft: End of June 2000

Availability for comments on the final draft: During Q4 2000

Publication: During Q4 2000

Relative Dependencies: A good reference document is the Common Criteria Protection Profile CS-2, developed by NIST (USA) and introduced for use by CAs in the USA. The Open Group has also published the "X-Open Baseline Security Services (XBSS) and "Baseline Security 96", which can be used for self-assessment by product suppliers. FIPS-140 is the standard currently used in the USA for the protection of cryptographic keys, which is possibly suitable for support of cryptographic functions in a trustworthy system. In addition, an internal EESSI dependency can be foreseen with the work progress and deliverables in the area of certificate policy requirements for CSPs.

Issues

No technical harmonisation at the European level has ever been attempted in this area. Some

national regulations for digital signatures have set security requirements for trustworthy systems based on the Security Evaluation Criteria for Information Technology (ITSEC), some of which are available in the form of guidelines. 

Title: Security requirements for secure signature creation devices

Purpose

The security of transactions and the trust by signatories' and by relying parties in the use of electronic signatures depend to a great extent on the security of the signature-creation devices. This security is ensured when the signature creation devices fulfil a number of requirements that need to be translated in practice by appropriate procedural or technical means.

The purpose of this work item is to describe in detail at a technical level the security requirements for signature creation devices and to create a consistent signature creation profile. This will be done by the development of a standard that will take the form of a Protection Profile. The Common Criteria for Information Technology Security Evaluation (ISO 15408) will be used as basis reference for the Protection Profile. 

Relationship with the Directive's essential requirements

Annex III of the Directive describes the requirements for secure electronic signature creation devices.  

Type of Deliverable

A pre-standard in the form of a CEN/ISSS Workshop Agreement (CWA) with the tentative title: "Security requirements for secure signature creation devices" will be delivered. This pre-standard will contain a Common Criteria Protection Profile for Secure Signature Creation Devices. 

Delivery date of first stable draft: End of June 2000

Availability for comments on the final draft: During Q3 2000

Publication: During Q3 2000

Relative Dependencies: The secure signature creation device is assumed to be used in a secure signature creation environment. Some of the functions for signature creation can actually reside either in the device or the environment. A close interdependence with EESSI work item "Signature creation process and environment" is therefore foreseen. Furthermore, since products conforming to this pre-standard should be evaluated according to a harmonised evaluation/certification scheme, close inter-dependency with EESSI work item "conformity assessment of products and services for electronic signatures" is foreseen. The basis reference document, the Common Criteria Protection Profile, is issued as an ISO standard (15408).

Issues 

There is a need for a Common Criteria Protection Profile addressing Signature Creation Devices in a general and technology neutral way. 

Different security levels for key generation accompanied by a diverging range of key protection requirements have already been proposed in different member-states.

In addition, the European Smart Card Industry Association (EUROSMART) has recently developed and registered a "Protection Profile for Smart Cards with Embedded Software". Visa has also recently published a similar draft of a Smart Card Protection Profile. However, these efforts address one only technological tool (smart card). 

Title: Electronic Signature Formats

Purpose

The goal of this work is to establish a standard format for electronic signatures, including support for multiple signatures and roles, and to allow adjudicators or other parties to use a common tool to verify the validity of an electronic signature even long after its initial use. The basic feature of the standard is the inclusion of validation information, such as trusted time stamp and revocation data as part of the electronic signature. The concept of a signature policy has been identified as another important aspect for establishing a common basis for the validation of electronic signatures.

The result of the first phase of this work area, the ETSI Standard “Electronic Signature Formats” (ES 201 733), was approved by ETSI Membership Vote in March 2000. In response to interest within the IETF community for the format standard, a proposal for Informational RFC has been submitted, based on ES 201 733.

The main purpose of the ongoing activity is to carry this work forward to harmonise further with other international activities including the IETF and W3C, as well as progress towards a European Norm. This work will include production of an Internet RFC, promotion of the ETSI standard and any revisions necessary to harmonise with external activities. 

Relationship with the Directive's essential requirements

This work item addresses the requirements of the advanced electronic signatures defined in article 2.2 of the directive. It is also related to the signature verification process as based on the recommendations of Annex IV of the directive, with regard to the reliability of signature verification (Annex IV, point b and d) and long-term validity.

Type of Deliverable

ETSI standard, ES 201 733, Electronic Signature Formats.   

Delivery date of first stable draft: March 1999 

Availability for comments on the final draft: November 1999

Publication: May 2000

[Informational RFC "Electronic signature formats for long-term electronic signature" based on ES 201 733 was submitted to IETF in March 2000. Final input to IETF based on ES 201 733 is scheduled for November 2000].

Relative Dependencies

Some ISIS projects may provide important input on signing policies. W3C activities within the XML signature area are the key for extension of the format standard into XML.

Issues 

None

Title: Signature creation process and environment

Purpose

The secure signature creation device is only a part of the total environment needed to create a signature. Other requirements related to the environment and process of signing should be ensured for the signer's security.  The signer should be sure, for instance, of the meaning and implications of affixing a signature, the performance of a "wilful" act, the rules of the signature's use being expressly set in a signature policy etc. In addition, several possible "environments" can be envisaged (home, office, public environment) asking for different security requirements for the signature creation environment.

In this context, the purpose of this work item is to focus on all these practical needs beyond the signature creation device and related to the signature creation process and environment. These requirements will be addressed in specifications of functional and quality requirements of products for creation of electronic signatures and of security-enhanced configurations for the signing environment. 

The specifications in this area will be contained in a set of guidelines, adoption of which will be voluntary for the product supplier and user. They will allow for technology neutrality but also provide guidance [in a sample annex] for specific technologies, such as smart cards and personal computers.

Relationship with the Directive's essential requirements

The directive explicitly leaves out of its scope the regulation of the entire system environment in which electronic signature creation devices operate (preamble 15). However, practical needs (see above, "purpose") make it imperative to cope with the signature creation process and interfaces in order to ensure the certainty and security of the overall signing act.

Type of Deliverable

A pre-standard in a form of a set of guidelines and shaped within a CEN/ISSS Workshop Agreement (CWA) with the tentative title: "User interface and operating environment for electronic signature creation" will be delivered.

Delivery Date of first stable draft: End of June 2000

Availability for comments on the final draft: During Q3 2000

Publication: During Q3 2000

Relative dependencies

There are no existing International Standards addressing the whole area, only International Standards for elements of the complex field, elaborated by ISO/IEC JTC/SC 27. A close inter-dependency is foreseen with work item "Conformity assessment of products and services for electronic signatures" for assessing the conformity of the deliverable under preparation.

Issues

A diversity of recommendations has been drawn up at national level by the Member States. However, no standard has yet been elaborated at a wider inter-European level to ensure consistency.    

Title: Signature verification process and environment

Purpose

A trustworthy signature verification procedure could enhance the legal evidence and long-term validity of electronic signatures. A set of issues should be clarified after the creation of a signature: the validation process and the contents of the verification data, the use of validation devices, the verification of signing with roles and possible use of time stamping. Requirements may also vary depending on the validation environment used, be it a natural person, a computer programme or a third party.

The purpose of this work item is to elaborate a specification addressing these and inter-related requirements for the signature verification process, including both the products used for the verification and their management. In addition, a set of guidelines within this specification will address the signature verification environment, notably when the latter consists only of an automated signature verification computer programme.   

Relationship with the Directive's essential requirements

Annex IV of the directive sets out a list of recommendations framing the secure signature verification process. Without imposing formal requirements, the directive entrusts to the European Commission and the Member States the promotion of the development and use of signature verification devices (art. 3 §6). 

Type of Deliverable

 A pre-standard in the form of a set of guidelines and shaped within a CEN/ISSS Workshop Agreement (CWA) with the tentative title: "Procedures for electronic signature verification" will be delivered.

Delivery date of first stable draft: End of June 2000

Availability for comments on the final draft: During Q3 2000

Publication: During Q3 2000

Relative dependencies 

Signature verification is closely related to, and must abide with the principles of a signature policy. In this regard, this work item will use as reference document the signature policy for the electronic signature format. In view of the conformity assessment control of the deliverable, there is a close inter-relation of this area with the work item "Conformity assessment of signature products and services for electronic signatures".

Issues 

None

Title: Profile for qualified certificates 

Purpose

Standardized contents and format of certificates are essential in order to ensure interoperability with regard to the verification of electronic signatures. Work has already been initiated at the IETF on the topic of ” Qualified Certificates ”, and is expected to reach RFC status this year. 

The IETF work provides an international profile that allows further regional profiling, which will be required for interoperable inclusion of statements related to Annex I of the Directive and for implementation of other regional requirements, such as national identity schemes. Example of such statements to be included is the limits on the value of transactions, for which the certificate can be used.

The purpose of this work item is to specify the European Profile based on the evolving IETF RFC.
Relationship with the directive's essential requirements

The standard will provide recommendations for the interoperable use of X.509 certificates as qualified certificates according to the Annex I of the directive. 

Type of Deliverable
ETSI Standard (DES/SEC-0040003) for European profile for Qualified Certificates based on IETF RFC.

Delivery date of first stable draft: September 2000

Availability for comments on the final draft: December 2000

Publication: April 2001

Relative Dependencies

The profile assumes the availability of approved IETF RFC for Qualified Certificates.

Issues 

None

Title: Profile for protocol and format of time stamp based on RFC

Purpose

The importance of time stamps is increasingly recognised in the context of secure document exchange in general and for longer-term validation of such transactions in particular. Standard format and protocol provide for interoperable use of time stamps. Work has already been initiated at the IETF on the topic of ” Qualified Certificates ”, and is expected to reach RFC status this year. 

The necessary data structures will be defined in the IETF RFC. However, it might be necessary to define some profiles in order to reduce the number of options and thus ease interoperability. The present work shall address this requirement. 

Relationship with the directive's essential requirements

This work item falls under the scope of Annex IV of the directive, recommendations for secure signature verification process and environment. 

Type of Deliverable

ETSI Standard (DES/SEC-004004): Profile for protocol and format of time stamp based on IETF RFC.

Delivery date of first stable draft: September 2000

Availability for comments on the final draft: December 2000

Publication: April 2001

Relative Dependencies

Time stamp is an integral part of the standard “Electronic signature formats”. 

The profile assumes the availability of approved IETF RFC for time stamping.

Issues 

None

Title: Conformity assessment of products and services for electronic signatures

Purpose

Evaluation of the compliance of products and services with the legal requirements and the corresponding standards constitutes a condition sine qua non for the standards' full implementation and wide acceptance. 

The compliance assessment is a prerequisite for the provision of services of CSPs and for their subsequent supervision, for the use of signature creation and verification devices and for the trustworthy systems and mechanisms. In other words, conformity assessment, from its both evaluation and certification aspects, is needed in relation to all EESSI deliverables. 

Elaboration of a specific conformity assessment scheme is delegated as separate task to all work areas. However, the purpose of this work item V is to define general principles for conformity assessment and for an overall co-ordination of the conformity assessment process with regard to the electronic signature products and services. The work in this field will primarily examine the use and possibilities of schemes/models that already exist for the conformity assessment of electronic signature products and services. 

Relationship with the Directive's essential requirements

Art. 3 of the directive establishes the legal principles of the conformity assessment: No prior authorisation but system of voluntary accreditation, including self-declaration for CSPs (§1 & §2); criteria for conformity assessment of secure signature creation devices (§3); conformity of signature creation products and trustworthy systems (§5); conformance of secure signature verification devices (§6).

Type of deliverable

A pre-standard in the form of a CEN/ISSS Workshop Agreement (CWA) to take the form of a set of guidelines with the tentative title: "Guidelines for conformity assessment of electronic signature products and services" will be delivered.

Delivery date of first stable draft: End of June 2000

Availability for comments on the final draft: During Q3 2000

Publication: During Q3 2000

Relative Dependencies

The work will be performed in close collaboration with the European co-operation for Accreditation (EA), as well as with other recognised bodies working in this field. 

Issues 

Different assessment schemes have been prepared at national level. The need to study these and develop a harmonised assessment scheme applicable at European level should therefore be stressed.
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