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STF Action in disposition of Comments given in bold

E-mail comment series number 001
********************************************************************
From: Dr. rer. nat. Roland Schmitz, TZ-FE31e, _______
Deutsche Telekom AG, Research Center |/ \|
Am Kavalleriesand 3, D-64295 Darmstadt | |
e-mail: schmitz@tzd.telekom.de

I spotted a few typographical errors in v1.1.2:

Section 5.3.1 a) URL instead of URI
5.3.3: structured instead of structure
5.3.4, third paragraph: someone instead of some one
5.4.6.1, last sentence: An LTES instead of A LTES
6, b) first bullet point: insert "of"


E-mail 001-1 e-mail Reply
STF Reply:

We use URI (Uniform Resource Identifier) instead of URL (Uniform Resource
Locator) as this is a more general form of web reference which also includes
URNs (Uniform Resource Names - location independent web references).

Since, as far as I know, none has yet implemented URNs in their Web browser
the difference is rather academic.
 


STF 147 Action on comment 001: Document updated as per email reply .
E-mail comment series number 002


From Dr. rer. nat. Roland Schmitz, TZ-FE31e, 
Deutsche Telekom AG, Research Center |/ \|
Am Kavalleriesand 3, D-64295 Darmstadt | |
e-mail: schmitz@tzd.telekom.de
Comparison of German Digital Signature Law and the ETSI Standard RTF document (attached as reference 1)



STF 147 Action on comment 002 : No change was required to the ETSI document

E-mail comment series number 003
From: Anders Rundgren [mailto:anders.rundgren@jaybis.com] 
Sent: 24 September 1999 21:52
 Subject: Re: Call for Comments on draft ETSI Signature Standard

Q1: I wonder what ETSI is planning for signed XML documents that may become more common than CMS in the business world?
As I understand it. W3C has defined formats for this.

Q2: Should it not be of some value for tracing purposes if a signing certificate residing in a smart card optionally contains a reference to a serial number (PAN) printed on the surface and residing in the chip? This is a part of the SEIS format.


E-mail Reply 003-1 Q1 from Ernst G Giessmann

I think that the question XML or CMS is more or less a question of the language you are describing an electronic signature. If the W3C is ready and the signature formats include non-repudiation properties then a reformulation in XML terms should be easy, isn't it.



E-mail Reply 003-2 Q1 from J Ross

The question of using CMS or "XML Signatures W3C" will depend on which type of signature syntax becomes more widely used. The current document is based on CMS, but the basic ideas could be used with the W3C XML signatures. However, that would be covered by a new document. If you think the XML signature market is mature and ready for an XML version of the ETSI electronic signature, then this could be a future work item for the ETSI TTP
group and covered under a new STF.

I see no major  technical difficulty in doing the work, if and when the
market is ready for such a document.



E-mail Reply 003-2 Q2 From Denis Pinkas  

The draft document does not mandate the use of smart cards. Indeed, using smart cards is much better than not using them.

More comments
More than one document will be needed to implement electronic signatures. Companion documents will describe profiles for certificates. An example of such a document is being worked on in the IETF PKIX WG under the name of "Qualified Certificates". Since your proposal is targeted to the banking world, it would be appropriate for the banking community to specify such a profile.



Reply  from Denis Pinkas

In principle the ETSI document will be able to use any of these profiles. 

STF 147 Action on comment 003 : references added to  xml-signatures working documents  in bibliography

E-mail comment series number 004, with inline replies
 Comments from Stephen Farrel 

Baltimore Technologies,   Dublin 2, Ireland.  

mailto:stephen.farrell@baltimore.ie

Comment 004-1
Timestamping.


 Original Comment from Stephen Farrel: 

As currently specified it appears that its only possible to know that a document was
signed *before* a given moment. Are there not applications (e.g. lottery, auction, voting) where it can be important to know that a document was signed *after* a given moment? This could be easily achieved by specifying how a timestamp over the signed user data could be included as a signed attribute.

Denis reply; 

We are not dealing with lotteries and the like. We are only using
Time Stamping to solve the problem of the compromission of various
keys, with the most likely being the compromission of the key from
the signer.

Stephen Farrel  reply to Denis: 

Fair enough. But it would be quite useful to define a signedAttribute

type which contained a timestamp containing a hash of the signedData

so that these types of application (and others yet to be invented)

would be covered. It wouldn't even take much work:-)

Denis 2nd reply

The number of useful attributes has been limited to the minimum
that was strictly needed. For every additional attribute that would
be added, the signature policy would have to deal with it. 

Stephen Farrel  reply to Denis: 

There is another reason to do this, basically the inclusion

of such a "before" timestamp as well as an "after" timestamp,

constrains the signing to having occurred within a time window

which was determined by the TSAs. 

Denis 2nd reply to Denis

The "before" time stamp would need to be signed, which means that an
on-line connection would have been needed. The design is such that
all signatures can be generated off-line. This has been a very
important concern.

Stephen Farrel 3rd  reply:
 I'm not 100% sure, but I think this may make production of evidence (from an archive)
 somewhat simpler in some cases, e.g. if certificates can be put on hold, then the window means that all CRLs issued just  spanning the window (and all here is likely to be small) can be produced as evidence that the cert was never on hold around the time of signing. 


Denis 3rd reply
The problem "on hold" does not need this addition to be solved. The verifier anyway needs to be able to get a CRL WITHOUT the certificate identifier of the signer. He may have to wait some time, but once he gets it, this is sufficient. 

Stephen Farrel  reply
Without the "before" timestamp, it could be that the signature was applied during a time
when the cert was on hold, and the "after" timestamp was only applied once the hold was released.


Denis 2nd reply
As said above, this does not matter: it must only be proven that the
certificate was valid at the time of the signature. So getting a CRL that is later where that certificate is not revoked is sufficient.

STF 147 Action on comment 004-1 : No change was required to the ETSI document



Comment 004-2
Original Comment Stephen Farrel :

Redundant text

 I can't see why text is reproduced from X.509 and rfc2459, etc. - it just opens up the possibility for future mismatches. I'd recommend incorporation by reference only, with the possible exception of informative annexes.


Denis reply
We placed that information in order to avoid to look at various
documents to *understand* the draft document and thus to save time.
If you want to *implement* you shall use the referenced document
themselves. Since you raised the issue, I believe we should be more
explicit about this.



STF 147 Action on comment 004-2 : No change was required to the ETSI document

Comment 004-3

Attribute Trust Condition

Note that PKIX's AC profile contains an aaControls sytnax which overlaps with this. Also, this definition seems ambitious and,I suspect, may have to be changed due to implementation experience (esp. Certificate TrustTree - AFAIK, there's no wide implementation experience of this kind of thing).

Roles
AttributeCertificates can contain more than role information which may be relevant to signatures (e.g. monetary limits). Also, where is "role" defined (note that there is a definition in  PKIX's profile).

Denis  reply
I would not consider "monetary limits" as a role. It may be, certainly be a useful attribute. If this attribute is introduced as a "standard attribute" it could be later supported and also included in the signature policy. It seems to early at this time to support it.

STF 147 Action on comment 004-3 : The  PXIX documents added to bibliography)



Comment 004-4
Original Comment Stephen Farrel 

Operational protocols

Note that the PKIX AC work will also include an operational protocol for AC retrieval, as well as an the required LDAP schema for ACs.

STF 147 Action on comment 004-4 : The  PXIX documents added to bibliography 
Comment 004-5

Original Comment Stephen Farrel

Cert mgt. (section 12.2)
Why are both CMC and CMP mandated? It would be sensible to pick one over the other or allow both (preferable) but mandating both is wrong.

JR reply: 

It was not intended to mandate any management protocol. 

Conclusion of discussion agreed with Stephen Farrel 

I guess its probably better for ETSI to be agnostic on the 
CMP and/or CMC issue, since there are differing opinions in
the community as to which to use and its not a crucial issue
for this work

STF 147 Action on comment 004-5 :  Text has been changed  to make the ETSI document neutral on the CMC and CMP issue, allowing either protocol to be used.

Comment 004-6

AttributeCertificate
Original Comment Stephen Farrel

PKIX is also profiling attribute certs. While this work may not be complete in time for the ETSI schedule (the PKIX AC work is scheduled to go to proposed in Spring '00) it might be useful to include some reference to this work. (OTOH, since the PKIX timestamping work is referenced, and its possibly delayed on IPR issues, perhaps the PKIX AC work may complete in time).

STF 147 Action on comment 004-6 : The  PXIX documents added to bibliography 
Comment 004-7
AttributeCertificate Revocation
Original Comment Stephen Farrel

One new comment, given that ACs can be included with the signed formats, you may need to make some room for AC revocation lists and/or OCSP responses about ACs. This probably doesn't require any syntax changes, but may affect the description of validation (i.e. its no longer true that everyone who issue a revocation list has to have the "isACA" basicConstraint set). In any case, its probably worthwhile highlighting it since implementers may not be aware that this can happen.

Note: I'm not advocating use of revocation for ACs here, just noting that others will, (say if they're also used for S/MIME purposes), and that this may require a little
bit more text in the document.

STF 147 Action on comment 004-7 : The  PXIX documents added to bibliography 
Comment 004-8
Original Comment Stephen Farrel

Current practice (see pkcs#7) calls for the signer to include the signingTime attribute, containing the signer-chosen UTCTime. As you say, this is not reliable, but neither is it a timestamp in the sense I was using the term.


I meant a timestamp like a PKIX TimeStampToken (TST), which is signed by a Time Stamp Authority (TSA). My original point was that the spec only mentioned inclusion of TSTs which are generated after signing has occured. I was pointing out reasons for wanting to allow TSTs generated before signing, as signed attributes

 Reply form Denis

If I understand you correctly whereas all other signed attributes described under the
BES are mandatory, you would like to have an *optional* signed attribute that could include a time stamp. So you could say this signature was done after that (signed) time.

Is this a correct way to understand your concern ?


Reply to Denis from Stephen Farrel
Spot on. In addition to helping with evidence production, I suspect that it may open up a new range of apps.

STF 147 Action on comment 004-8 : New attribute has been defined to meet this requirement.

E-mail comment series number 005 and inline replies from STF members
From: Michael Zolotarev <mzolotarev@BALTIMORE.COM>
 Date: 29 September 1999 03:35

Comment 005-1


4.5. Would be very useful to insert the upper blocks of the Fig1,Fig2, Fig3
and 4 in there, to help visualising components of the BES, TES, CES and
various XES.

JR reply:

 I agree and will try to do something along those lines in the final version

STF 147 Action on comment 005.1 : The ETSI document has been updated to reflect changes in this area using the new abbreviations 

Comment 005.2

4.8 "The Digital Signature is the digital signature over the signed(!) user data plus ...". Sounds neither terribly good or right.


JR reply: how about the following text:
"The Digital Signature is the digital signature over the following attributes provided by the signer:

-  Hash of the user data 

· Signature Policy id

· Other signed attributes (e.g. signing time).

STF 147 Action on comment 005.2 : The ETSI document has been updated to reflect agreed text above. 

Comment 005.3

4.10. Immediately after the Fig1: "after receiving the  BES …the validation
process shall at least add a timestamp... The validation  process may also validate the electronic signature...". Should it be another way round?


JR Reply: 

The issue is that at the time the BES is first processed all the data to validate the signature (i.e certs, crls, etc.) in  accordance with the signature policy requirements may not be available, so the verification process cannot validate the electronic signature in total. The actual digital signature value can be checked and should be.  In summary, the digital signature may be checked at that time, but the "electronic signature" cannot be verified until CES. I will  try and add some text to make that clearer.

STF 147 Action on comment 005.3 : The ETSI document has been updated to reflect changes in this area. 

Comment 005.4

After Fig.4: "After a significant period, when the algorithms..." It could be not significant at all - we never know. I'd rather say "Should the algorithms ... be compromised or rendered vulnerable in the future..."

JR reply: 

I agree we should reword this along the lines you propose, but the meaning is unchanged.

STF 147 Action on comment 005.4 : The ETSI document has been updated to reflect changes in this area. 

Comment 005.5

5.2. typo. "ARE described in a box area".

JR reply: 

I agree

STF 147 Action on comment 005.5 : The ETSI document has been updated to reflect changes in this area. 

Comment 005.6

5.3.1. "by signing .. the hash of the Signature Policy". We already signed the policy identifier. Why do we need to sign the hash?


JR Reply: 

The attribute that is signed over is defined in  clause 8.9.1, which has an OID as the policy identifier and a hash of the  binary encoding of the signature policy. so signing over the signature policy  identifier actually signed over both.


 Comment 005.6 (Cont.)
More to it: the binary encoding used by both parties may be the same, but the descriptive part of the policy may be different ( translated into  various languages, etc) - so the hash would not be the same.


 JR Reply: 

That is why there must be one definitive encoding of the signature policy, which gives one hash value. If a signing policy is in several languages, which results in more than one binary value then  there must be one language and one binary value which is agree as the  definitive version for the purpose of calculating the hash.

STF 147 Action on comment 005.6 : No change required.

Comment 005.7

5.3.4. The same 'bad' CA, that issued a certificate with  somebody's public key, could've issued a cert with somebody's certificate identifier (and the PubK). So the substitution attack would be still possible. Attaching the cert AND a signed hash of the cert can help.

JR Reply: 

That is why the signer must signed over the Signing  certificate Attribute, see clause 8.8.1.



STF 147 Action on comment 005.7 : No change required

Comment 005.8 

5.3.2. "An application specific explicit commitment ....". Whole paragraph is very difficult to read. Almost impossible to get the meaning. Needs to be rephrased, I think.

JR reply :OK how about:
" An explicit commitment made by the signer indicated by the type of data
being signed over. Thus the data structure being signed can have an
explicit commitment within the context of an application (e.g. EDIFACT
purchase order)."

5.3.3. Signed Content. (5.3) is 'Basic E Signature components'. SignedContent is not a component of the 'basic E Signature', isn't it? So it should not be (5.3.3).

JR reply : 

OK how about: If we change the title to
"Information being Signed"
and reads
"Information being Signed may....." Will that be better?

Michael Zolotarev  2nd reply: 

It is still not a part of the (5.3 Basic E Signature components) - the
content is not part of the signature. It is part of the signed document. So
either the (5.3) should be renamed into "Basic components of electronically
signed document", or (5.3.3) should be taken out of (5.3) at all.

STF 2 nd Reply: 

OK, we see your point, One option is move 5.3.3  to before 5.2.
would that be OK.

Also, to avoid complete renumbering the existing 5.1 could be merged with 5.3.1.

Michael Zolotarev  3rd  reply 

You mean to move some text from 5.3.1 to 5.1? Or probably to port some text from 5.3.1 to 5.1 and get rid of 5.1? Both is fine.


STF 147 Action on comment 005.8 : Text has been updated and  restructured, although  slightly different from the above proposal

Comment 005.9


5.3.6. Should be "Signer location"?
JR reply : 

OK, I agree that would be better

5.4 The title is not quite nice. "Other ... additional".
JR reply : 

OK, I will think about that.

5.4.2. 1st paragraph. a typo: "..obtain either this CRL. If is
obtained...".
JR reply : 

Agree, thanks

5.3.4. 1st paragraph. typo. "...fetch either this OCSP response".
JR reply : 

Agree, thanks


5.4.5. 2nd par. "...all the certificateS...".
5th par. Badly phrased. Suggestion: "Timestamping a digital signature (by sending a hash of the signature to the TSA) before the revocation of the signer's private key, provides evidence that the signature has been created before the key was revoked".

JR reply; 

happy with your proposal


6.
3rd par. Badly phrased. suggestion: "...as providing commitment, then the signer explicitly agrees with terms and .... part of the data being signed".
4th par. last sentence. "the data used" - should be "the rules used"?
6th par. "on the USE of"
8th par. Do we have to mention the hash of the policy here? (JR reply. On reflection this does not add any value here)
9th par. Validation box. A new term? I understand what you mean, but why not to use a 'validator'?

JR reply; 

happy with your proposal


Further down, listing what's in the validation policy - "The date and time when the signing policy comes into force". What about expiry? Should we call it just a validity period. latter in the text (6.2) it says about exactly it..So 'Signing period' may be better called 'validity period".

JR reply;  

We use the term Signing period because the policy is still valid for verification after the expiry. so not happy to change.

6.2. "Field of application". "Scope" probably sounds better. (JR reply. On reflection this change has not been done, we think scope is too broad a term to be used here)


6.8. The title. " ..to be followed .."?

7.1. 1st par. "..shall be verified identifies that entity." ????

JR reply: 

OK


STF 147 Action on comment 005.9 : Text has been updated 


Comment 005.10 


Now, about definition for Digital Signature: How about that "A digital signature is a product of a mathematical operation(s), which involve the signer's private key and the data which needs to be 'signed'. The 'data', submitted for signing, contains the actual message, provided by the signing
entity (i.e. a document or a record), and optional attributes, pertaining to the signer's environment and signing process itself."

JR reply:

Sorry, I do not understand what are you proposing we change. 

Michael Zolotarev  2nd reply: 

In my first set of comments, I've pointed out that the definition of the "digital signature" in 4.8 is not very, hmm, nice. You've asked if I can come up with an alternative. So I did. Here it comes again: "A digital signature is a product of a mathematical operation(s), which involve the signer's private key and the data which needs to be 'signed'. The 'data', submitted for signing, contains the actual message, provided by the signing entity (i.e. a document or a record), and optional attributes, pertaining to the signer's environment and signing process itself."


NP reply
As far the definition of digital signature in 3.2 we have taken the definition from 7498-2. Whether this is a good definition or not is not our concern. It does describe what we mean by an electronic signature so it is sufficient for us.

As to 4.8 this text aims to describe the scope of the digital signature not to define the term.

It may be better worded as:
"The Digital Signature is applied over the signed data ....."


STF 147 Action on comment 005-10 : the definition used is from ISO 7498-2, the STF has decided to keep the ISO definition. Clause 4.8  has been reworded.


E-mail comment series number 006 and inline replies

 From: Phillip H. Griffin <asn1@MINDSPRING.COM>
 Date: 29 September 1999 15:59
 Subject: Re: Call for Comments on draft ETSI Signature Standard


Following are comments on the "Draft ETSI ES 201 733 V1.1.3 (1999-09) 91", Annex A ASN.1 Definitions in the ASN.1 module "ETS-ElectronicSignature".

= Type "ContentType" is illegally redefined in this ASN.1module. It is first defined just after the definition  of type "ContentInfo", then later after the definition of type “EncapsulatedContentInfo", then again after the comment text "CMS Imported Mandatory Present Attributes".

= This module illegally mixes 1988 and 1997 ASN.1 syntax by using the deprecated "ANY" and referencing types that  are not defined in the 1988 or 1990 ASN.1 standards, such as types BMPString, UniversalString and UTF8String. There is no version of the ASN.1 standards that support this syntax. Note that neither "ANY" nor "ANY DEFINED BY" are part of the current ASN.1 standards.

= Type "Hash" is illegally redefined in this ASN.1 module. It is first defined just after the definition of type "ESSCertID", then later after the definition of type "CRLListID".

 = Type "HashAlgAndValue" is illegally redefined in this ASN.1 module. It is first defined just after the definition of type "ESSCertID", then later after the definition of type "CRLListID". NOTE: Same for the redefinition of type "HashValue".

= Type "DirectoryString" is used as a parameterized type  (as defined and used in both the current and in recent versions of the X.500-series standards, when it is used as in "DirectoryString {ub-name}". Note that parameterized  types are not defined in the 1988 and 1990 versions of
the ASN.1 standards. These old versions of ASN.1 are in  maintenance on the OSI maintenance site, and the use of MACROs has been deprecated. For more information, see
http://www.furniss.co.uk/maint/.

 Parameterized types are defined in X.683, as part of the  current ASN.1 standards:

X.683:ITU-T Recommendation X.683 (1997)|ISO/IEC 8824-4:1998, Information Technology - Abstract Syntax Notation One (ASN.1): Parameterization of ASN.1 Specifications

NOTE: Not using the parameterized form of DirectoryString {}
makes several of your ASN.1 definitions difficult to read,
modify and maintain. For example, equivalent definitions
 to the verbose syntax used in this ASN.1 module can be
 made for the following:

X520name ::=
DirectoryString { ub-name }

X520CommonName ::=
DirectoryString { ub-common-name }


X520LocalityName ::=
DirectoryString { ub-locality-name }

 X520StateOrProvinceName ::=
DirectoryString { ub-state-name }

X520OrganizationName ::=
DirectoryString { ub-organizational-unit-name }

 X520OrganizationalUnitName ::=
DirectoryString { ub-organization-name }

X520Title ::=
 DirectoryString { ub-title }

These simple parameterized type references also provide a benefit for implementations that your DirectoryString CHOICE type references, with their fixed length MAX size strings does not. Each of the parameters shown above control the lengths of valid strings and allow implementors to make efficient allocation decisions that also serve to facilitate interoperability.

= The object identifier name "id-etsi-es" defines the base OID arc used in this standard. This name could be used to  simplify the subsequent object identifier assignments to improve the ability to read and understand the ASN.1, by  changing these object identifier definitions to

id-etsi-es-modules OBJECT IDENTIFIER ::=
{ id-etsi-es modules(0) }

id-etsi-es-att OBJECT IDENTIFIER ::=
 { id-etsi-es attributes(1) }

id-etsi-es-signaturePolicyQualifiers OBJECT IDENTIFIER ::=
{ id-etsi-es signature-policy-qualifier(2) }


id-etsi-es-commitmentType OBJECT IDENTIFIER ::=
 { id-etsi-es commmitmentType(3) }

id-etsi-es-IDUP-Mechanism-v1 OBJECT IDENTIFIER ::=
{ id-etsi-es idupMechanism(4) etsiESv1(1) }

= Type "Time" is illegally redefined in this ASN.1 module, once after the definition of type "SigningTime", and  again after the definition of type "Validity".

= Type "IssuerSerial" is illegally redefined in this ASN.1 module, once after the definition of "ESSCertID" and again after the definition of "AttCertIssuer" (which does not match the initial definition). Note that these types could be given the same name so long as they are defined in distinct modules and references to them are made unambiguous.

 = Please add a comment to the "END" statement to make it easier for readers to identify the module, such as

END -- ETS-ElectronicSignature --

 = Type "Integer" is not defined, and should probably be written as "INTEGER".
= Types "CertPolicyId", "AttributeValue", "AttributeType"
 and "GeneralNames" are all illegally redefined.

STF Reply to above comments.
We agree in the ASN.1 definitions there is a mix of 88 and 97 versions of  the ASN.1 syntax, this has come about mainly because the main text in the document wanted to be "stand-alone" and not refer to lots of other documents. Hence in annex A, which is the formal definition of the ASN.1 module we have also repeated ASN.1 syntax imported from other documents which use different versions of ASN.1. This may also be the cause of many of the repeated definition of syntax. We agree that this is not good idea for Annex A.

We intend to resolve most of your comments in the following way.

1 In the definitive ASN.1 (i.e Annex A) we will only import ASN.1 which is defined elsewhere.

2 The new ASN.1 defined by this ETSI standards will only use version 88 ASN.1 (this is currently the case).

3 Where we have extended the definition of an attribute, we will give it a new OID and when necessary slightly change the syntax.


4 Correct any minor syntax errors you identified (we did run it through a syntax checker but may have missed some things).

We think the above will deal with most of the problems you have identified.


Once we have done that can we send you an updated version of Annex A for you to check that your comments have been addressed adequately?

Other Phillip H. Griffin comments

Recent comments about errors in tagging (EXPLICIT) reminded me of a particular concern with the current ASN.1 module in this standard. The module definition statement relies on the default of "EXPLICIT TAGS". This will certainly cause interworking problems unless corrected.

Many of the types defined in the one ETSI module are defined in the ASN.1 modules of other standards that specify a default of "IMPLICIT TAGS". In particular, the PKIX CRMF module and the CMS module both default to IMPLICIT. In order to correctly specify types from such works without causing confusion, this standard should use at least two ASN.1 modules, one for EXPLICIT and another for IMPLICIT tags.



STF 147 Action on series  comment 006 : 

1. Imports are now used

2. Two modules have been defined  using the 88 and 97 syntax

3.  EXPLICIT tagging has been used

E-mail comment series number 007 and inline replies


From: Richard.SCHLECHTER@DG13.CEC.BE 
Date: 29 September 1999 14:45
Subject: Re: Call for Comments on draft ETSI Signature Standard

 I am within the Information Society DG responsible for the Electronic Signature Directive. I would like to briefly comment on the draft ETSI report published under

http://www.etsi.org/sec/el-sign.htm

The reference to the Commission Directive on page 23/24 needs to be up-dated. The version you are referring to is an old version. On 28 June 1999 the European Counciml adopted a Common Position (see attached document) on the Directive. In particlar, there are significant changes in the new text regarding the definitions you are referring to.

Since this will be the European Framework for the future national legislation concerning electronic signatures it would be useful if the ETSI report would use for example the same or at least similar definitions.


STF 147 Action on series comment 007: The directive has been added to the bibliography, the text has been changed to not refer to a specific version of the directive text, because the final directive is likely to be approved before the ETSI document completes ETSI member voting. This avoids the ETSI text becoming out of date.

E-mail comment series number 008 and inline replies


From: Rich Ankney <rankney@EROLS.COM>

Date: 30 September 1999 19:53

Subject: Re: Call for Comments on draft ETSI Signature Standard

Comment 008-1
There is some confusion, in Section 9, about whether the various timestamp-token attributes may be multi-valued.  This should be clarified.  E.g. (per 5.4.9) it>seems the basic signature timestamp (9.1.1) may have multiple values (or the attribute itself can be present multiple times).  Similarly for the AES timestamp.

JR reply: 

I think the TES  timestamp should be single valued, but the AES

multi-valued.

STF Action: The STF has now decided to make both ES-A and ES-T Multi-valued to support several TSAs,.

Comment 008-2
In 8.8.2, the hashAlgorithm in HashAlgAndValue shouldhave a DEFAULT value of { id-sha1, NULL }.

JR reply: 

I Agree

STF Action: As there are other comments dealing with this issue, so the STF have defined two  attributes.  One for ESS compatible and is imported from ESS. The other  is an ETSI defined attribute and meets the requirements for supporting alternative algorithms to SHA-1, and thus includes an algorithm identifier .

Comment 008-3
In 8.9.1, should other sigPolicyQualifiers be allowed (in addition to spuri and userNotice)?

JR reply : 

YES they should

STF Action: the constraint limiting to the two qualifiers have been removed, which allows others to be defined in the future.

Comment 008-4
In 8.12.3, the SignerAttribute choice needs to be explicitly tagged.

JR reply :

OK

STF Action: DONE

Comment 008-5
In 9.1.1, does the message Imprint hash include the tag and length octets of the signature field?

JR reply :

No

STF Action: No change required

Comment 008-6
In 9.2.2, other types of revocation mechanisms should be allowed.  This includes other types of OCSP responses, as well as completely different mechanisms.

JR reply :

 I Agree

STF Action: DONE

Comment 008-7
Also in 9.2.2, the ocspIssuedTime should be of type GeneralizedTime.

JR reply:

OK

STF Action: DONE, Also changed to use exact same structures as in OCSP header.

Comment 008-8
In 9.3.2, the fields of RevocationValues should be explicitly tagged.

JR reply: 

OK

STF Action: DONE

Comment 008-9
In 11.4, should there be a prohibition on multiple rules for the same commitment type?

JR reply: 

Yes

STF Action: DONE

Comment 008-10
 Also, the last two fields of CommitmentType should be explicitly tagged.

JR reply: 

Agree

STF Action: DONE

Comment 008-11
In 11.5.1, should all of the fields in SignerRules be OPTIONAL (vs. having DEFAULT values)? This would allow "don't care" semantics for each field, which seems useful.  Also, would it be useful to specify optionally present and prohibited attributes?

JR reply :

Agreed ,some would be better optional.,

STF Action:  The externalSignedData has been changed as don’t care has relevance.

Others are not change because they specify minimum requirements.  If don’t care then minimum requirement can be empty list or none.

Comment 008-12
In 11.6.2, other mechanisms for revocation should be allowed.  This includes other types of OCSP responses, and completely different mechanisms.  There might also be a need to be more specific concerning CRL requirements (full vs. CDP vs. delta-CRLs vs. combinations thereof).

At the other extreme, could the requirements consist of simply a freshness requirement (i.e. certificate status no more than N hours old, regardless of the mechanism used)?  I'd be glad to help work out the ASN.1 for this.

JR reply :

 I agree

STF Action: DONE

Comment 008-13
In 11.9, the last three fields of AttributeTrust- Condition should be explicitly tagged.  Also, in HowCertAttribute, the first field should (I think) be "pkCert" rather than "claimedAttribute".

JR reply: 

OK

STF Action: Alternative change made, updated to match choices in 8.12.3 

Comment 008-14
In 11.11, there is no criticality flag for extensions. This section should state that a signature validation will fail (i.e. policy is "rejected") if an unrecognized extension is encountered.

JR reply :

 I am not sure if we need one, as any extension could be regarded as critical

STF Action: No change: this specifies minimum requirements that must be supported for a valid signature under the policy.  The signature policy isn’t there to specify things that may be done if wanted.

Comment 008-15
14. In 12.2.3, CMC also has revocation request and response messages.

JR reply: 

OK we may need to rethink this.

STF Action: Change made to allow for CMC and CMP

E-mail comment series number 009 and inline replies
From: Peter Sylvester <Peter.Sylvester@EDELWEB.FR>
 Date: 01 October 1999 17:30
Subject: Re: Call for Comments on draft ETSI Signature Standard


Comment 009-1
8.6.3 seems to confuse the ESSCertId and the SigningCertificate attribute.


The hash value of an ESSCertId is not an optional element, when an rfc2634 client parses the extended version of ESSCertId as defined in the text, it cannot detect a hash if the sequence choice is used. I am not sure whether this extension of a definition (which is not just adding additional values) is a good way of doing things.


STF Reply : 

We agree with the comment that 8.6.3 needs updating to use SigningCertificate attribute instead of ESSCerdID (which isn't the attribute but the syntax inside the attribute).


As to comments relating to 8.8.2, the ESS attribute on which this is based only supports SHA-1. The ETSI document aims to allow for alliterative algorithms, hence the CHOICE has been added. we don't see how we can resolve this any better if we are to meet the need to support other hashing algorithms. As it is at the moment with the CHOICE it is interoperable protocol to ESS when SHA-1 is used. The other alternative is to define a new attribute under the ETSI arc, but that raises more interoperability problems with implementations that support the ESS attribute.



STF Action: As there are other comments dealing with this issue, so the STF have defined two  attributes.  One for ESS compatible and is imported from ESS. The other is an ETSI defined attribute and meets the requirements for supporting alternative algorithms to SHA-1, and thus includes an algorithm identifier .

E-mail comment series number 010 and inline replies

From: Gy rgy Endersz [mailto:Gyorgy.G.Endersz@telia.se]
Sent: 15 October 1999 16:54
 Subject: Comments from Mr Boulle


Comment 0010-1
During a recent contact with Claude Boulle, chairman of the EESSI Steering Group, he suggested to indicate correspondence between signatures listed in  the expert report, page 27 (table), and specified in the ETSI draft, respectively. In addition, he is suggesting to make the correspondence more visible in our draft. Besides the qualified signature also the "General el.sign." seems to be of interest. Maybe we need a table, too?


As we specify different alternatives it may not be obvious for the lesser
initiated reader how to relate.

Comment 0010-2
Mail text From: Mr Boulle

In my capacity of Chairman of the EESSI Initiative, I would like to
bring to your attention the following EESSI comments on the Draft ETSI ES
201 733 V1.1.3 :

1. Although ETSI ES 201 733 V1.1.3 is not in conflict with the Directive, It covers an objective which goes far beyond the minimal requirements of the objective;

2. EESSI has been very cautious in its objectives to propose at this stage three implementation frameworks or classes (reference paragraph 4.2 of the EESSI report " Classes of Electronic signatures for standardisation", compliant with the Directive in line with its requirements;

3. In such a way to improve the visibility of correspondence between the three implementation classes presently proposed and ETSI ES 201 733 V1.1.3, EESSI requests that ETSI includes in ETSI ES 201 733 V1.1.3 an explicit description of its contribution to the EESSI objectives under the form of the elements of ETSI ES 201 733 V1.1.3 which applies to each of the
referenced classes;

4. It is of utmost importance for the EESSI initiative that when ETSI references its contribution to EESSI, this is done in relation with its contribution to the EESSI classes.


STF REPLY

From: György Endersz <Gyorgy.G.Endersz@telia.se>
 Date: 28 October 1999 12:45
Subject: EESSI chairman's request

The correspondence between signature classes of the EESSI expert report (see table) and signatures according to the ETSI ES 201 733 will be clarified and made explicit in the informative annex, which deals with the relationship to the Directive. The next version of the draft, to include also this update, is due for the 23 November meeting of the ETSI ESI WG. 

In order for the expert report to become visible in the standard there is a need for a stable, long-lasting reference where the report is available for the users of the standard during its lifetime. I'm asking for your kind support to find or create such a reference."
 
STF Action: Text has been added to clarify the relationship between the ETSI standard, the directive and the ES requirements in the EESSI report.

E-mail comment series number 011 and inline replies

From: Elzbieta Andrukiewicz <E.Andrukiewicz@ITL.WAW.PL>
To: EL-SIGN@LIST.ETSI.FR <EL-SIGN@LIST.ETSI.FR>
Date: 19 October 1999 08:03
Subject: comments



Comment 011-1


See .pdf file with comments on ETSI Electronic Signature Draft Standard. (Reference 2 attached)

STF response : 

We proposed to resolve the main issue you raised by adding a note to the ETSI definition of ES in section 3 along the following lines:

"Note: Electronic Signature as defined in the current document is a form of advanced electronic signature as defined in the European Directive on a community framework for electronic signatures."

STF Action: The new  text has been added.

Comment 0011-2
2nd comment from Elzbieta Andrukiewicz :

I am afraid that this note does not address the problem in satisfactory way. What I wanted to point out is that the definition included in the ETSI standard has significant extension when comparing with the definition taken from EU Directive. The main issue is what the term 'electronic signature' really means. When ES contains more than data for authentication of the entity who claims to be a creator of the message (validation data obtained from TTPs, for example) the question appears, who is responsible for ES? It in not only symantic problem - in case of an argument it could be a legal one, too. As in an example given in the document I sent before: when the notary validates my hand-written signature with his notary seal, does it mean that the 'advanced hand-written signature' contains my signature an the notary seal? In my opinion, not. I can say, that my signature now is validated because the link between the signature and validation data is clearly established. I think we should discuss this problem.

STF reply
Proposed re-wording of 4.4 3rd Para:

"The BES satisfies the legal requirements for advanced electronic signatures as defined in the European Directive on electronic signatures (see Annex C for further discussion on relationship of the present document to the Directive). It provides basic authentication and integrity protection and can be created without accessing on-line (timestamping) services. However, this form of ......."

Proposed re-wording of 4.9 Para 3 & 4:

An Invalid response indicates that either the signature format is incorrect or that the digital signature value fails verification (e.g. the integrity checks on the digital signature value fails or any of the certificates on which the digital signature verification depends is known to be invalid or revoked).

An Incomplete Validation response indicates that the format and digital signature verifications have not failed but there is insufficient information to determine if the electronic signature is valid under the signature policy. This can include situations where additional information, which does not effect the validity of the digital signature value, may be available but is invalid. In the case of Incomplete Validation, it may be possible to request ....

STF Action: The new  text has been added.

Comment 011-3

3rd comment from Elzbieta Andrukiewicz

Changes you proposed are acceptable and address partly my concerns.

See below:


The proposed approach is based on clear distinction between electronic signature (in the form of BES) itself and set of data used for in validation process. This idea is presented in the figure below, as an example of validation process completed by using time-stamped data and certificate & revocation data. (This figure is equivalent to the figure 1 in para 4.10 of the Draft. Similar sequence can be made for every process described in 4.10.)
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There is only one electronic signature in the validation process – BES. The BES is linked to other data objects (i.e. BES with time-stamped validation and BES with complete validation) and the relationship between them is clearly established. The separation between ES and validation data should be made for the following reasons:

· when we have only one electronic signature it is obvious that it has been created at the certain time (or before certain moment) by the signer and nobody else,

· other validation data can be supplied by the signer, verifier, and/or other participants of the validation process, so they are different objects than ES,

· it reflects the traditional way of validating hand-written signature – the validation data is linked (not included in) with the signature

· the object defined in the Draft is called ‘signature’ (Complete, Time-stamped, Extended etc.) but, in fact, it is not the signature in the meaning of the Definition from EU Directive, for example.

This is fundamental to understand my point of view. Further details should be worked out but only in case you share this way of thinking. In that situation the whole document should be reviewed and several changes should be made. In Definitions, in chapter 4 (4.4,  4.5, and 4.10) , 8 and 9 (some changes in data formats) to mention only the major ones.

I know that it differs from the approach presented in the Draft.  But according to the schedule this is the last chance to review it. 

STF Resolution to Comment 011-3 , 

Revised text clarifying that the BES is the only electronic signature,  TES, CES (and the rest) are just ES with additional data,.

Note: A revised draft version was produced by the STF and commented on by Elzbieta Andrukiewicz.

SFT Action :  The issue has been resolved by clarification that the BES is the  only electronic signature,  TES, CES and the rest are just ES with additional data, the terminology has also been change .

BES = ES

TES = ES-T

CES = ES-C

XES = ES-X

AES = ES-A

(NOTE:  The following additional comment form Elzbieta Andrukiewicz based on  draft updated version:
“At first glance it suits me. It is what exactly I wanted to see. Moreover, taking into consideration vary late comments from other folks (especially Peter Sylvester's 2 texts) it would be better to separate validation data which can be constantly changing from the core – ES”. 
Figures in 4.10 still need some adjustments. 
Also, In this new situation 4.8 should go before 4.5.)

SFT Action :  Pictures have been added and terminology changes, also text have been moved and improved.
 

E-mail comment series number 012 

From: IS15b <Judith.Herchenbach@REGTP.DE> J. Schwemmer
 Date: 29 October 1999 15:50
Subject: Comments on "Electronic signature standardisation for business transactions ETSI ES 201 733"

Comment 012-1
With respect to the "Directive on Electronic Signatures", which passed the Europeen Parliament this week, the Draft Standard "Electronic signature standardisation for business transactions ETSI ES 201 733" needs to be reconsidered.

The EU-directive binds legal consequences, e.g. equivalency of electronic signatures with hand-written signatures, to the fulfilment of certain requirements which are referenced in the Article 5 (1).

The fulfilment of these requirements can be linked to the confomity of Electronic Signatures (or Signature Products) with standards, that need to be referenced by the "electronic signature committe" according to Art. 9,10.

The EESSI experts team suggested a number of standards to be referenced by said "electronic signature commitee" including ETSI ES 201 733 that will fulfill the requirements laid out in the "Directive on Electronic signatures" and the Annexes I, II, III.

RegTP fears that the ETSI ES 201 733 Standard does not fulfill said requirements. Therefore substantial input and changes will be necessary.

Detailed comments to be delt with during the next meeting will be provided.


SFT Action : No change can be made without specific comments., see also  series 2 comments above.


E-mail comment series number 013

From: Alvaro de la Escalera <aescalera@FNMT.ES>
To: EL-SIGN@LIST.ETSI.FR <EL-SIGN@LIST.ETSI.FR>
Date: 26 October 1999 08:10
Subject: Re: Call for Comments on draft ETSI Electronic Signature Standard

Comment 013-1 

I've had the opportunity to review the draft and I've found it to address clearly the different formats and protocols related to electronic signatures. The only "but" I have about it is the lack of a standard format for Attribute Certificate Requests. I know that Attribute Certificates is a dangerous area, and I have no idea about any previous work regarding its requests, so I think this is a work that have to be faced (by yourself inside the document, IETF or others).

Denis reply

“The ETSI draft document does not contain everything needed to deploy digital signatures. It is "verifier oriented" in the sense that it cares first for the verifier point of view.

As far as AC are concerned, they MUST be attached by the signer to the signature, hence the verifier does not need a protocol to retrieve them.

However, a signer may need such a protocol and may use whatever means to obtain it. Fortunately, this topic is being tackled by the IETF-PKIX WG and there is a draft called " Limited Attribute Certificate Acquisition Protocol (LAAP) that is under development
and available at:

http://www.imc.org/draft-ietf-pkix-laap

The work has recently started and inputs/comments on that topic should be given to the PKIX WG list.


2nd comment

I agree that to make such a comprehensive document is a very difficult task, but I think that if you talk about X.509 certificate format, and also about AC format, if you talk about "Internet X.509 Certificate Request Message Format (RFC 2511)", you should talk about something similar regarding AC's as well.

Maybe my mail was not clear enough, but I was not talking about AC RETRIEVAL, but
about AC REQUEST, and, as far as I know, the work that has been started inside
PKIX is about AC retrieval

Denis 2nd  reply

OK. I understand your point. However, once again, the ETSI draft document does not contain everything needed to deploy digital signatures. We reference the work being done elsewhere. As you noticed, a protocol for AC requests is not yet standardized and should be. This is a topic falling under the ESSI umbrella, but is not directly related to the ETSI draft which deals mainly with formats.

Also, REPLY From:

 Stephen Farrell <stephen.farrell@BALTIMORE.IE>
 Date: 27 October 1999 12:16
Subject: Re: Call for Comments on draft ETSI Electronic Signature Standard


The AC work in PKIX will eventually, I believe, address the general AC request issues. However, it's also important not to bite off more than can be chewed at one time; so, for now, PKIX isn't addressing the more complex AC request issues.

Having said that, the LAAP work Denis referenced can, in some circumstances, meet the need. (The circumstances are roughly where the LAAP responder is the AA, the
request profile field is sufficient to determine AC content and the authentication used is sufficient for the relevant policy.)

Of course, as an IETF activity, PKIX is open for all contributors, so do raise the requirement there (or, if you'd prefer, you can drop me a mail saying how you think such general AC requests should be handled).


STF 147 Action on comment 004-8 :  As per resolution of comment 004-8 the existence of these PXIX documents has been added to the bibliography.

E-mail comment series number 014 (ECAF)
European Certification Authority Forum comments on 

Draft ETSI ES 201 733 v1.1.3 (1999-09)

“Electronic signature standardization for business transactions”  

The following comments are the result of a call to all ECAF, EEMA and WEMA members.

014-0 Overall

The members of  ECAF are pleased to note that the changes in the latest draft incorporate some of the suggestions made in our previous comments. Overall, we believe the document is much improved, is now largely complete and contains everything needed to create the intended standard. It is still felt to quite difficult to read and comprehend, particularly the Overview section, which does not sufficiently introduce the elements of the standard or how they interrelate. There are some more detailed comments on this below.

The main concerns still revolve around the fact that the standard represents a significant change to current practice and will require an infrastructure in place before it can be implemented. The main issues are the requirement for Time Stamping Authorities, Signature Policies and changes to client software. 

· Time Stamping Authorities are probably the easiest to achieve, given that software already exists.

· Basic, human-readable Signature Policies could be created relatively quickly for pilots and trials. Production systems will require much more in terms of agreed terminology, repositories, and methods of access for the policies. Machine-processable policies are much further away.

· The biggest challenge is the client software. The standard will only succeed if it is seamlessly integrated into the user interface. It has to incorporate the conflicting objectives of making it easy to sign or verify a document and at the same time ensuring that the user understands what the signature means and that its quality of security is adequate for the intended purposes.

Equally, the software manufacturers will not change their products unless they see a business case. It is hard to see a business case that would justify the complexity of collecting the information required for long-term signature validity. 

EEMA/ECAF Challenge

The EEMA/ECAF Challenge 2000 is intended to show interoperability between existing products so it would not be appropriate or even possible to include the whole standard into the plan. It might be possible to incorporate one element such as time stamping. Unfortunately, neither EEMA nor ECAF are not able to make any commitment in this regard on behalf of the Challenge team.

There are two actions that ETSI could take :

1.  lobby the group of people who have been contracted to define the scope of the technical products (Work Package 2) to ensure that the standard is taken into consideration.

2.  encourage organisations to participate in the Challenge to provide the necessary products/features.

STF 147 Action on comment 004-0: No actual technical changes are proposed, the main technical issue arising from the above comments  concern  changes required to client software in  existing products.  The STF assume the issue being raised here is the requirement in the ETSI document for the signature policy should be mandatory .  The STF feels that this attribute should remain mandatory as the signature policy is a major element to ensure the verifier possess the signature correctly, and fill a void in existing electronic signature standards. 

Detailed comments

These are presented as received and no attempt has been made to edit or summarise.

014.1
The formatting of the document is poor, making it difficult to read. No use of indenting, bullets or sub-paragraphs is made.  This must be corrected for clarity.

 STF 147 Action : The style has to conform to ETSI guidelines, improvement have been made were it remains within the ETSI style guide.

014.2
The structure of the document is poor.  I found it did not explain the elements of the standard well.  Section 4 is an overview which, in my mind, should either summarise something presented in more detail later in the document or provide an overall description and introduce the concepts.  I feel this is has not been achieved.  To me it reads as though it is a set of notes summarising a set of points, but not structured to introduce those points to someone new to the concepts being presented.  As much of what is proposed in the standard is new, explaining the concepts well is necessary.  This is especially true of Sections 4.4, 4.5, 4.7 and 4.8.

JR reply: Some specific restructuring has been proposed by other comments.
STF 147 Action :  Section 4 has been restructure and diagrams added.

014.3
Some sort of "fast-track" mechanism should be in place to include amendments to the standard if any aspect becomes unworkable, unforeseen problem or situation arises, or changes through technological or business developments.

JR reply: this is an issue for ETSI configuration control procedures
STF 147 Action : Revisions to the ES standard are included in the plans for EESSI

014.4
Some situations in some countries, for example, Brazil, document signatures require authentication from an authorised third party.  How can this be done?  Can it be done by modifying national or trade block laws or develop the existing clerical service into an electronic one.

JR reply: This not a technical issue regarding the standard, but the capability is there for multiple and nested signatures in CMS.  The ETSI document caters for multiple signature which can be used to meet this requirement.

STF 147 Action : No change required

014.5
Interpretation of the standard may cause implementation differences between suppliers.  For example, during the late 1980s some companies had a difference of opinion on part of the NSAP address structure.  This was no fault of the implementers it was caused by a problem of interpretation of the standard.  Will an independent interworking test-bed be created?

JR reply: This issue does not impact on the ETSI standard text.

STF 147 Action : No change required

014.6
Most business cases will require the use of CES (Complete Electronic Signature).

JR reply , ES-C (as CES is called now) is mandatory.

STF 147 Action : No change required

014.7
How can a dispute between a customer and supplier be resolved on a global transaction - local, national, trade block or global/international court?  The traditional method may not scale with the predicted rise of direct purchases from the home.  Greater protection should be given to the individual or small business against the large organisations.

JR reply , The ETSI standard does not claim to do everying regarding ES, but it does aim to help the verifier interpret a digital signature correctly within the context  of which it was intended to be used.

STF 147 Action : No change required

014.8
What happens if a break of service occurs in any part of the communication stream during a transaction?  How can recovery take place? What is the transaction restart process?.

JR reply , It is assumed you mean break in communications services here. As fare as the ES itself there is none recovery specific for the ES. An ES (based on CMS) can only be processed if it is received in totality by the verifier.  The ETSI standards however does specifically allow for the ES-T to be generated if all the verification data to generate the ES-C is not available, which does allow for breakdown to other services like TSPs.

STF 147 Action : No change required

014.9
Is there a signature invalidation process if, say, a TSP (Trusted Service Provider) has been compromised.

STF  reply:  

In the case of a TSP providing the timestamp in ES-T, the compromise of the TSP does NOT specifically invalidate the Electronic Signature (ES).  It just invalidates the timestamp on the ES.  Thus an ES with an invalid timestamp, the status of the ES is changed from certainly valid, to incomplete (i.e. there is some uncertainty about its validity).

There are several ways  a specific threat to TSP compromise can be address including the following:

· Two time stamps can be provided.

· use ES-A  (archive ES) with an ES which is not 

· Rely on TSP recovery and audit mechanism.

· Used normal certificate revocation procedures on the TSP

In the case of a TSP providing a CA function, then normal revocation procedures apply (OCSP & CRL).

STF 147 Action : No change required


014.10
The "Proof of Possession" solution (Section 5.3.4) to protect against a substitution attack does not provide a guarantee of time verification. 

"After the event" proof can only be obtained if the CA (Certification Authority) keeps Proof of Possession in its Audit Trail.  This could be a problem which requires further investigation and resolving. 

Denis reply:

No. this is "real time POP" since only the correct signer knows the private key. 

Requirements for use CAs is outside the scope of the current ES document.

STF 147 Action : No change required

014.11
How can authoritative levels of purchasing be handled (Section 5.3.5)? For example, a team member may have the purchasing power of US$5000 before requiring authorisation, Manager - US$50000, Director US$100000, etc.

Denis reply
These attributes may be carried on in Attribute Certificates or in public key certificates, but the verification has to be done by the application, while looking at the details of the transaction.

STF 147 Action : No change required

014.12
How does the timestamp function account for time zone differences (Section 5.3.7)?  Are all timestamps related to GMT, UTC or Generalised Time, or are they zone related, e.g. BST?

STF  reply
The time is  GeneralizedTime 

STF 147 Action : No change required


014.13
The term "Close Enough" is defined as a few minutes, hours or even days according to the "Signature Validation Policy".  Should this timescale be tightened as days seem to long a time unit?  Contrary to this, Section 5.4.9 states that "In some business scenarios both the signer and the verifier need to timestamp their own copy of the signature value.  Ideally the two timestamps should be as close as possible to each other."  

In some countries, e.g. UK, a party has a legal "cooling-off" period of 7 days to cancel any purchase contract under the protection of some laws.

STF  reply:

This last statement is completely different from the previous. The Signature Policy specifies the maximum delay in seconds and days If someone wants to cancel a transaction he has to sign a cancellation and make sure that it was received in due time, which means another ES from the receiving party. This is an issue for the application of a signature rather than a signature itself.

STF 147 Action : No change required

014.14
There is a typing mistake in Section 5.4.7.  "From to time" should read "From time to time".

STF 147 Action : Done

014.15
There is no restriction on the implementation of the Validation Box and Context Content of a Signature Policy is not mandated (Section 6).  There is a need for some looseness or freedom here, but care should be taken as looseness could lead to implementation interpretation problems.

JR reply:

That is another reason why a signature policy identifier is mandated.  Provided the definition of the signature policy is precise there is no looseness. 

STF 147 Action : No change required

014.16
Section 6.7.3 states that "there is an inevitable delay between a compromise or loss of key being noted, and a report of revocation being distributed.  To allow greater confidence in the validity of a signature a cautionary period may be identified before a signature may be said to be valid with high confidence". This is linked with Point 9.  What is the recommended period?

JR response;

Agreed that a cautionary period  is required before a signature may be said to be valid with high confidence, but that period depend on many things outside the scope of this ETSI standard,  But it must extend beyond the revocation refresh period.

STF 147 Action : No change required

014.17
Section 6.7.3 mentions another timing problem.  The longer the elapsed period between the time a signature is created and the time the signer's digital signature is timestamped, the greater the risk of the signature being invalidated due to compromise or deliberate revocation of its private signing key by the signer.  What is the recommended time range?

JR reply; Timestamping should be as soon as possible. .  The cautionary period is very dependent on the CA’s policy.  Thus is difficult to give any general guidance in this area.

STF 147 Action : No change required


014.18
The draft standard covers electronic signatures for generic data.

The standard is neutral towards properties of the generic data.

My comments revolve around issues of the properties of the data which is signed:

In general the data which is to be signed may have the following property types:

1) the data may or may not be confidential. i.e. the data may sensitive.

2) the data may or may not be wrapped in one or more abstractions.

i.e. the data presented may be a text file which has been compressed.

Because the standard is neutral towards any properties of the generic data, these properties may cause complications in the use of the standard on such data.

My comment boils down to whether the standard needs to say anything about properties of data.

Should the standard say this is outside the scope of the standard?

JR reply:

Yes, and it does.

Should the standard say this is inside the scope of the standard?

JR reply:

No

Should the standard say this is partially within the scope of the standard?

In general data may have property (1 - sensitivity) which may not be adequately preserved by the standard depending on whether the plaintext or cipher text is handled.

If the plaintext is handled, then the actual data is signed, but its confidentiality property may not be adequately preserved by the standard.

If the cipher text is handled, then an abstracted form of the data (not the actual data) is signed, but its confidentiality property is preserved.

In general data may have property (2 - wrapped in abstractions) which means that what is actually signed may be far removed from the actual data.

>From the point of view of a user - a user may wish to preserve properties of the generic data (i.e. confidentiality)

>From the point of view of an arbitrator - due to abstraction properties, if what is signed is far removed from what is disputed, then this may cause difficulty in the resolution of disputes.

Solutions to (2) (dealing with abstracted data) could include:

  o to have a signature policy which disallows abstractions data.

  o to have a signature policy which allows abstracted data, what is signed is the abstraction, but both the signer and verifier agree to accept as signed every thing which is contained by the signed abstraction data.

  o to sign both the innermost and outermost abstractions.

Solutions to (1) (preserving confidentiality properties)

  * this is a special case of abstracted data, but with the restriction that to preserve confidentiality properties adequately the signature of the innermost abstraction should be confidentiality protected.

    this may complicate thing further with respect to both the standard and dispute arbitration.

JR reply:

Yes, all the above are valid ways to deal with the problem identified and all the techniques my be used. It has no implications on the ETSI standard.

STF 147 Action : No change required

014.19
Section 4.7 - “a verifier may need to get two time stamps…..” 

Every timestamped signature would have to be re-signed and stamped after a set period of time - how on earth would you build this into an application?  Every application would have to have some type of ‘job’ scheduling capability built into it; or, even worse, the timestamping service would have to securely store the original, signed, information until the ‘grace period’ elapsed, and, they re-sin and return (again) to the originator.  How would it know where and how to return to the originator again - timestamping will surely be an on-line (synchronous) process - once the original signing session ends, would the timestamping service a) be able to re-establish it, or, b) want the responsibility for its re-establishment..

JR reply:

 The word “may” was used intentionally.  See also the explanation of ES-A  which may be used when the timestamp becomes weak.  In any case, there is no need to send anything back to the signer.

STF 147 Action : No change required

014.20
Section 5.3.3 

XML is eXtensible Mark-up Language not eXtended.

STF 147 Action : Correct (NOT DONE)

014.21
Section 5.3.7 - Signing time

If you are using a TSA to sign-over the ‘claimed’ time - you will have to be on-line, and, this ‘time’ cannot be obtained ‘ahead of time’ because the complete file/document/whatever has already been hashed, and, this is being signed by the TSA.  Therefore, I don’t see the point of the claimed time thing at all. Yes, you can do part of the process off-line, but, so what!  The TSA is the provider of the trusted time

Denis reply:
for more information refer either to :

http:22/11/99/www.openmaster.com/whitepapers/es_validation.pdf

or

ttp:22/11/99/www.id2tech.com/news/ES_validation.pdf

STF 147 Action : No change required
.

014.22
Section 5.4.5

It is not so much the revocation date, but, rather the date from which the certificate can no longer be relied upon.  The CRL may be issued saying that the key was compromised on a date prior to the CRL issue.

NP reply: There are three relevant times in a CRL the CRL update (issue) time, the revocation date and the optional ’97 extension giving invalidity.  The current 5.4.5 text clear refers to the time the certificate is revoked (i.e. revocation date).  The optional invalidity date, only gives time that a compromise is suspected and can depend on a report from the owner of the certificate.  This cannot generally be used to control validity of the signature as this could lead to the signer falsely repudiating the signature.  This is a certificate policy issue

STF 147 Action : No change required

014.23
Section 5.4.7

They are going to a lot of trouble to maintain the validity of a signature even if there is a compromise to one of the certification authorities in the chain - why then are they ducking the issue of compromise of a timestamping authority?  ( I doubt that there is a deal that can be done about it, but, I would have thought that it is equaly likely to occur as the compromise of a (reputable) CA.

JR reply: this issue is not being ducked, use an ES-A if there is a danger of the timestamping authority key becoming weak, see also reply to comment  014.9.

STF 147 Action : No change required

014.24
Signature Types

Even though the diagrams are much better in the latest version, the different types of signature are still confusing. I constructed a “glossary” in the form of the table below as I read through the standard to show what each signature contained. Perhaps something like this could be included in an Annex?

Signature Type 
Contents

BES
Signature Policy ID, Signed Attributes, Digital Signature

TES
(BES) + timestamp

CES
TES + revocation info

Long XES
CES + certificates, cross certficates, CRLs/OCSP responses

Type 1 Timestamped XES
(CES) + timestamp

Type 2 Timestamped XES
(certification path, revocation info) + timestamp

Long Timestamped XES
(CES + certification path, revocation info) + timestamp

AES
(Signed data, CES or XES) + timestamp

STF: With the change in terminology, the glossary and the adding new diagrams in section 4, it should be clearer what is the various components are.

 
E-mail comment series number 015
From: Anders Rundgren <anders.rundgren@JAYBIS.COM>
 Date: 29 October 1999 15:25
Subject: Signer may be a SERVER?


Comment 15-1
I see no real characterization of the properties of a valid signer.

Does this mean that the draft does not ban server-generated signatures like in the following overview?

http://www.mobilephones-tng.com/papers/b2beng.ppt.

FOR REPLY SEE (as it is also based on CMS) 
From: Michael Zolotarev <mzolotarev@BALTIMORE.COM>
 Date: 07 November 1999 01:49
Subject: Re: Signer may be a SERVER?

You may find it interesting to have a look at the latest SMIME DOMSEC draft.
It talks about about distingushing between originator's and gateway's signatures.


STF 147 Action : No change required


E-mail comment series number 016
From: Andreas Berger <aberger@DARMSTADT.GMD.DE>
 Date: 31 October 1999 20:51
Subject: Comments to the ETSI ES 201 733 draft, V1.1.3 09/1999


Denis General reply:

Some comments while interesting, are not directly related to the document, so I will skip them. Comments are in line.


Comment 16.1
The system proposed in the standard uses the model proposed in X.509 with additions of the OCSP protocol to allow client access to CRLs without having to download the CRL proper. Note that the X.509 system was originally conceived for authentication purposes only. Many of the specification of electronic signatures for non-repudiation purposes circumvent weaknesses in this system.

Note that non-repudiation, even though it is a moderatly well-established term in the technical community, is not really correct. Of course a user can always repudiate a signature simply by claiming so. In case of dispute, the truthfulness of the claim must be assessed in court. The purpose of the technical system proposed in the draft is to provide a technical infrastructure that provides technical evidence that at the time the signature was created the secret key was only accessible to the signer and therefore the signer is supposed to be bound by the contents of the signed document. This assessment needs also to take into account the question whether the signer actually saw what he signed or that he was not forced to be signed the document by another party.

The X.509 system has two main weak points:
 
* The system is highly vulnerable to compromised Certification Authorities. A compromised CA key that is revoked renders all user certificates issued by this CA unusable.

Denis reply: 

“This is a correct interpretation of the current model”

JR reply:

And one of the reason for the ETSI standard.

 In a digital economy this means that users are unable to act in the digital domain.
 
 * The system assues complete trustworthyness of the Certification Authorities. Consider the case of a wrongly issued certificate which does not appear in the CAs records of issued certificates. This certificate cannot be revoked since nobody knows that it exists.

STF 147 Action : No change required


 Comment 16.2
 Timestamps are used for application and policy purposes.
 Timestamping proves that a document existed prior to a certain point in time. If the result of the private key operation is signed it can be shown that the private key was applied before the time given in the timestamp. This feature can be used to help non-repudiation where a signed would otherwise be able to revoke her or his private key and repudiate any signature. When the receiver has a the signature time stamped it can be shown that it either existed before the time of revocation or after.
 
 In 8.7.3 the standard proposes the use of a standard OID for inclusion of time as a signed attribute in the signature. This time is a value created by the signer and not a time stamp.

JR reply:

Agreed, the timestamp required to meet the above requirement is on the ES, thus the need for ES-T.
 
 The draft proposes that in the signature policy a time delta can be specified that allows the maximum difference in time between the time included by the user and the trusted time obtained from the timestamp. I think it is at least problematic to mix content related data, such as a time difference or a time included by the signer, with data technically required to assist the construction of an electronic signature, the time stamp. This produces misconceptions of what the  timestamp assures in the context of the electronic signature as opposed to the context of the electronically signed document.

JR reply:

A signature policy does not have to specify a time period.

STF 147 Action : No change required

Comment 16.3
 Other methods of timestamping
  Timestamping should prove the existence of an octet string at a given time. The draft only mentions a single timestamping mechanism, a point in time obtained from a trusted time stamping authority, digitally signed by this authority. There are other methods of time stamping that can operate without a secret signing key. Possibly, a company may opt to use a completly manual timestamping system, such as data handed over to a notary (person) to keep in a vault physically.

JR reply:

A company may do what it likes,  but in the case you propose will not conform to this standard.

STF 147 Action : No change required


 
Comment 16.4

Multiple timestamps instead a single on
 This is a possible method to assure against failure of a single Timestamping authority. Notice that the timestamps produced are dependent on the private key of a timestamping authority. If this key is compromised, the timestamps become invalid. Since the non-repudiation property of the electronic signature depends heavily on timestamps, a single compromised timestamping authority may leave verifiers with electronic signatures they no longer can prove to be correct.


Denis Reply:  

“Good point. We will consider to support that feature, likely using a
multi-value attribute”.

JR Reply:

Denis, this problem is already catered for see response to the ECAF comments number 14..23
STF 147 Action : No change required.

Comment 16.4

Other types of revocation status information
 The standard uses either CRLs or the OCSP to assess the revocation status of a certificate. Certificates are identified by their issuer and serial number. The check whether a certificate is revoked is simple, the certificates' serial number should not appear in the CRL valid at that time.
 
 This may impose a problem when certificate were wrongfully issued and their serial numbers are unknown. It may be advisable to offer a ``positive acknowledge'' system that allows to check whether a certificate at hand was actually issued and is known to the CA's certificate management database by doing a check whether the certificate was issued at all.

Denis reply 

“No. The case you mention appears only in case of a CA key compromise
and a "positive acknowledge" is not needed. See later how to handle
that case.”


Comment 16.4 (cont.)
Other systems may not work with CRLs at all, such as a system working with on-line authorization only (e.g. AADS).
 
It may be desirable to have certificate lifecycle information available, beginning with the registration of the certificate until the revocation. This should include the points in time where the events in the real worldo ccured and their ``translation'' into the technical operation, such as adding it to the revocation list.


 STF 147 Action : No change required.

Comment 16.5
Validity results of the verification process
 
 The draft defines a very rigid verification process that produces a YES, a NO, a NOT-YET-VALID or a SUSPENDED result. It mentions conditions under which a signature should be discarded when it cannot be verified. This should only be done when it is acceptable within the application. Partially correct electronic signatures may be of interest and their reason for not being completely correct should be eventually displayed to the user. Defining a simple YES or ON is not sufficient.
 
Note that it may be advisable to restrict the YES and NO to the technical correctness with respect to the electronic signature data format. The VALID or INVALID response should be reserved to a more thorough interpretation of the validation data by an application. The legal validity of the signed document is determined in court, with this

JR Reply: I agree 

STF 147 Action : Text has been  added to 4.9 making this point clear .
 
Comment 16.6
Timestamping the document
The standard does not allow to timestamp a document prior  to signing. This may be used to replace the claimed signing time with a trusted signing time, similar to the claimed role and certified role choice.

Denis reply :

“There is no major advantage for doing so. We got a similar request from Stephen Farrell on that topic and we *might* be considering adding an ADDITIONAL OPTIONAL attribute. This is still under discussion”.

STF 147 Action : Optional attribute has been added,  see also comment 4-8 

Comment 16.7

Signature policies and signature verification policies
 The need for signature policies in my opinion is very strong and it is encouraging that they are included in this draft. The need for signature verification polices will become more important in supporting interoperability.
 
 To this end, I am not sure whether the description in ASN.1 provided in the document will be able to handle all conceivable verification policies. The major point that I think this description does not support is the definition of different validity models.
 
 There may be different requirements for a certificate in a chain should be regarded valid. In the German Signature Law it is mandated that the certificate is valid if the CA certificate was valid at the time of signing the user certificate. ( Denis reply: The statement seems reasonable) This means that the user certificate remains valid even when the CA certificate is revoked. (Denis reply: Since in case of a CA key compromise the CA key will be revoked, I don't think the interpretation is correct).

However the standard does provides an OPTIONAL form of ES that MAY be used if the verifier fears a CA key compromise. This is described in the eXtended ES. This form contains a second time stamp over the certification path. Since each element of the certification path includes the hash of the certificate, this proves that the certificate was created before the date included in the second time stamp. If that date is prior to the date of the CA key compromise, then you get the protection you were looking for.

In practice this allows to use a model where EE certificates that where issued before the date of revocation of the CA issuing key can still be used after the revocation date of the CA ... provided that the CA uses two different keys: one for issuing certificates and one
for issuing CRLs (or OCSP responses).

(Denis reply: No "positive acknowledge" is therefore necessary and we don't need any extra infrastructure to support that feature).

(Denis reply: May be we should highlight that feature better ?)     It is clear that this model has further implications which are not mentioned here. The definition of a validity model that is to be applied (either implicit by an OID or explicit by a description) should be included in the signature verification policy.
 
 Furthermore, the goal or assurances that a policy produces, such as ``legal binding'' or `certificate holder's address will be made available'' cannot be expressed technically. Such a system would be beneficial, since a partner in an electronic transaction could communicate his goals and let the signer choose a policy that meets the requirements. This would allow for a more flexible system and enhance interoperability since it is then - at least in principle - possible to negotiate on a policy.

STF 147 Action: The STF believes this issue is covered by ES-X and does not require any change to the ETSI document.
Comment 16.7

Detaching a signature from the document
 
 Is it possible to detach the signature from the document, i.e. transmitting document and signature in seperate data structures. This may be needed with large documents, such as digital video streams, that should not be encapsulated in a CMS message.

Denis reply :

This is a basic property of CMS that we will advertise better.


STF 147 Action : The STF believes this issue is covered by CMS and does not require any change to the ETSI document 

E-mail comment series number 017

From: Peter Sylvester <Peter.Sylvester@EDELWEB.FR>
Date: 29 October 1999 16:32
Subject: Re: ETSI Draft


Comment 17.1
The document title and the definition of electronic signature is very unfortunate for two reasons:
 
  - It doesn't match definitions elsewhere.
 
  - The actual definitions actually contain the definition of
  a signed document, and one approach to assert the validity
  of that document.

Denis Reply:

So you have an alternative proposal ?

Peter’s reply
The purpose here is not to define an alternative proposal, the
purpose is to see what your proposal actually means or provides


Anyway:

The actual definition of electronic signature:
If you replace it by commitment evidence, then all the rest of the text remains valid, in fact if 'electronic signature' is a term that you want to define, try call it 'Dingsbums' and see whether the rest of the text is still ok.


Comment 17.1 (Cont.)
but is the definition really a definition? Or are you
describing an property of an electronic signature/signed document?

In other words: "We would like that an electronically signed
document has the following property: To provide evidence ..."

Or, evidences can be much more than just something signed
electronically.


STF 147 Action : Electronic signature  has been redefined using the Directive definition with existing text as a description of additional properties of signatures produced in accordance with the present document.
Comment 17.2
  The validity of that document is only based on the validity of
  signatures.

Denis reply;
 Not only. The content is important as well, but this is application
dependent and thus not the topic of this document which covers
generic signatures.

STF 147 Action : No change required


Comment 17.3
The impact on the security of the PKI is mentioned, but what is not mentioned are other techniques to enhance the security.

Denis reply;
The goal of the document is not to cover all the techniques but to
present one solution.

Peters reply to Denis

You are right, I wasn't precise enough. The question is whether
the linear path to validate ONE signature is a solution to a
somewhat vague requirement.

There is a network of signatures using assertions and other things
in a defined order in order to produce a valid document. The
real situation seems a little be more complex

For example, notarisation and legal deposit service can be used,
the actual verification of a signature does not need to be
 done in future.

 Imagine to sign contract to buy a house, nobody actually cares
you who signed the contract, it is the signature of the notary
that conditions the exchange of money and property, and of course
the statement that the buyer and seller signed the contract
 together in front of the notary. (Don't correct me if the
exact details are different.) I mention this only as one possible
example of a valid document, as far as I know at least in the
French and German administrative contexts, there are about 4000
different procedures to ensure the validity for different type
of documents and transactions.

Denis reply;
Parallel signatures are covered by the document, i.e. a contract
between two persons. More work may be needed to cover the case you
describe which involves at least three signatures, where the effect
only takes place when the signature of the notary is present.

Peters reply to Denis

Each of the signerinfos are treated independantly in the document.
But well, the goal of the document is to address the lifetime
of one signature.

 <smile>The proposal tries to use real technology to solve a complex
problem that might vanish using imaginaire but actually simple
means.</smile>

Also, documents signed by Charlemagne/Karl der Grosse are an interesting
 example. They are considered valid not because they are 'signed', the quality of the signature is pretty weak anyway, but because one can observe a sufficiently great number of consequences/evidences

Elzbieta writes that in real life validation data are not included in a signature, but only linked. This seems a rather doubtful definition.
 Ooops: I just fell into the trap to mess up signature and signed document.
 Anyway:

 As far as I know there exist no definition of a signature. (signature, not signed document), that's at least the case in French legislation as far as I understand comment from the minister of justice people.

 In real life creation of a signed document there is not such a simple distinction between linking or including. In fact, a signer can declare that validation data (id card or whatever) have been shown during the signature, a co-signing notary signs the total thing, both is done in two copies, etc.


STF 147 Action : No change required – the use of signatures for different types of commitments are outside the current scope. 


 Comment 17.5 

One technical detail:

 OCSP responses have one undesirable feature: You can obtain a positive time stamped answer for a non-existing cert. You might be able to create a fake cert later on after a CA compromise.  It is therefore necessary to use cert references that cannot be filled in later (that contain a hash of a cert for example).


Denis reply;
This case is covered by the document. You need to use eXtended signatures that include an additional time stamp over the certification path. Since the path must include a hash of each certificate, then you get what you were looking for. :-)

Peters reply to Denis
The conformance requirements say: None of the XES and AES needs to be
implemented

STF 147 Action : No change required – The current document states that if CA compromise is a risk then XES should be used.

Comment 17.6
The title of the document is either too ambitious (elsig for business docs) or the content does not meet the expectations as it in our mind it does not take into accounts all the requirements for securely certified business documents because its is too much focused on the electronic signature itself.

The term business transaction is not defined at all. Even a simple definition of the scope of what is understood here as a business transaction should be given..

STF 147 Action : Outside the scope of the STF to answer, this comment.
Comment 17.7
The usage of the word 'electronic signature' is misleading and creates confusion with identical words used in other contexts, in particular when an electronic signature is just considered as a superset of a digital signature. Calling a CMS signedData object 'electronic signature' is strange.

Reply????
The definition of the aim of the document is based on the definition of Electronic Signature given in chapter 3. In the rest of the text, definitions and procedures are made to describe a particular structure of an digitally signed data using a format based on CMS.


STF 147 Action : No change required - Addressed by other changes to definition and restructure of section 5.

Comment 17.9
The document mentions the use of time stamp authorities as THE (or one) method to meet some requirements. The requirements are not defined at all. The document only describes possible verifications of a digital signature, and not more. Looking at chapter 14, the value added to documents created using CMS and ESS is rather weak: a signature policy attribute, and unsigned attributes concerning a validation.


STF 147 Action : No change required – This a judgement on the value of the document which differs from other feedback.



Comment 17.10
The format of documents: The text is somewhat difficult to read, i.e., to distinguish parts that are copied from CMS and other documents, and new elements.

JR Reply: 

Repeating text was done to minimise the references and have a one stop document as for as possible.

STF 147 Action : No change required


Comment 17.11
The verification procedures: The verifier is not visible as someone who leaves a trace (time stamp) on the document.

JR reply:

What is the point of this comment


STF 147 Action : No change required



Comment 17.12
The definition of the signature policy data structures guides the process of validation, this is actually a new element in this document.

STF 147 Action : No change required

Comment 17.13
Regarding the definition of 'electronic signature': It seems that 'evidence' actually means that a digital signature can be verified. Commitment seems to reflect the content and additional signed attributes of a document.

Is this the real question to solve? First, the question is not the validity of a signature, but the validity of a (signed) document during its life time.

It seems that so far all attempts to address this complex problem by some real measures do not take into account that there is just more than one dimension, i.e.; the validity of numeric signatures.

Below a simple illustration of why we consider that the legal value of business document can not be confined in a "digital or electronic signature" or why, if this ELSIG specs attempt to cope with business documents it fails to cover many additional aspects.

As an example an electronic business document exchanged between two employees of two corporations, in order to be at least equivalent to what exists with paper should logically include different things in addition to the signature of the author/sender : mandatory the equivalent of the legal corporation, probably an originating corporation internal document reference

- The legal info about the originating corporation is mandatory as all the business liabilities are taken by the corporation and not the employee. In an electronic version this should be "certified" somehow at least at the same level as the employee signature. It also have to prove that the employee was (as perceived from the recipient side) duly authorized, at signature time, by his corporation to sign this business document.

- There may exist a rule by which a business transaction will be accepted as valid commitment by its originating corporation if and only it bears a certified reference
issued by the corporation. 

The purpose id double :

 1) prevent rogue employees to misuse their signing rights without leaving any log in the corporation books, 

2) keep tracks/books of all the commitments taken by the corporation (a mandatory rule in most commercial laws around the world).

In conclusion we suggest that either the scope and aims of the ETSI specs are limited
to cover signatures alone (it would be a pity) or significantly enhanced and improved
to cover "certified documents" including signatures, times stamps and other
additional services.

STF 147 Action : No change required? – the scope of the document is not concerned with the use of electronic signatures which are varied.



Comment 17.14
TES:

The role of the verifier or signer concerning the usage of a TSA is unclear.
In fact, the texts allow that both actors use a TSA for the same purpose,
attributing some TIME to a signedData structure.

The text talks about a minimal delay between a time stamp and the time provided
in the signing time attribute. There are several problems associated with that:
In reality, it seems that it would ALWAYS be the signer to obtain a time stamp,
just in order to be sure that both the local clock is close to some real TSA clock,
and to ensure that someone actually gets a time stamp, why should a
signer wait for an untrustworthy verifier to let the delay expire.

JR Reply:

The document allows for the signer to do what is proposed.   Other situations will require the verifier to get the timestamp.

STF 147 Action : No change required


The text does not specify whether the signing time could be in the future or not.

JR Reply:

The text says that it is the time the signer claims the signature was generated,.

STF 147 Action : No change required 


Other methods of using time stamps are possible, For example, a time stamp could be
obtained for the data portion (the message digest) of the document, and this time
stamp could be included in the signature of the document. The advantage of this
approach is that it binds the time-stamp obtained to the actual existence of the content
at the time the time-stamp is requested and to the signature.)

JR reply:

This issue should be covered by the timestamp proposed by Steven (see comment4-8).


STF 147 Action on comment 004-8 : New attribute defined to meet this requirement


Comment 17.15
The document does not handle the additional semantics concerning a time stamp, a time stamp to be used in order to meet a deadline, or  to provide temporal order in documents. These are amongst the major reasons why many business transactions or document must bear a time stamp.

JR reply:

This document only covers the use of digital signature for business, so other uses of timestamps are out of scope of the document.


STF 147 Action on comment 004-8 : No change required

Comment 17.16
A verification can always be made using the date indicated in the signature date. In the text this is actually proposed in the case when the verifier adds a time stamp. The time stamp is added in order to ensure validation at the date indicated in that time stamp. A verifier does not need to obtain a time stamp in order to verify a signature (in an initial step). It can simply use its own local time, or the time in the signing time attribute.


In many case whenever it comes to assess the validity of transaction (document) the important point is the verify that the document was valid when it was signed (signature date) and thus that at this date (maybe a long time ago in the past the signer certificate was valid - not expired- not revoked), and it is of no relevance to take into account when this validation process is taking place.

STF 147 Action : No change required



Comment 17.18

CES:
The choice of OCSP a specific protocol, is questionable. Nothing proves that OCSP will be the "winning" protocol in the medium to long term. The inclusion of OCSP responses is a highly questionable decision: (example of an "exploit"): An attacker could ask for an OCSP response for a non-existing certificate, and expect to break the CA signature key later on, he would then forge the certificate but be able to exhibit a time-stamped OCSP response. In fact this demonstrates a security flaw in the use of OCSP. (The initial versions of OCSP did not have that problem. When certIds are used, it is necessary to use variants that are not predictable, for example that contain a hash of the referenced object.

JR reply:

The ETSI standard allows other revocation mechanism to be used, also this issue is not specific to this document. 

STF 147 Action : No change required


E-mail comment series number 018 (RSA))

From: Magnus Nystrom <magnus@RSASECURITY.COM>
Date: 31 October 1999 14:48
Subject: Re: ETSI Draft


Dear ETSI El-Sign representatives, please find the attached .pdf file containing comments and suggestions from RSA Laboratories. (REF 3)

Resolution of RSA comments;

Disposition of SOME OF RSA Comments:

General Comments

STF response:

1. The general introduction give the basic requirements of this standard, more specific requirement are covered in section5

2. Section 4 has been restructured.

3. The Style conforms to the ETSI style guild.

Section-wise comments

All comments on section 2 & 3

Section 2

STF Action: 

- All the references are now  normative references used by this standard.  Following ETSI editorial guidelines the bibliography contains other informative references.

- The document builds on existing Internet standards which use X.208.

- IETF added before RFC

- Reference to drafts to be raised with ESI working group

- Reference to EU Directive added to bibliography

Section 3.1

STF Action:

- Abbreviations changed

- OCSP abbreviation done

- Used title for PKIX standards in abbreviations: “Internet X.509 Public Key Infrastructure”

- Abbreviation added

Section 3.2

STF  Action: 

- Updated to include X.509 definitions where appropriate

- EU definition used

4.2

Status of Timestamping protocol:

STF Action: Comment about using the draft IETF standard on the Timestamping needs to be brought to the attention of ETSI ESI

4.4

STF Action: decided not to change  4.4 is an Overview, section 14 is were conformance is defined.

4.5

STF action : improvements have been made but  this text is for guidance only.  The specification is in the later sections..

4.7 , 4.8

STF action :No change:

Data replay attacks outside the scope of ETSI standard.  Specific Replay of electronic signature not considered to be a threat. 

It is considered important that there is a clear indication of the signing time from the signer’s view, as there can be a significant delay (e.g. delays in a signed message being retrieved by the verifier) before a time-stamp is attached

4.9

STF action : corrected

4.11

STF Action :No change here the details of how to  handle multiple signatures is  given in section 8.

5.1

STF Action :No change, we do not see the reason for the proposed change.

5.3.1

STF Action : Text clarified

5.3.4

STF ACTION : 1st Para No change: The replacement of the signer attribute is protected by being signed.

5.3.5.2

STF ACTION : Text changed to clarify that attribute certificate value (not identifier) is carried.

5.3.6

STF ACTION : Text changed

5.3.7

STF ACTION: No change: It is considered important that there is a clear indication of the signing time from the signer’s view, as there can be a significant delay (e.g. delays in a signed message being retrieved by the verifier) before a time-stamp is attached.

5.4.2

STF ACTION: Text added.

5.4.3

STF ACTION: corrected

5.4.7

STF ACTION: Text changed

6.1

STF ACTION: Text change using alternative wording

6.6.1

STF ACTION: No change:

 It was decided specifically not to include this option because of the problems of mixing the management of keys and attributes, and the need for clear separation of management roles / accountability.

6.6.3

STF ACTION: No change: 

The inclusion of the claimed signing time is of use to give an indication that the time-stamp is long after it has been created.  Non conformance to the policy doesn’t make the signature invalid, only indicates that there is some uncertainty.

7.1

STF ACTION: corrected

7.3

STF ACTION: No change: 

As with 6.6.1: It was decided specifically not to include this option because of the problems of mixing the management of keys and attributes, and the need for clear separation of management roles / accountability.

8.

STF ACTION:  Removed duplicate definition from Annex A, and including second ASN.1 module using 93/95 ASN.1.

8.3

STF ACTION: No change: 

As stated at the end of 8.3 this standard includes a hash of the signer’s certificate to ensure that the correct key is employed.

8.4:

STF ACTION: Corrected: 

8.7.1

STF ACTION: No change: 

This standard doesn’t constrain the content type.

8.7.3

STF ACTION: No change: 

It is considered important that there is a clear indication of the signing time from the signer’s view, as there can be a significant delay before a time-stamp is attached.  Also, replay protection is outside the scope of this document.

8.9

Issue : the mandating of signature policy:

STF ACTIONS:  No Change, The STF thinks the signature policy should be mandatory .

This issue will be  referred to ETSI ESI

Issue: Section 11 requirement for their to be a single definitive policy: 

STF ACTIONS:  No change: 

It is considered important to have a single version to avoid any chance of ambiguity.

Issue: SigPolHash: 

STF ACTIONS:  No change:

 It is required to allow alternative hash algorithms.

Issue: SigPolQualfier:

STF ACTIONS:   No change: 

We don’t believe that the qualifiers to be supported should be constrained.

Issue: Hash calculation: 

The STF, follows the convention already set in 2630.

Issue DisplayText: 

This uses the same structure as RFC 2459 to ensure that support for UTF-8.

8.12.1

STF ACTIONS:   No change 

see above.

8.12.2

STF ACTIONS:   Done

8.12.3

STF ACTIONS:   Done

9.2.1 & 9.2.2

 Issue 1st para: 

STF ACTIONS:   No change

 – The certificate and revocation information may well be collected at different points in the validation process.   Thus this requires separate attributes.  The current text states that the CA certificates and revocation sequence are in same order and so they can be coupled.  (Although we did forget about the signer’s revocation information).

Issue 2nd Para

STF ACTIONS:– text added clarifying how existing CRL syntax can be used to carry delta CRLs.

9.3.3, 9.3.4, 9.4.1

STF ACTIONS No change: 

As before, Follows the convention already set in 2630.

10.1

STF ACTIONS Done: Duplication removed from ASN.1 module in Annex A.

10.5

Status of Timestamping protocol: Comment referred to ETSI ESI

STF ACTIONS  No change

11.3

STF ACTIONS Done

11.4

1st para: 

STF ACTIONS Existing text clarified: NULL is used to mean “no commitment type present.

2nd para: 

STF ACTIONS Done tags removed.

3rd Para: Done, 

STF ACTIONS clarification added

11.5.1

STF ACTIONS No change: 

The explicit nature of the policy is considered much more important than saving a few octets.  Thus we only use OPTIONAL and DEFAULT when this relates to the semantics of the policy (i.e. when we consider a part of a policy is optional or where a value can be considered as the default).

11.5.2

STF ACTIONS Text clarified: 

The unsigned attributes for the signer rules relate to the unsigned attribute that are added by the signer.  The Verifier rules identifies those which need to be added by the verifier if they are not already present:

11.6.1

Certificate trust tree: 

STF ACTIONS :done

PathLenConst:

STF ACTIONS Done

Why add constraints: These are constraints from the user’s policy.  The signature policy gives the users the ability to apply additional controls beyond what the CA define.

11.6.2

STF ACTIONS No change: 

BIT STRING does not allow alternatives “BOTH” or “EITHER”.

11.7, 11.8

STF ACTIONS No change: 

As before the explicit nature of the policy is considered much more important than saving a few octets.  Thus we only use OPTIONAL and DEFAULT when this relates to the semantics of the policy (i.e. when we consider a part of a policy is optional or where a value can be considered as the default).

11.9

HowCertAttribute: 

STF ACTIONS No change: 

Having specific value for either is considered to be more explicit

See earlier comment on use of ASN.1 1993/5

11.10

1st: 

STF ACTIONS :No change

2nd:

STF ACTIONS :Done: 

Structure made extensible

11.11

1st: 

STF ACTIONS :Clarified – 

the semantics of the extension is defined as part of the extension.

2nd: 

See earlier comment on use of ASN.1 1993/5

12.

STF ACTIONS :No Change,  See scope

13

STF ACTIONS :No change

13.3

STF ACTIONS No change: 

The warning relates to general use of CMS.  It is not of direct concern to this document as the document only deals with signatures.   However, it is considered worth repeating the warning text from CMS.

14

See earlier comment.

Annex D

STF ACTIONS :Done

Annex E.1.3, E.2.3

STF ACTIONS :Done

Annex F.3.1

STF ACTIONS :Done

E-mail comment series number 019 (ISO SC27/WG1)


From: PASSIA [mailto:Passia@NI.DIN.DE]
Sent: 08 November 1999 13:06
 Subject: Laison Statement from SC 27/WG1

 
 SC 27 N 2413

ISO/IEC JTC 1 SC27 appreciates the opportunity to review the Draft ETSI ES 201 733-1

”Electronic signature standardisation for business transactions”. Due to the size of the document and the limited time available, SC27 was unable to do a full review. Our review concentrated primarily on the first part. We found the content to be complementary and not overlapping with SC27 work. We found some inconsistencies in the vocabulary and definitions and believe that some efforts should be made to reduce these inconsistencies. Some examples that we prefer to be referenced include:

time stamping authority - a trusted third party trusted to provide evidence which includes the time when the secure time stamp is generated. [ISO/IEC 11770-3:1999]

trusted third party - an organisation or its agent that provides one or more security services, and is trusted by other entities with respect to these security services. [ISO/IEC 14516] verifier - an entity that verifies an evidence. [ISO/IEC 13888-1: 1997] 

STF ACTION : No Change;

NP  Reply:

We use the definition from the IETF time-stamping protocol as this the protocol adopted by this standard.

The term Trusted third party is not generally used in this document

Verifier is used in a very specific context
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